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Next generation wireless networks will be based on the coordination of different 

types of networks in a heterogeneous environment. A significant challenge for 

coordination is vertical handoff that ensures mobile users’ seamless mobility and 

ubiquitous access to applications across heterogeneous networks.  

In this dissertation, we propose a policy-based framework that translates handoff 

policies into a network configuration to produce a satisfactory result for both the user and 

the network. A case study of UMTS/WLAN interworking is provided using the policy-

based vertical handoff architecture, and a performance analysis demonstrates that the 

additional handoff signaling latency is low enough to support users of various mobility 

with low handoff failure rate. 

The dissertation next focuses on the decision for a mobile node to handoff between 

different types of networks. While traditional handoff is based on received signal strength 

comparisons, vertical handoff must evaluate additional factors, such as monetary cost, 



 

xi 

offered services, network conditions, and user preferences. In this dissertation, several 

optimizations are proposed for the execution of vertical handoff decision algorithms, with 

the goal of maximizing the quality of service experienced by each user. First, the concept 

of policy-based handoffs is discussed. Then, a multi-service vertical handoff decision 

algorithm (MUSE-VDA) and cost function are introduced to judge target networks based 

on a variety of user- and network-valued metrics. Finally, a performance analysis 

demonstrates that significant gains in the ability to satisfy user requests for multiple 

simultaneous services and a more efficient use of resources can be achieved from the 

MUSE-VDA optimizations. 

This dissertation then turns its attention to handoff latency and signaling cost. 

Wireless and mobile Internet access has brought increased significance to the evolution 

of 3G packet-based communications and a vision of a future based on all-IP networking. 

To reduce handoff latency and signaling cost are two major issues. Certain link-layer 

technologies are capable of providing various link status information to the IP module. It 

has been identified that receiving explicit hints from the layer 2 (link layer) would 

expedite the layer 3 (network layer) movement detection process, which in turn will 

reduce the handoff latency. In this dissertation, a likelihood function based method for 

implementing link layer hints is defined. Then the function is used to estimate layer 3 

movement in two levels: (1) a mobile node is moving into a new subnet and (2) a mobile 

node is requiring an inter-system handoff. Next, the use of the likelihood function is 

applied to a pre-registration inter-system handoff protocol. Finally, performance analysis 

demonstrates significant gains in signaling cost from the proposed method. 
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CHAPTER 1 
INTRODUCTION 

At the turn of the 21st century, the widespread success of wireless and mobile 

communications has resulted in the creation of a large variety of wireless technologies, 

including second- and third-generation (2G and 3G) cellular, satellite, Wi-Fi, and 

Bluetooth. Each technology is tailored to reach a particular market, or a particular type of 

user with a specific service need. The advantage to these diverse networks is that they 

offer many choices for increasing bandwidth, accessing the Internet, and increasing the 

coverage area for the average user. However, expanding services through the use and 

coordination of diverse networks creates the challenge of developing novel interoperable 

network protocols to manage user mobility between different types of systems — a level 

of interoperability currently not available in 3G wireless systems [1]. 

The fourth generation (4G) of wireless communications refers to the next 

evolutionary step after standardization of the 3G infrastructure and the next revolutionary 

step for wireless telecommunications in general [2]. The evolutionary goals of 4G beyond 

3G include building on packet-based code-division multiple access (CDMA) networks 

under such systems as the Universal Mobile Telecommunications System (UMTS). The 

revolutionary goals are visionary in nature, requiring an evaluation of the technological, 

societal, and market developments over the next 10 years. Some goals may be forecast by 

emerging issues, such as spectrum efficiency, dynamic bandwidth allocation, security, 

quality of service (QoS), and transceiver technology, while other goals may arise from 

factors that dictate entirely new approaches and novel infrastructure solutions. 
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Revolutionary drivers for 4G include a push toward universal wireless access and 

ubiquitous computing through seamless personal and terminal mobility [1, 3]. Universal 

wireless access refers to the ability of a user to connect anywhere at any time from any 

network. The change in connection may be initiated by the user or may be initiated by the 

network, transparent to the user. For example, a user may choose to access a wireless 

LAN (WLAN) to send a large data file, but may choose the cellular network to carry on a 

voice call. On the other hand, a network may decide to hand off a stationary data user to a 

WLAN in order to increase bandwidth availability for mobile users in a 3G cellular 

network. Ubiquitous computing refers to the ability to move seamlessly within a network 

while receiving intelligent, context-aware services. Personal mobility allows a user to 

receive services at any terminal device, while terminal mobility allows the device to 

receive services even as it moves between network access points. To achieve seamless 

mobility, network management operations must be conducted without causing 

degradation of services, and without need for user intervention. 

The movement of a user within or among different types of networks can be 

referred to as intersystem or vertical mobility. One of the major challenges for seamless 

vertical mobility is vertical handoff, where handoff (or handover) is the process of 

maintaining a mobile user’s active connections as it changes its point of attachment. 

Traditionally, handoff research has been based on an evaluation of the signal strength 

received at the mobile node, followed by a change in access point, if needed, and an 

updated routing path for the user connection. However, with a vision of a diverse multi-

network environment, and considering the goals of transparent universal access, 

ubiquitous computing, and seamless mobility, traditional signal strength comparisons are 
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not sufficient to make a handoff decision, as they do not take into account the current 

context or the various attachment options for the mobile user. Another issue in vertical 

handoff is the timely and reliable transfer of a mobile user’s connection(s). While 

traditional link transfer techniques can achieve fast handoffs, there is now a need to 

consider the context of the link transfer, including security associations, QoS guarantees, 

and any special processing operations. Thus, the vision of 4G requires investigation of a 

more adaptive and intelligent network approach to vertical handoff. 

The rest of the dissertation is organized as follows. Chapter 2 introduces the 

background and related research on vertical handoffs. In Chapter 3, the concept of policy-

based vertical handoff is introduced, followed by an optimization for vertical handoff 

decision algorithms in 3G overlay multi-network environment in Chapter 4. In Chapter 5, 

a likelihood function based method for implementing link layer hints is defined, and is 

used to estimate layer 3 movement for Mobile IP handoffs.  Current work is summarized 

in Chapter 6, along with the plan of future work. 
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CHAPTER 2 
BACKGROUND 

In this chapter, we first describe various network architectures and technologies 

currently evolving beyond 3G, including WLANs, cellular, and Mobile IP. We then 

explore the problem of vertical handoff design in the context of the envisioned 

environment. Finally, we describe the open research problems for achieving an 

interoperable and transparent handoff decision and detection algorithm, and a context-

aware radio link transfer, respectively.  

2.1 Architectures and Enabling Technologies 

The evolutionary architecture beyond 3G builds on a hierarchical cellular system 

for wireless wide area services, and a mobile satellite network to provide GPS location 

services, high bandwidth pipes, and the ability to reach customers in rural areas [1]. 

However, as mentioned previously, the widespread success of wireless communications 

has resulted in the addition of an even greater variety of wireless networks that must 

coexist. Some of the various types of networks include the following: 

• Wireless personal area networks (WPANs) and enabling technologies, such as 
Bluetooth, that provide range-limited ad hoc wireless service to users for access to 
a variety of personalized items 

• WLANs, such as 802.11, that provide Ethernet access to wireless users without the 
costly infrastructure of 3G 

• Wireless wide area networks (WWANs), such as UMTS, that provide global 
cellular service to mobile users 

• High aeronautical altitude platforms (HAAPs), such as unmanned air vehicles 
(UAVs), that use aircraft to provide flexible wireless access without the costly 
infrastructure of a satellite network 
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The evolution of 3G packet-based communication has brought increased 

significance to wireless and mobile Internet access, and a vision of a future based on all-

IP networking [3]. In support of the all-IP vision, the Third Generation Partnership 

Projects (3GPP and 3GPP2), which represent the standards of the global wireless 

industry, have begun to develop all-IP versions of their respective 3G wireless 

architectures. In Pahlavan et al. [4], a study is performed to compare five different 

prospective architectures for implementing a vertical handoff between networks based on 

the WLAN standard, IEEE 802.11, and networks based on the 3G cellular data standard, 

General Packet Radio Service (GPRS). The two architectures found to be the most 

efficient, without requiring a master/slave relationship between the different networks, 

were the mobility gateway/proxy-based architecture, which consists of a proxy 

implementation between a GPRS network and a WLAN, and an architecture based on 

Mobile Internet Protocol (Mobile IP). 

In the mid-1990s, Mobile IP was standardized by the Internet Engineering Task 

Force (IETF) to allow mobile nodes to change their point of attachment to the Internet 

while still being able to maintain a connection to the network [5]. Under Mobile IP, a 

mobile node that is currently residing in its home subnetwork is served by a home agent 

that forwards all incoming packets to the mobile node at its home IP address. When the 

mobile node moves away from its home subnetwork to a new location, the node must 

contact a foreign agent at the new subnetwork to obtain a new IP address, called a care-of 

address. A binding update must then be performed to notify the home agent about the 

mobile node’s new care-of address. The home agent then forwards all incoming packets 

to the mobile node using a process referred to as tunneling: the home agent encapsulates 
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the incoming packets for the mobile node and forwards them to the foreign agent, which 

in turn decapsulates them and delivers them to the mobile node. Meanwhile, the mobile 

node can continue to transmit packets directly to the correspondent node. 

For Mobile IP, the binding updates and care of address exchanges that establish the 

mobile node at each new location cause an increased signaling load as well as delays that 

may be detrimental to the service being received at the mobile node. In some cases, these 

delays may not be necessary, since other techniques can be used to resolve packet 

forwarding to the roaming mobile node. One such method is referred to as micromobility. 

2.1.1 Micromobility Protocols 

Micromobility protocols reduce the need to change the foreign agent of the mobile 

node for intradomain mobility. As illustrated in Figure 1, a hierarchy of base stations is 

organized under one foreign agent, so when the mobile node changes base stations within 

the same domain, location information is propagated only through the domain’s local 

routers, transparent to the home agent. Incoming packets arriving at the domain can be 

efficiently and quickly forwarded to the mobile node’s current location without the need 

for another binding update or care-of address. Note, however, that when a mobile node 

moves into a new domain, a traditional Mobile IP handoff is necessary. 

Micromobility protocols discussed in the research literature include Cellular IP[6] 

and HAWAII [7]. In Cellular IP, routing decisions in the local domain are conducted 

using a local gateway and base station that cache the forwarding path of each packet that 

arrives from or goes to the mobile node, while HAWAII uses a crossover router to 

manage handoff between two base stations within the same domain. 
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Figure 1. Mobile IP and micro-mobility. 

2.1.2 Mobile IP Version 6 

Other improvements have been proposed and adopted for Mobile IP under the title 

of Mobile IP version 6 [5]. For example, Mobile IPv6 eliminates triangular routing and 

enables the correspondent node to reroute packets on a direct path to the mobile node. 

This process is referred to as route optimization, which is not always available in Mobile 

IPv4. In addition, Mobile IPv4 also suffers from a lack of security constructs for 

authorization, authentication, and accounting, as well as for source routing. Mobile IPv6 

includes embedded binding updates and care-of address configuration for the execution 
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of location updates and processing the change in the mobile node’s address. The newer 

version also includes authentication header processing to provide validation of mobile 

nodes. Finally, IPv6 has a fourfold increase in IP address space, which may be useful for 

developing new mobile node addressing schemes. 

Regardless of the type of network, issues such as addressing, route optimization, 

and authentication are part of the challenging overall problem of creating an efficient 

handoff mechanism that satisfies the seamless mobility needs of the user population 

while enabling advanced processing and optimization operations at the network. The 

resolution of these problems in a multi-network environment is the goal of vertical 

handoff research, described next. 

2.2 Vertical Handoffs 

Any handoff operation is a three-stage process that includes handoff decision, radio 

link transfer, and channel assignment [1]. Traditionally, handoff decision is performed 

based on a perception of channel quality reflected by the received signal strength and 

other measurements, and the availability of resources in the new cell. The base station 

usually measures the quality of the radio link channels being used by mobile nodes in its 

service area. This is done periodically so that degradations in signal strength below a 

prescribed threshold can be detected and handoff to another radio channel or cell can be 

initiated. Under network-controlled handoff (NCHO) or mobile-assisted handoff 

(MAHO), the network makes the decision for handoff, while under mobile-controlled 

handoff (MCHO), the mobile node takes its own signal strength measurements and 

makes the handoff decision on its own. While performing handoff, the mobile node’s 

connection may be created at the target base station before the old base station connection 

is released. This is referred to as a make before break handoff. On the other hand, the new 
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connection may be set up after the old connection has been torn down, which is referred 

to as a break before make handoff. In either case, the mobile node executes a hard 

handoff, which means that the mobile node can only communicate on a channel with one 

base station at time. In 3G CDMA networks, a mobile node is able to communicate on 

more than one coded channel, which enables it to communicate with more than one base 

station. Thus, CDMA networks allow a soft handoff, where the mobile node can listen to 

a set of candidate base stations at the same time before choosing one for its point of 

attachment. 

The second part of the three-stage handoff is radio link transfer. Radio link transfer 

refers to the responsibility of the network to form new links to the call at its new point of 

attachment. Handoffs to another radio channel within the same cell, referred to as 

intracell handoff, require no new link transfer operations. However, handoff to another 

cell as a result of mobile node movement to a new base station is referred to as intercell 

handoff and requires handoff rerouting operations to link the mobile’s existing 

communication path to the new cell.  

The third handoff stage, channel assignment, consists of the allocation of resources 

to the handoff call at the new point of attachment. Channel assignment for handoff calls 

is also part of the problem of resource management and call admission control for 

wireless networks, and is out of the scope of this dissertation. 

 The traditional handoff process described above is insufficient for the challenges 

of the 4G system for the following reasons: 

• Criteria. The use of the signal strength criterion for traditional handoffs limits the 
ability of the network to initiate a handoff for control reasons (congestion relief, 
change in data traffic, etc.). 
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• User selection. Traditional handoff does not allow user selection of networks, and 
assumes that there is only one choice for access technology. In a heterogeneous 
environment, user choice is a desirable amenity. 

• Context. Whereas traditional handoff link transfer concerns the delivery of packets 
to the new point of attachment, there is now a need for the delivery of the context 
of the information flow between the mobile node and the network as well. Context 
may include security associations, QoS guarantees, authentication headers, and so 
on. 

• Interoperability. Traditional handoff protocols are developed for homogeneous 
systems that rely on a common signaling protocol, routing technique, and mobility 
management standard. In heterogeneous environments, mobile nodes and network 
routers must be able to interoperate with different networks, and with the 
corresponding protocols and standards. 

In the next two sections, we define the open problems for implementing vertical 

handoffs. 

2.2.1 Vertical Handoff Decision  

The decision to perform a handoff is based on the evaluation of handoff metrics, 

which are the measured qualities that give an indication of whether or not a handoff is 

needed. As stated previously, in traditional handoffs only received signal strength and 

channel availability are considered. In the envisioned 4G system, the following new 

metrics have been proposed: 

 Service type. Different types of services require various combinations of 

reliability, latency, and data rate.  

Monetary cost. Cost is always a major consideration to users, as different 

networks may employ different billing strategies that may affect the user’s choice of 

handoff.  

Network conditions. Network-related parameters such as traffic, available 

bandwidth, network latency, and congestion (packet loss) may need to be considered for 

effective network usage. Use of network information in the choice to hand off can also be 
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useful for load balancing across different networks, possibly relieving congestion in 

certain systems. 

System performance. To guarantee the system performance, a variety of 

parameters can be employed in the handoff decision, such as the channel propagation 

characteristics, path loss, interchannel interference, signal-to-noise ratio (SNR), and bit 

error rate (BER). In addition, battery power may be another crucial factor for certain 

users. When the battery level is low, the user may choose to switch to a network with 

lower power requirements, such as an ad hoc Bluetooth network. 

Mobile node conditions. Mobile node conditions include dynamic factors such as 

velocity, moving pattern, moving histories, and location information.  

User preferences. User preferences can be used to cater to special requests for one 

type of system over another.  

The use of new metrics will increase the complexity of the handoff process, making 

the handoff decision more and more ambiguous. Thus the development of a cost function 

to simultaneously evaluate various metrics becomes crucial to the success of a 4G 

handoff decision. The cost function must be based on a general policy to be implemented 

at the network. 

2.2.1.1 Handoff policy 

Whereas handoff decision metrics help to determine where to handoff (i.e., which 

network should be chosen), the handoff policy represents the influence of the network on 

when the handoff occurs. The traditional handoff policy is illustrated in Figure 2. Each 

vertical axis represents the signal strength received at the mobile node from each base 

station, represented as base station (BS) 1 and BS 2. The horizontal axis can represent 

either the time to hand off or the distance traveled from BS 1 to BS 2. The intersection 
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point between the two curves represents an equal received signal strength from the two 

BSs, while the points labeled A, B, C, and D show the traditional handoff policies for 

cellular networks. The threshold technique requires that the received signal strength from 

BS 1 pass below a pre-determined level before handoff can occur. In the figure, the 

corresponding thresholds and handoff points are (T1, A), (T2, B), and (T3, D). A more 

robust technique uses both a threshold value and a consideration of the difference in 

signal strength between BS 1 and BS 2, known as the hysteresis, h. The hysteresis 

technique is used to prevent ping-pong handoffs (i.e., unnecessarily repeated handoffs 

between BSs). A hysteresis handoff point is shown as point C in Figure 2. 

 

 

Figure 2. Traditional handoff policies. 

A similar handoff policy structure to Figure 2 can also be applied to soft handoffs, 

wherein a signal strength above a certain threshold makes a BS a candidate for handoff, 

and a handoff decision is made according to all of the available candidates. An example 

of soft handoff in IS-95 is shown in Figure 3. The handoff to BS 2 is initialized when the 

pilot strength measurement from its pilot exceeds a pre-determined threshold value 
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T_ADD. After a traffic channel is set up with BS 2, the mobile terminal is able to 

communicate with both BSs for a short period of time (from Point A to B), before the 

pilot strength of BS1 falls bellow another pre-determined threshold value T_DROP. Then 

the connection with BS 1 will be torn down. 

The 4G multi-network environment requires new handoff policies that reflect the 

updated 4G criteria but continue to prevent detrimental effects that apply to all handoffs, 

such as ping-pong effects. 

 

 

 

 

 

 

 

Figure 3. Soft handoff policies 

2.2.2 Vertical Handoff Radio Link Transfer Design 

Handoff radio link transfer is the process of rerouting a mobile user’s connection 

path to the user’s new point of attachment. It requires the network to transfer routing 

information about the mobile user to the new (or target) access router for the proper 

forwarding of packets. An example of signal flow for a vertical handoff to a boundary 

cell base station is illustrated in Figure 4 [11]. When the Mobile Terminal (MT) 

approaches the intersystem boundary cells of network 1, MT can hear beacons from 

network 1 boundary cell base station (BBS1 in Figure 4). Once the handoff is initiated, 

the MT sends an intersystem handoff warning (ISHO_warn) message to BBS1, and 

T_ADD

T_DROP 

BS1 Pilot BS2 Pilot 
BS 1 

BS 2

A B 
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BBS1 sends an acknowledgement of the warning message to MT. Next, the ISHO_warn 

is forwarded from BBS1 to a switch in network 1 (SW1 in Figure 4). SW1 replies to 

BBS1 with an acknowledgement, and sends an intersystem handoff reroute 

(ISHO_reroute) message to SW2, the switch for the adjacent network 2 boundary cells, 

to trigger operations such as authentication and location management.  In the meantime, 

the MT continues to handoff to BBS1 using the standard network 1 procedures. Once the 

handoff is complete, BBS1 sends a transceiver start (TXRCVR_start) message to activate 

a second transceiver pair at the MT using the network 2 radio characteristics. After the 

corresponding format transformation, the MT is ready to handoff to network 2 when 

necessary.  When the vertical handoff is initiated, MT sends a vertical handoff request to 

BBS1. BBS1 then sends RECINFIG message to trigger the MT to switch to network 2 

operations.   

As described previously, 4G networks are assumed to operate in an environment of 

multiple standards and networks. Thus, it is expected that 4G handoff link transfer will 

require additional context (i.e., user- and network-specific information) to enable the 

mobile node to move through different networks, while maintaining multiple data flows, 

and to choose among a variety of options for billing and service permissions, depending 

on the characteristics of the transmitted data and the current network. Research problems 

for the transfer of a mobile node’s context to a target network include the following: 

Formatting and interoperability. Handoff signaling messages must be specified 

and formatted so as to be interpretable by the target network. 

Performance. The desired goal of transferring the context of a mobile node to the 

new network is to minimize the delay in re-establishing the mobile node’s traffic flows. 
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However, if the context transfer delay were so large as to have the same effect of the 

complete re-establishment, or large enough to increase the overall handoff call dropping 

rate, the advantages of context transfer have been removed. 

 

Figure 4. Signal flow for handoff into a boundary cell 

Quality of service (re)negotiation. For a mobile node being handed off (or 

handing off) to a new network, there may be a change in service quality for better or 

worse, depending on such factors as bandwidth availability, congestion, and interference.  

As discussed earlier for handoff decision techniques, there may be a selection 

process at the network or mobile node to give certain flows a priority status, or to 
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appropriately adjust the authorization and billing constraints. A mechanism is needed to 

allow for internetwork and/or inter-service-provider agreements to support fast 

intersystem roaming that avoids an unreasonable amount of internetwork signaling 

exchanges to validate or institute the adjustment in services. 

2.2.2.1 Context transfer 

A context transfer protocol is designed to allow access routers to exchange state 

information regarding a mobile node’s packet treatment [10]. State information affects 

packet handling at each access router, and includes, as examples, protocols for managing 

QoS guarantees, header compression, and authentication, authorization, and accounting 

(AAA). In the absence of context transfer, there may be large delays because of the 

network signaling required to re-establish QoS flows, re-authenticate the mobile user at 

the new router, and set the header compression algorithms. Large handoff delays can lead 

to reduced QoS, disruption of TCP operation, and dropped handoff calls. Furthermore, a 

context transfer between access routers reduces the need for control signaling over the 

unreliable and bandwidth-limited wireless channel. 

2.2.2.2 Related work on context transfer 

The context transfer protocol being developed by the IETF is illustrated in Figure 

5. As the mobile node moves from its previous access router to the new access router, the 

corresponding information about each of the mobile node’s microflows is forwarded 

between the access routers. Each microflow is categorized into feature contexts, which 

allow the network to indicate and provide the particular context information needed per 

microflow. For example, a particular mobile user may be downloading streaming video 

while conducting a voice transmission. The context required to continue the voice call 

may be authentication information only, while the context needed for the video service 
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may be QoS and header compression, in addition to authentication. The initiation of the 

context transfer can be triggered by several events, such as a handoff due to a change in 

mobile node location, a request by the mobile node to change services, or by a network 

need to relieve congestion at a certain router. The mechanisms and others are discussed 

as part of the handoff decision algorithms earlier. We discuss here the message sequences 

required to initiate the context transfer. 

 

Figure 5. Context transfer protocol operation. 

The message sequences are illustrated in Figure 6. They are separated into two 

categories: proactive and reactive. For the proactive case, the context may be transferred 

to the new access router before the mobile node attaches, so the context is immediately 

available before or during handoff. In the reactive case, the new access router explicitly 

requests the mobile node’s context information, either as part of the handoff signaling or 
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after the handoff is completed. The Context Transfer Start Request message is sent from 

the MN to an access router to begin a context transfer. The message data consists of the 

mobile node’s previous care-of address, the previous access router’s IP address, an 

authorization token for the mobile node, and a list of the requested context types. It may 

also include the mobile node’s new IP address and the new access router’s IP address, if 

known. The Context Transfer Request message is sent from the new access router to the 

previous access router, and provides the IP addresses of the MN and the new access 

router, the list of feature contexts to be transferred, and a token authorizing the transfer. 

The token is required to authenticate the mobile node requesting the transfer. Finally, the 

Context Transfer Data message is the response from the previous access router, 

containing the relevant context data. In addition to the data, it includes an authorization 

token that is computed over the binary context data, and provides the mobile node’s 

previous care-of address and new care-of address (if known). 

The contents of the messages, as well as the messages themselves, are still a subject 

of research within the SEAMOBY working group, but are provided here to give some 

indication of the operations required for context transfer. Other open research problems 

include the investigation of transport layer congestion control vs. overload risks from 

context transfer signaling, and the problem of interdomain signaling, which requires 

additional efforts to establish security relationships from the previous to the new access 

router.  
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Figure 6. Message sequences for proactive and reactive context transfer initiation. 

2.3 Related Work 

Related work on vertical handoff has been presented in recent research literature. 

Several papers have addressed designing a higher layer architecture for hybrid networks, 

however, handoff decision was not discussed. In Wu et al. [41] application-layer-based 

Session Initiation Protocol (SIP) was considered but was found considerable delay that 

might be unacceptable for real-time multimedia service due to transmission of SIP 

signaling messages over erroneous and width-limited wireless links. [42] proposed a 

hierarchical mobility management architecture coupled to use multicast packets as the 

packet forwarding mechanism to handle the frequent handoffs.  P-handoff protocol [43] 

complemented classical vertical handoff, redirecting traffic to the best ad-hoc link, such 

as BlueTooth and 802.11b, on a peer by peer basis. P-Handoff uses link layer events and 

doesn’t require an infrastructure. However, these papers focused on architecture design 

and did not address the handoff decision point or the vertical handoff performance issues. 
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Other work considered optimizations after the vertical handoff decision has been made 

with respect to delay, TCP timeout, throughput, etc. In Bernaschi et al. [44], 

measurement showed that the use of multiple interfaces with layer 2 triggering can 

effectively reduce the handoff latency in MIP.  TCP performance during vertical handoff 

in hybrid mobile date networks was analyzed in Huang et al. [46] and Kim et al. [47]. In 

Huang et al. [46], three solutions were proposed to solve TCP timeout problem during 

soft vertical handoff. In Kim et al. [47], after a vertical handoff, the sender was suggested 

to re-adjust its window size based on the capacity of the new network to improve 

throughput. The buffer sizes to achieve lossless vertical handoffs was discussed in 

Salamah et al. [48]. However, the vertical handoff decision did not consider multiple 

networks supporting multiple interfaces.   

The related papers that explored vertical handoff decision mainly focus on 

traditional issues, such as received signal strength (RSS) between the base station and the 

mobile node, and data rate, which is a very limit view on QoS. The following research 

explored vertical handoff based on RSS. In Zhang et al. [45], a connection manager was 

introduced to intelligently detect the conditions of different types of networks and the 

availability of multiple networks. Fast Fourier Transform (FFT)-based signal decay 

detection scheme was used to reduce the ping-pong effect, and an adaptive threshold 

configuration approach was proposed to prolong the time the user stays in WLAN. 

However, RSS was the only factor that was considered for vertical handoffs. A vertical 

handoff algorithm was proposed, where RSS, different data rates provided by different 

systems, and packet loss due to handoff delay were taken into account, and the handoff 

was controlled by dwell timer [49, 50]. However, only single service was considered. A 



21 

 

vertical handoff system, called OmniCon, was proposed for seamless handoff between 

GPRS and WLAN, where handoffs were triggered based on computed background noise 

and signal strength [51]. Handoff decision algorithm, WISE was proposed in Nam et al. 

[52] to maximize energy-efficiency without sacrifice of overall network degradation. In 

Jung et al. [53], the signaling of QoS-based handoff method between UMTS and WLAN 

was proposed, where the handoff policy prefers WLAN than UMTS. However, the 

definition of QoS was not defined in the paper. Other papers focused on mobility level 

and user position in the network. Mobility level was proposed as a proper metric for 

multi-tier handoffs in Holtzman et al. [31]. Multi-network architectural issues were 

explored, and an advanced neural-network-based vertical handoff algorithm was 

developed to satisfy user bandwidth requirements [4]. A vertical handoff algorithm based 

on pattern recognition was presented in Mehbodniya et. al [54].  

Several paper shave created utility functions to better evaluate the choice for 

vertical handoff. A vertical handoff decision function was proposed, which was a 

measurement of network quality based on handoff metrics in Hasswa et al. [55]. The 

network with highest network quality value was the handoff target. However, no 

performance analysis was provided. An active application oriented handoff decision 

algorithm was proposed for multi-interface mobile terminals to reduce the power 

consumption caused by unnecessary handoffs and other unnecessary interface activation 

in Chen et al. [56]. A handoff target network was decided by QoS level provided to active 

application by a network. However, the situation where multiple active applications exist 

was not considered. In et al. [57], two adaptive handoff decision methods were proposed 

to adaptively adjust the stability period based on utility function to avoid unnecessary 
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handoffs and reduce decision time.  A policy-enabled handoff decision algorithm was 

proposed along with a cost function that considers several handoff metrics [9]. However, 

multi-service handoff was not fully discussed. A cost function based vertical handoff 

decision algorithm was proposed for multi-service handoff. Preliminary results 

demonstrated significant gain in throughput in Zhu et al. [10].  
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CHAPTER 3 
POLICY-BASED VERTICAL HANDOFF NETWORK ARCHITECTURE  

The coordination of the many different types of wireless networks has become a 

significant challenge for third generation (3G) and fourth generation (4G) wireless 

networks [1, 4, 8]. The interworking between 3G cellular and data services, such as 

General Packet Radio Service (GPRS), and wireless local area networks (WLANs), such 

as IEEE 802.11 and HiPerLAN, has been considered a suitable evolution toward next 

generation networks[32, 35]. The deployment of high speed WLANs in hotpot areas can 

well supplement 3G networks, which provide relatively large coverage but relatively low 

data rates.  

To make an adaptive and intelligent vertical handoff decision, factors such as 

received signal strength (RSS), monetary cost, network conditions, mobile node 

conditions, user preferences, etc., must be considered, as well as the capabilities of the 

various networks in the vicinity of the user. Therefore, a framework that translates 

handoff policies into network configuration is needed to implement vertical handoff 

protocols that produce a satisfactory result for both the user and the network. 

Related work on the integration of heterogeneous networks and performing 

seamless vertical handoff has been presented in recent research literature. Several papers 

have addressed higher layer architecture and integration requirements for 3G/WLAN [34, 

35, 36, 38, 40, 41]. A framework for providing policy-based control over admission 

control decision is introduced by IETF [27]. However, the focus of this work is on 

RSVP-based admission control, the extension to mobility issues are not considered. In 
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Yang et al. [37], a service level agreement based framework is presented for a 

service provider to perform resource management in heterogeneous wireless networks. 

However, the function of handoff Gateway Resource Agent is not elaborated.  

In this chapter, we propose a policy-based architecture for vertical handoffs. The 

framework translates handoff policies into network a configuration in order to produce a 

satisfactory result for both mobile users and the network. Contributions include: (1) 

Various vertical handoff metrics can be obtained and evaluated to make an intelligent and 

adaptive handoff decision. (2) The additional handoff signaling latency is analyzed to 

determine the impact of vertical mobility on handoff failure rate. Section I introduces the 

UMTS and WLAN interworking architecture, and Section II introduces a novel concept 

of policy-based handoffs in network-controlled and mobile controlled scenarios that can 

be applied to any integrated network. It includes a case study for UMTS and WLAN 

integration. A performance analysis of the signaling impact is provided in Section III, 

followed by the numerical results in Section IV. 

3.1 UMTS/WLAN Integration 

UMTS is the successor to Global System for Mobile Communications (GSM). It 

addresses the growing demand of mobile and Internet applications for new capacity in 

wireless communications. The network increases transmission speed to 2Mbps per 

mobile user and establishes a global roaming standard. On the other hand, WLANs are 

mainly designed for the local area, supporting much higher data rates to users with low 

mobility. To take the advantage of both the UMTS network’s always-on wide 

connectivity and the WLAN’s higher data service, the following approaches have been 

proposed for the integration of WLANs and 3GPP networks [32, 33, 34].  
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The European Telecommunications Standards Institute (ETSI) specifies two 

generic approaches for interworking: loose coupling and tight coupling [32]. The 

interconnection of UMTS and WLAN is shown in Figure 7. 

 

Figure 7. UMTS and WLAN integration (ETSI)    

In tight coupling approach, the WLAN is connected to the UMTS core network via 

the Serving GPRS Support Node (SGSN) in the same manner as any other radio access 

network (RAN), such as GPRS RAN and UMTS terrestrial RAN (UTRAN). The WLAN 

Internet 

GGSN 

SGSN 

RNC WLAN Gateway 

HSS

3GAAA 
server

Tight coupling 

Loose coupling 

Node B
AP AP AP 

MT 

HLR 

GGSN: Gateway GPRS service node 
SGSN: Serving GPRS support node 
RNC: Radio network controller 
HSS: Home subscriber server 
HLR: Home Location register 



26 

 

gateway implements all the UMTS protocols required in UMTS terrestrial radio access 

network (UTRAN). Thus, the WLAN data traffic goes through the UMTS core network 

before reaching the external data network. As a result, the mechanisms for mobility, QoS 

provisioning and Authentication /Authorization/Accounting (AAA) in the UMTS core 

network can be reused directly over the WLAN.  

On the other hand, with loose coupling the WLAN bypasses the UMTS core 

network, and directly connects to Internet, as shown in Figure 7. In this case, UMTS and 

WLAN use different mechanisms to handle authentication, mobility and billing. The 

WLAN is able to access the subscriber databases in the UMTS network for security, 

billing, etc, but has no data traffic interface to UMTS core network. 

3.2 Vertical Handoff Policy Architecture 

3.2.1 The Internet Engineering Task Force (IETF) Guidelines 

Vertical handoff performed on a policy-based networking architecture requires the 

coordination of a wide variety of network devices within a single administrative domain 

to implement a set of quality of service (QoS) based services [27]. Figure 8 shows two 

possible conceptual architectures of   policy-based solutions that have been proposed by 

the IETF. 

The two main architectural elements for policy control are the policy enforcement 

point (PEP) and the policy decision point (PDP). These two elements may be located in 

the same network node (as shown in Figure 8 (a)) or in different nodes (as shown in 

Figure 8 (b)). The latter is especially convenient to apply local policies. 

PEP is a component that runs on the policy-aware network node and is the point at 

which the policies are enforced. Policy decisions are made primarily at the PDP, based on 

the policies extracted from the policy database. The PDP as specified by the IETF may 
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make use of additional mechanisms and protocols to achieve additional functionality such 

as user authentication, accounting, policy information storage, etc. 

 

Figure 8. Two possible policy-based network architectures 

In the case of vertical handoff, the policy database holds information regarding the 

metrics to be considered for a vertical handoff, where handoff metrics are the measured 

qualities that give an indication of whether or not a handoff is needed. As stated 

previously, in traditional handoffs, only RSS and channel availability are considered. In 

the envisioned 4G system, the following new metrics have been suggested: 

• Service Type. Different types of services require various combinations of reliability, 
latency and data rate. 

• Monetary Cost. A major consideration to users, as different networks may employ 
different billing strategies that may affect the user’s choice to handoff. 

• Network Conditions. Network-related parameters, such as traffic, available 
bandwidth, network latency, and congestion (packet loss) may need to be 
considered for effective network usage. Use of network information in the choice to 
handoff can also be useful for load balancing across different networks, possibly 
relieving congestion in certain systems. 
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• System Performance. To guarantee the system performance, a variety of parameters 
can be employed in the handoff decision, such as the channel propagation 
characteristics, path loss, inter-channel interference, signal-to-noise ratio (SNR), 
and the bit error rate (BER). In addition, battery power may be another crucial 
factor for certain users. For example, when the battery level is low, the user may 
choose to switch to a network with lower power requirements, such as an ad hoc 
Bluetooth network. 

• Mobile Terminal Conditions. MT condition includes dynamic factors such as 
velocity, moving pattern, moving histories and location information. 

• User Preferences. User preference can be added to cater to special requests for 
users that favor one type of system over another. 

The use of new vertical handoff metrics and the policy-based networking 

architecture increases the complexity of the handoff process and makes the handoff 

decision more and more ambiguous. However, the use of an optimized cost function can 

simplify the handoff process and speed up the handoff decision. Then, intelligent 

techniques can be developed to evaluate the effectiveness of new decision algorithms, 

balanced against user satisfaction and network efficiency. In the next chapter, a new 

vertical handoff cost function is introduced, that takes into account a wide variety of 

handoff metrics, and a novel vertical handoff policy is described for achieving a network 

optimized quality of service. 

3.2.2 Proposed Vertical Handoff Interworking Scenariors 

To demonstrate the operation of the policy-based architectures, the following two 

scenarios are explored: (1) Network-Controlled Handoff (NCHO)/Mobile-Assisted 

Handoff (MAHO), where the network generates a new connection, finding new resources 

for the handoff and performing any additional routing operation, and (2)  Mobile-

Controlled Handoff (MCHO), where the mobile terminal must take its own 

measurements and make the handoff decision. 
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3.2.2.1 NCHO/MAHO 

As shown in Figure 9, the handoff decision procedure begins with the PEP. Upon 

receiving a handoff trigger, the PEP formulates a request for a policy decision and sends 

it to the PDP.  The request for policy control from the PEP to the PDP may contain one or 

more policy elements extracted from the MT that are necessary for handoff decision. The 

PDP then extracts other necessary information, e.g., the user’s subscriber profile and 

network conditions, from the database located in local or home network, makes the 

handoff decision, and returns the decision message to the PEP.  (The handoff decision is 

made using utility function based algorithms as proposed in Zhu et al. [10].) The PEP 

then informs the MT about the handoff decision, and enforces the policy decision by 

handing off to the target network. 

 

Figure 9. NCHO or MAHO handoff decision procedure 

In NCHO/MAHO, the network makes the decision for handoff. Thus we propose 

that the PDP point is represented by the base station (BS) or access point (AP).  
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With tight coupling, WLAN traffic and UMTS traffic merged into the UMTS core 

network via the SGSN. A NCHO or MAHO with PDP located in SGSN can conveniently 

provide seamless vertical handoff. The signaling diagram for UMTS/WLAN tight 

coupling is shown in Figure 10. 

 

Figure 10. Signaling during vertical handoff 

When the MT enters cell boundary, it may actively send SGSN (via RNC/WLAN 

AN) its updated handoff related personal information (as in Message 4. INQ-RPL) such 

as battery life and changed user preferences, or passively respond when SGSN detects its 

location and inquires these information (in Message 1.’ INQ). To reduce handoff latency, 

registration and authentication information may also be encapsulated for pre-registration 

and pre-authentication. In anycase, when a handoff trigger is received, the PEP forms a 

REQ message (Message 1) to request a handoff decision from the PDP. PDP may extract 

authentication information and subscriber profile retrieval from 3GPP AAA server (in 

Messages 2 and 3), if they are not yet available in local database. The inquired 
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information is provided in Messages 5 and 6. In Message 7, SGSN makes the handoff 

decision and returns it to the MT. 

In Zhu et al. [10], we described a list of possible new metrics for vertical handoff 

which include service type, monetary cost, network conditions, system performance, MT 

conditions, user preferences, etc. To reduce signaling overhead, each measured metric is 

quantized into 7 levels, from 1 to 7. Zero is used when no value is currently available for 

a certain metric. For example, 7 indicates that the mobile device’s measured channel 

quality is perfect, while 1 indicates a very noisy channel.  In this way, 3 bits are enough 

to represent each metric that is sent to PDP. For those non-measured metrics, such as user 

preference, number 1 to 7 is translated as a user’s preferred network at PDP. For 

example, 1 represents UMTS, 2 to 7 represent different types of WLANs. An example of 

the message format of INQ-RPL message MT sent to PEP is shown in Figure 11. 

128 
bits 

3 bits 3 bits 3 bits 3 bits 16 bits 

MT 
ID 

Request 
band-
width 

Battery 
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Measured 
channel 
quality 

User 
preference

Reserved 
for other 
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Figure 11. HO trigger message format 

REQ and INQ Messages are short control messages. The INQ-RPL message 

includes the inquired metric values from the network side. Their format is similar to the 

one shown in Figure 11.  

With loose coupling, there is no convenient network node, such as SGSN, that is a 

convergence of both WLAN and UMTS traffic. Thus, we only recommend MCHO, 

which will be discussed in the next section.   
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3.2.2.2 MCHO 

 

Figure 12. MCHO handoff decision procedure 

In MCHO, the MT finds the new resources and the network approves. Thus, we 

proposed that the PDP is located at the MT. As shown in Figure 12, when the MT detects 
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handoff will take place once the network approves. The corresponding signaling diagram 

is shown in Figure 13. 

MCHO is a more practical solution for loose coupling, since, unlike tight coupling, 

there is no convenient network node, such as SGSN, that is a convergence of both 

WLAN and UMTS traffic. 

 

Figure 13. Signaling during vertical handoff 
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sends inquiries (INQ) to RNC/WLAN AN respectively. We assume that the WLAN can 

use the subscriber databases in the UMTS network for security and billing purposes. 
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network management mechanism. After collecting all necessary information (Message 5 

to 7), the PDP is able to make the handoff decision and inform network devices. 
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MCHO can also be implemented for tight coupling. The signaling diagram will be 

exactly the same as in Figure 13, except that SGSN in this case will be responsible for 

collecting handoff metrics for both UMTS and WLAN. 

3.3 Performance Analysis 

3.3.1 Policy-Based Handoff Overhead 

Since each metric introduces 3 bit overhead, the total overhead introduced for 

metric inquiry is 3N, where N is the number of metrics considered. In fact, since some 

handoff metrics are available at PDP, e.g., network parameters are available at SGSN in a 

NCHO or MAHO, most user information are available at MT in a MCHO, signaling 

overhead is less than 3N.  The upper limit of radio link overhead for NCHO/MAHO 

(tight coupling for UMTS/WLAN) and MCHO (loose coupling for UMTS/WLAN) are 

calculated as 

DECINQNCHO OONO ++< 3                                          (1) 

DECINQMCHO OONO ++< 3                                         (2) 

where OINQ and ODEC are overhead by INQ and DEC messages. As we can see, the total 

overhead depends on the number of metrics. If a handoff decision replies more on 

information from MT side, then a MCHO requires least radio link overhead, otherwise, a 

NCHO or MAHO is a better choice.  

3.3.2 Policy-Based Handoff Decision Latency 

 The handoff latency is total aggregate handoff decision signaling delay of each 

message and handoff time:  

HO

m

i
iHO TT ∆+= ∑

=1
                                                     (3) 
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where Ti is the signaling delay for message I, HO∆  is the handoff time. Ti consists of 

transmit time, α, propagation time, β, and processing time, γ, for message i.    

iiiiT γβα ++=                                                        (4) 

The handoff latency for tight coupling is calculated as  

HOPDtightHO TTTTTTTTTT ∆++++++++=− 74'165321 )}(),max{(          (5) 

where ),max( ba represents the bigger value between a and b, and TPD is the time that PDP 

needs to make a handoff decision. Similarly, the handoff latency for loose coupling is 

calculated as  

HOPD
i

ilooseHO TTT ∆++= ∑
=

−

9

1
                                       (6) 

Comparing (5) and (6), we can see that tight coupling introduces less handoff 

delay.  

3.3.3 Probability of Policy-Based Vertical Handoff Failure 

We now calculate the probability that the policy-based vertical handoff will fail due 

to the MT leaving the cell before the handoff decision signaling completes. Let T be a 

random variable that takes on values of the time to the next consecutive handoff after the 

MT’s arrival into the a cell, i.e., the time that the MT resides in the cell. Then the 

probability that the MT leaves the cell before the handoff delay, THO, is 

][Pr HOTTobP <=                                           (7) 

If we assume that T is exponentially distributed, then  

HOT
HO eTTob λ−−=< 1][Pr                                                      (8) 
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To restrict the probability to certain threshold, Pf, then THos should satisfy:   

f
T Pe HO <− −λ1                                                                   (9) 

where λ is the arrival rate of MT’s into the cell. 

We assume an MT’s direction is uniformly distributed within [0, 2π). Then the 

arrival rate λ is: 

S
vL
π

λ =                                                                           (10) 

where v is the expected velocity of the MT, L is the length of the perimeter of the cell, 

and S is the cell area [39].  

For cells in hexagonal shape,  

)3/sin(
2
ππ

λ
l

v
= ,                                                                  (11) 

where l is length of each side of the hexagon.   

Substituting (11) into (9), the velocity of the MT is limited to: 

HO

f

T
Pl

v
2

)1ln()3/sin( −
<

ππ
                                                       (12) 

3.4 Numerical Results 

We analyze the impact of the policy-based vertical handoff latency on system 

performance using the parameters shown in Table I. Figure 14 demonstrates the handoff 

failure, Pf, comparison with the MT’s increasing velocities, where handoff time is 

assumed to be 50ms and 100 ms respectively. As we can see, the handoff failure 

increases with the increasing velocity of MTs. Since NCHO takes less time for handoff 

signaling, the handoff failure increases more slowly than MCHO. 
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Table 1. Parameters 
Parameters Values 

Radio link bandwidth UMTS(up to 2Mbps) 
802.11b (1, 2, 5.5, 11 Mbps) 

AAA server processing time 10ms 
TPD 10ms 
other processing time 2ms 
Propagation time between 
SGSN and AAA server 

0.5ms 

Propagation time between AAA 
server and HLR/HSS 

0.1 ms 

INQ message 5 bytes 
DEC message 5 bytes 
INQ-RPL message 20 bytes 
Handoff time (∆HO) 50ms or 100ms 
l 300m 
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Figure 14. Handoff failure comparison (∆HO=50ms, 100ms) 

Thus, with the same handoff failure limit, NCHO can support MTs with higher 

mobility. Comparing the handoff failure curves with different handoff time, we can see 
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that handoff time has a greater impact on system performance. In other words, the 

additional signaling delay introduced by policy-based handoff is not a major problem. In 

any case, the policy-based handoff architecture can support mobile users of a large range 

of mobility with very low handoff dropping probability. 

Figure 15 shows the impact of handoff decision time on handoff failure rate for 

mobile users of high and low velocities respectively. It can be observed that the handoff 

failure increases with the increase of policy-based handoff decision time, and it is more 

dramatic for users with higher mobility. As long as the PDP has reasonably fast 

computation capacity, low handoff failure rates can be achieved. 
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Figure 15. Handoff failure comparison 
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A significant challenge for coordination the different types of network in the next 

generation wireless networks is vertical handoff. In this paper, we propose a policy-based 

framework that translates handoff policies into network configuration is proposed to 

implement vertical handoff protocols in order to produce a satisfactory result for both the 

user and the network. Various handoff metrics are able to be incorporated for an 

intelligent and adaptive handoff decision. A case study of UMTS/WLAN interworking is 

provided using the policy-based vertical handoff architecture. Performance analysis 

demonstrates that the additional handoff signaling latency is low enough to support users 

of various mobility with low handoff failure rate. 
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CHAPTER 4 
MULTI-SERVICE VERTICAL HANDOFF DECISION ALGORITHM (MUSE-VDA) 

Future wireless networks must be able to coordinate services within a diverse 

network environment. For example, a widely-deployed 3G cellular and data service, such 

as GPRS, may be supplemented by the local deployment of high bandwidth wireless local 

area networks (WLANs), such as IEEE 802.11 and HiPerLAN. Furthermore, as shown in 

Figure 16, existing networks, such as satellite, cellular, and WLAN, will need to integrate 

with emerging networks and technologies, such as wireless mesh networks and Wi-Max 

to allow a user to transparently and seamlessly roam between systems. 

 

Figure 16. Diverse 3G and 4G wireless networks 
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Seamless roaming involves handoff, which is the process of maintaining a mobile 

user’s active connections as it moves within a wireless network [1]. Vertical handoff, or 

inter-system handoff, involves handoff between different types of networks [4, 18, 19, 

21]. Traditionally, handoff research has been based on an evaluation of the received 

signal strength (RSS) at the mobile node. However, traditional RSS comparisons are not 

sufficient to make a vertical handoff decision, as they do not take into account the various 

attachment options for the mobile user. Other factors, such as, monetary cost, network 

conditions, mobile node conditions, user preferences, etc., must be considered, as well as 

the capabilities of the various networks in the vicinity of the user. Thus, a more complex, 

adaptive and intelligent approach is needed to implement vertical handoff protocols to 

produce a satisfactory result for both the user and the network. 

Related work on vertical handoff has been presented in recent research literature. 

Several papers have addressed designing an architecture for hybrid networks, such as the 

application-layer Session Initiation Protocol (SIP) [41], the hierarchical mobility 

management architecture proposed in Badis [42], and  the P-handoff protocol [43], which 

complemented classical vertical handoff by redirecting traffic to the best ad-hoc link, 

such as BlueTooth and 802.11b, on a peer by peer basis. However, these papers focused 

on architecture design and did not address the handoff decision point or the vertical 

handoff performance issues. Other work considered optimizations after the vertical 

handoff decision has been made, measuring performance with respect to handoff latency 

[44], TCP timeout and throughput [46, 47], and packet loss [48]. However, the vertical 

handoff decision did not consider multiple networks supporting multiple services for each 

user.   
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The related papers that explored vertical handoff decision mainly focus on 

traditional issues, such as RSS and data rate. In Zhang et al. [45], a Fast Fourier 

Transform (FFT)-based signal decay detection scheme was used to reduce the ping-pong 

handoff effect, and an adaptive threshold configuration approach was proposed to 

prolong the time a user stays in WLAN. In Ylianttila et al. [48, 50], a vertical handoff 

algorithm was proposed that took into account RSS, data rate, and packet loss due to 

handoff delay for a single service per user. A vertical handoff system based on computed 

background noise and signal strength was proposed in Sharma et al. [51]. The WISE 

handoff decision algorithm was proposed to maximize energy-efficiency without 

sacrifice of overall network degradation in Nam et al. [52]. A QoS-based handoff method 

between UMTS and WLAN was proposed in Jung et al.[53], but the definition of QoS 

was not defined in the paper. Finally, several papers have focused on mobility level and 

user position in the network. Mobility level was proposed as a proper metric for multi-tier 

handoffs in Holtzman et al. [31]. Multi-network architectural issues were explored, and 

an advanced neural-network-based vertical handoff algorithm was developed to satisfy 

user bandwidth requirements in Pahlavan et al. [4]. A vertical handoff algorithm based on 

pattern recognition was presented in Mehbodniya et al. [54]. Although the above-

mentioned research addresses handoff decision, most address 3G/WLAN issues, and do 

not provide a way to incorporate a general, user-defined idea of quality of service, on 

which to base vertical handoff decisions. 

Several papers have created utility functions to better evaluate the choice for 

vertical handoff. The vertical handoff decision function was a measurement of network 

quality in Hasswa et al. [55]. However, no performance analysis was provided. An active 
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application-oriented handoff decision algorithm was proposed in Chen et al. [56] for 

multi-interface mobile terminals to reduce the power consumption caused by unnecessary 

handoffs and other unnecessary interface activation, and in Wang et al. [9], a policy-

enabled handoff decision algorithm was proposed along with a cost function that 

considers several handoff metrics. However, multi-service handoff was not fully 

discussed. However, the multiple active services case was not considered. Chen et al. 

[57] adaptively adjusted the handoff stability period based on a utility function to avoid 

unnecessary handoffs and reduce decision time.  Finally, the authors have presented a 

tutorial on vertical handoffs in McNair et al. [21], and in Zhu et al. [10], introduce a cost 

function-based vertical handoff decision algorithm for multi-services handoff. 

Preliminary results demonstrated significant gain in throughput. This paper extends the 

work in Zhu et al. [10] to examine the system performance with respect to blocking 

probability and user satisfactions, i.e., the ability of the network to satisfy all of the users’ 

simultaneous requests. 

In this chapter, we propose several optimizations to the handoff decision process 

and make the following contributions: (1) the development of a handoff cost function that 

accounts for the dynamic values that are inherent to a vertical handoff, (2) the 

incorporation of a network elimination process in the vertical handoff metric, to 

potentially reduce delay and processing power in the handoff calculation, and (3) a 

constraint optimization analysis for the proposed handoff cost function for different types 

of user services spread among multiple networks. In Section I a novel cost function is 

introduced to judge target networks based on a variety of user- and network-valued 

metrics. Section II provides a performance analysis. In Section III, numerical results 
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demonstrate significant gains in quality of service and a more efficient use of resources 

can be achieved from the proposed optimizations.  

4.1 MUSE-VDA Algorithm and Cost Function  

The MUSE-VDA vertical handoff cost function measures the benefit obtained by 

handing off to a particular network. It is evaluated for each network n that covers the 

service area of a user. The network choice that results in the lowest calculated value of 

the cost function is the network that provides the most benefit, where the benefit is 

defined by the given handoff policy. 

The cost function evaluated for network n includes the cost of receiving each of the 

user’s requested services from network n , and is calculated as 

    ∑=
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n
s

n CC ,                                                       (13) 

where s  is the index representing the user-requested services, and n
sC  is the per-service 

cost function for network n . n
sC  represents the QoS experienced by choosing to receive 

service s  from network n , and is calculated:  
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where the n
jsQ ,  is the normalized QoS provided by network n  for parameter j  for service 

s , and n
jsW , is the weight indicating the impact of the QoS parameter on the user or the 

network. 

n
sC  includes both a normalized value for the QoS parameter and a weight for the 

impact of the parameter on either the user or the network. For an example from the user’s 

perspective, suppose a mobile terminal requests a service with a specified minimum 
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delay and minimum power consumption requirement. If the mobile terminal has a low 

battery life, the power consumption takes on greater importance than meeting the delay 

constraints. For an example of a network-based QoS request and the corresponding 

impact, the availability of the services requested by the user in the target network impacts 

the network congestion in the target network. Using the impact factor, the network may 

direct users toward a less desirable, but less congested network.  

The handoff decision problem thus equals to the following constraint optimization 

problem: 
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where n
isE ,  is the network elimination factor, indicating whether the constraint i for 

service s can be met by network n . It equals to one if constraint i can be satisfied, and 

equals to zero if constraint i  can not be satisfied. It is introduced to reflect the inability of 

a network to guarantee the requested QoS constraints for a particular service s , and can 

be implemented as a check-list at PDP. For example, an available network may not be 

able to guarantee the minimum requested delay for a real time service, and should be 

immediately removed from consideration as a handoff target for the requested service.  

The application of the vertical handoff cost function is flexible to allow for 

different vertical handoff policies. To demonstrate the performance of the new cost 

function, two different policy scenarios are explored.  

It is assumed that a single user may conduct multiple communication sessions. In 

the first vertical handoff policy, the vertical handoff decision is optimized for all sessions 

collectively, i.e., all of the user’s active sessions are handed off to the same target 
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network at the same time. The cost function, nC , Equation (13), is determined for all 

sessions going to a single network. The optimal target network for handoff is determined 

by solving Equation (15). 

The second vertical handoff policy prioritizes each service and then optimizes the 

vertical handoff decision individually for each session, i.e., each of the user’s active 

sessions may be independently handed off to a different target network. In this scenario, 

the mobile terminal maintains a list of its current active sessions, arranged in priority 

order. Then, the cost function, n
sC , Equation (14), is evaluated for the highest priority 

service. The optimal target network is chosen by minimizing the per-service cost: 
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 Then, the next highest priority service is selected, the corresponding cost function 

is evaluated, and the target network determined. The process continues to the last active 

session. If the constraints for one session cannot be met, then the user loses the individual 

session only. The process for the second scenario is outlined in Figure 17. 

In the next section, the performance of the proposed cost function optimization is 

demonstrated for a typical 3G multi-network environment.  

4.2 Performance Analysis  

For effective comparison with other techniques, the performance analysis considers 

the case of 3G/WLAN handoff scenario, where signal strength, channel availability, and 

bandwidth are the specified constraints. However, note that any of the vertical handoff 

metrics listed in Section 2 can just as easily be substituted in the evaluation. The top view 

of a typical 3G multi-network environment is shown in Figure 18, which shows three 
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networks of different data rates co-existing in the same wireless service area. For 

example, Network1 (centered at A) and Network 2 (centered at B) may each represent 

WLANs [25], while Network 3 (centered at C) may be a GPRS network [26, 28]. The 

shaded circles on the left and right represent the area where RSS from Network 1 or 2 is 

stronger than that from Network 3. To highlight the effects of the vertical handoff 

procedure among the three networks, only the users within the boundary cell area, i.e., 

the dashed square in Figure 18, are considered. 

 

Figure 17. Scenario 2—Prioritized user sessions 
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A user with active sessions that enters the overlay of all three networks must decide 

when and where to execute a vertical handoff request. If the request is accepted, the 

appropriate amount of bandwidth is assigned by the serving network. If the request is 

denied at one network, the request can be re-assigned to another network, if resources are 

available. If the second (or third) network is not available, the request is blocked from the 

system. 

 

Figure 18. Cell overlay network 

4.2.1 Blocking Probability 

Each of the three networks in Figure 18 is modeled as an M/M/1/Nn queue system 

[30], where Nn is the number of available channels in Network n. Nn is calculated: 
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where Bn  is the total bandwidth of Network n, and D is the average data rate of each 

user.  

The traffic load within the overlay cells is
µ
λρ = ,  where λ is the arrival rate of 

service requests, µ is the departure rate, and arrivals and departures are modeled as 

Poisson distributions. Handoff calls are given a higher priority than new calls, and for 

simplicity, a buffer-less handoff algorithm is used. 

For the blocking probability of Network n, Pbn, we use the blocking probability of 

an M/M/1/Nn queue when there are Nn users in system. For more detail on deriving the 

blocking probability, refer to [30]. 
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where nρ  is the effective load experienced by Network n: 

ρρ ⋅= nn r ,                                                          (19) 

and rn is the percentage of total requests that will go to Network n, based on the vertical 

handoff decision metrics.  

To determine rn, all handoff requests to Network n are considered, including both 

original handoff requests and the handoff requests that arrive because the user has been 

rejected by another network. Since it is assumed that the users are uniformly distributed, 

the service request load can be calculated according to each network’s proportion of the 

coverage area within the boundary area. The corresponding coverage is described in  

Table 2and labeled in Figure 18. 
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For RSS based handoff algorithm, the values of rn for n=1,2,3 are calculated as 

follows.  
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where Pb3 is defined in Equation (18), Si is the geometric  area of region i  

described in table 2, and SBOUND is the geometric area of the boundary region. 

Table 2. Region names and descriptions 
Region 

Number Area 
Description 

1 SN3 (DEH, JFG) Network 3 provides the only coverage. 

2  SN3-N1N2 (HIJK) Network 3 is the strongest. In RSS based handoff 
algorithm, if the request is denied by Network 3, the user can 
try either Network 1 or 2 with equal probability. In the 
MUSE-VDA, the selection order will be N1->N2->N3.  

3 SN3-N1 (DHKJGP) Network 3 is the strongest. In RSS based handoff 
algorithm, if the request is denied, the user can try Network 1 
only. In the MUSE-VDA, the selection order will be N1-
>N3. 

4 SN3-N2 (EHIJFS) Network 3 is the strongest. In RSS based handoff 
algorithm, if the request is denied the user can try Network 2 
only. In the MUSE-VDA, the selection order will be N2-
>N3. 

5  SN1-N3 (OPQA) Network 1 is the strongest. In RSS based handoff 
algorithm, if the request is denied by Network 1, user can try 
Network 3 only. In the MUSE-VDA, the selection order will 
be N1->N3. 

6 SN2-N3 (RSTB) Network 2 is the strongest. In RSS based handoff 
algorithm, if the request is denied by Network 2, users can 
try Network 3 only. In the MUSE-VDA, the selection order 
will be N2->N3. 

 SBOUND Boundary region 
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In the MUSE-VDA, the values of rn for n=1,2,3 are calculated: 
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4.2.2 Mobility Model 

Users’ trajectories are characterized by the Random Waypoint (RWP) model [29], 

including the adjustments for the shortcomings of the model described in Yoon et al. 

[58]. Each user chooses uniformly at random a destination point (or waypoint) in the 

dashed rectangular in Figure 18. A user moves to this destination with a velocity v, which 

is chosen uniformly in the interval [vmin, vmax]. The vmin and vmax are chosen as 0.3m/s and 

12.5m/s, respectively. When the user reaches the waypoint, it remains static for a 

predefined pause time, and then moves again according to the same rule. Note that user 

trajectories characterized by the improved RWP model can be assumed to be uniformly 

distributed at any given time. 

4.3 Numerical Results 

The 3G/WLAN overlay system was modeled using MATLAB, according to 

parameters shown in Table 3. We assume that each user requests up to a maximum 

500kb/s data rate which includes a constant bit rate (CBR) service of 50kb/s and an 

available bit rate (ABR) service of up to 450kb/s. If Network 1 or Network 2 is selected 
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as the handoff target, then the user’s 500kb/s request can be fully satisfied due to the 

large data rate available to each user in these networks. If Network 3 is selected, only 

30% of a 500kb/s request can be satisfied.   

Table 3. Parameters used in the numerical results 
Network   

(n) 
Resource 

(Bandwidth) 
Type of  
network 

Mobility 

1 2Mbps [25]  WLAN 
2 1Mbps [25] WLAN 
3 up to 8 slots, 

21.4kbps each  
[26, 28]  

GPRS 

vmin = 0.3 m/s; 
vmax =12.5 m/s; 
vthreshold =5.5m/s 

 

 

We estimate the average percentage of users’ satisfied requests (APUSR) in the 
overlay network: 
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where
iRA  is the APUSR for Region i in  

Table 2. 
iRT  is calculated: 
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where ti,j is the maximum throughput that can be received from Network Ni,j  in 

Region i , and P(Ni,j) in Equation (27) is  the probability that Network Ni,j is available and 

chosen by a user as the serving network. P(Ri) is the probability that a user is located in 

Region i , and is found in term of the geometrical proportion of Region i  to the entire 

boundary region: 
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where users are assumed to be uniformly distributed. This has been verified by a 

comparison of theoretical results based on the uniform distribution and simulation results 

based on the improved RWP model.  

4.3.1 RSS Performance 

First, the RSS performance is examined to provide a baseline for comparison with 

the MUSE-VDA results. Figure 19 shows the APUSR with the increasing network load 

for an RSS-based handoff algorithm. Since Network 3 has the strongest transmit power, it 

is the preferred service provider. Thus, at the low load range, Network 3 must satisfy a 

large portion of the total requests. With increasing network load, the resources of 

Network 3 are used up earlier than the resources of the other two networks. 
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Figure 19. APUSR provided by RSS-based algorithm 
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Figure 20 demonstrates the corresponding blocking probability of each network for 

the traditional RSS algorithm. An increase in blocking probability of Network 3 earlier 

than Networks 1 and 2 can be observed. Mobile users thus have a greater chance to select 

Network 1 and Network 2 as service provider. Since they have a total APUSR that is 

higher than Network 3 by itself, a "hump" can be observed. The result that Network 3 is 

chosen more often as the target handoff cell, leads to two unsatisfactory effects: (1) 

unbalanced load assignment and (2) low overall achievable data rate. Only when the 

resource in Network 3 is highly consumed, Networks 1 and 2 will have a greater chance 

to be the service provider. Thus a more intelligent handoff algorithm that can balance the 

usage of overlay networks is needed, and a higher overall APUSR is expected. 
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Figure 20. Blocking probability of each network in RSS based algorithm 
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The result that Network 3 is chosen more often as the target handoff cell, leads to 

two unsatisfactory effects: (1) unbalanced load assignment and (2) low overall achievable 

data rate. Only when the resource in Network 3 is highly consumed, Networks 1 and 2 

will have a greater chance to be the service provider. Thus a more intelligent handoff 

algorithm that can balance the usage of overlay networks is needed, and a higher overall 

throughput is expected.   

4.3.2 RSS with Mobility Performance 
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Figure 21. APUSR comparison 

Next, we compare the RSS only technique versus a mobility-level technique. 

Mobility level is a metric that can be combined with RSS based to improve system 

performance. For example, fast moving users (v > vthreshold) are selected to receive service 

from the largest cell, while medium to slow users (v < vthreshold) receive service from the 
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small cells. Figure 21 and Figure 22 show the APUSR and blocking probability 

comparison of the pure RSS based algorithm and the RSS based algorithm combined 

with mobility level consideration. The mobility level algorithm demonstrates an 

improved APUSR performance. However, its achievable APUSR is lower than that of 

MUSE-VDA (which will be discussed in more details later in this section), i.e., there 

remains a load-balancing issue for increasing requests. 
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Figure 22. Blocking probability comparison 

4.3.3 MUSE-VDA performance 

We now examine the MUSE-VDA performance by considering two handoff 

scenarios: (1) collective handoff, where all of the user’s active sessions are handed off to 

the same target network at the same time, and (2) prioritized multi-network handoff, 
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where each service is prioritized and optimal decision is made individually for each 

session. 

4.3.3.1 Scenario 1: Collective Handoff  

The cost function to be considered in this scenario is: 
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where n
sB  is the offered bandwidth for service s by network n. Note that the bandwidth is 

normalized by taking the logarithm of the reciprocal value. Here, s=1 corresponds to 

RSS, while s=2 corresponds to channel availability. The handoff target network is 

decided by solving the optimization problem: 
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where W1=W2=1, nR  is the RSS from network n , thR  is the received power threshold, and 

reqB  is the user-requested CBR bandwidth.   

4.3.3.2 Scenario 2: Prioritized Multi-Network Handoff 

Since there are two services being requested (CBR and ABR), there are two cost 

functions to be considered. The cost function for the CBR service is: 
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and the cost function for the ABR service is: 
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The optimization problem considered for CBR service is:  
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and the optimization problem considered for ABR service is:  
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The target network is then chosen according to the procedure described in figure 17. 
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Figure 23. APUSR provided by MUSE-VDA 
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Figure 23 shows MUSE-VDA results for the APUSR provided by each of the three 

networks and overall achievable APUSR implementing the collective handoff algorithm, 

for comparison with Figure 19, the RSS-only case. Since either network 1 or network 2 

provides relatively larger data rate than network 3, they are the default service provider 

for the mobile users, depending on their location. Thus, at the low load range, network 1 

and network 2 satisfy the most portion of the total request. With the increasing network 

load, the resource of network 1 and network 2 is used up earlier than the resources of 

network 3. Then mobile users start to select network 3 more frequently than in low load 

range. The portion of requests satisfied by network 3 thus starts to increase when the 

portion satisfied by network 1 and network 2 decreases. 
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Figure 24. Blocking probability of each network in MUSE-VDA 
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Figure 24 demonstrates the corresponding blocking probability of each network. 

An increase in blocking probability of Networks 1 and 2 earlier than Network 3 can be 

observed, which indicates that WLANs are favorite networks due to their relative larger 

available bandwidth to each user. 

4.3.4 Results for More Demanding CBR Services 

We now present results with random requests for the APUSR and blocking 

probability for three cases: the traditional handoff protocol based on the strongest RSS 

(“RSS”), the cost function with collective handoff (“collective MUSE-VDA”), and the 

cost function with the prioritized, multi-network optimization (“prioritized MUSE-

VDA”). In this case, a user may request up to 50 kbps CBR service, as well as an 

additional, varying ABR service, which is uniformly distributed between 0 and 0.95 

Mbps. The user chooses the best network based on the given constraints and is blocked 

when a session cannot be supported. In the “collective MUSE-VDA” case, the user is 

blocked when a single session cannot be supported. In the “prioritized MUSE-VDA” 

case, each session can be blocked individually, thus a single blocked session may not 

necessarily cause the user to be blocked. 

Figure 25 shows the APUSR and blocking rate versus user requests, for the three 

cases. In Figure 25 (a), the APUSR refers to the ratio of the actual data rate over the 

requested rate. In Figure 25 (b), the corresponding blocking rates are shown. It is 

observed that significant gains in APUSR can be achieved without any sacrifice of the 

user blocking rate for the new optimized vertical handoff algorithms. In the RSS case, 

Network 3, is chosen more often as the target handoff cell, since it provides the strongest 

signal. This condition leads to two unsatisfactory effects: (1) unbalanced load assignment 
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and (2) lower overall achievable data rate. On the other hand, with algorithm 

optimization, the user may choose a handoff target based on bandwidth criteria. In the 

“prioritized MUSE-VDA” case, APUSR can be maximized, since the mobile node’s 

connections can be distributed among the three networks according to bandwidth 

availability.  

Since the ABR service does not have minimum bandwidth requirement, it is 

blocked only when there is absolutely no resource for it. Thus the CBR service’s 

blocking probability is the dominant factor in the blocking probability calculation, and 

the three blocking probability curves demonstrate close behavior. The advantage of 

MUSE-VDA is not to reduce blocking probability of individual services, but to better 

satisfy the requests of individual users with multiple services with a successful handoff. 

In fact, by spreading users multiple sessions into multiple networks, ABR service is able 

to get potentially more bandwidth in prioritized MUSE-VDA than the other two 

algorithms. Since ABR and CBR services are sharing the same total resource, the 

advantage of ABR service may in fact result in higher blocking probability for individual 

CBR services in prioritized MUSE-VDA. 

Expanding services through the use and coordination of diverse networks creates 

the challenge of developing a more complex, adaptive and intelligent vertical handoff 

protocol. In this paper, new optimizations for vertical handoff decision algorithms have 

been developed to maximize the benefit of the handoff for both the user and the network. 

The optimizations incorporate a network elimination feature to reduce the delay and 

processing required in the evaluation of the cost function, and a multi-network 
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optimization is introduced to improve throughput for mobile terminals with multiple 

active sessions. A performance analysis demonstrated significant gains in quality of 
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(b) Blocking probability 
Figure 25. Comparison of the RSS-based, collective, and prioritized MUSE-VDA 

algorithms. 
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Figure 26. Comparison of throughput with changing of CBR request. 

service and a more efficient use of resources from the proposed optimizations.  

Assume each user carries an ABR service with a guaranteed bandwidth of 150kb/s, 

in addition to the 50kb/s CBR service. Figure 27 shows APUSR and blocking probability 

vs. user requests for the three handoff algorithms. In this case, Network 3 is eliminated in 

RSS-based and collective MUSE-VDA handoff algorithms, due to its limited data rate 

per user (less than 170kb/s). Thus, users will only be able to choose between Networks 1 

and 2. This increases the APUSR in RSS-based algorithm in light traffic (ρ<1 in Figure 

27), since users no longer join with Network 3. However, the APUSR in collective 

MUSE-VDA decreases, since Networks1 and 2 can not cover the whole area. On the 

other hand, all 3 networks can be used in prioritized MUSE-VDA, where user’s two 

sessions can be spread into multiple networks. If the bandwidth for one session can not be 
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satisfied, only one session will be blocked. This results in a higher APUSR and a lower 

blocking probability than the other two handoff schemes. Moreover, since users moving 

out of the limited coverage of Networks 1 and 2 can not be served in RSS-based handoff 

algorithm and collective MUSE-VDA, a non-zero blocking probability can be observed 

all the time.  Due to the flexibility prioritized MUSE-VDA has, its performance is 

demonstrated similar to the performance in Figure 25. 
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(a) APUSR  

Figure 27. Comparison of the RSS-based, collective, and prioritized MUSE-VDA 
algorithms. 
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(b) Blocking probabilities  
Figure 27. Continued  
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CHAPTER 5. 
LAYER 3 MOVEMENT ESTIMATION (L3ME) USING LAYER 2 HINTS 

As mentioned previously, Mobile IP, standardized by the Internet Engineering Task 

Force (IETF), allows mobile nodes (MN) to change their point of attachment to the 

Internet while still being able to maintain a connection to the network [14, 15]. The 

specific operation is as follows. Under Mobile IP, a MN that is currently residing in its 

home subnet is served by a home agent (HA) that forwards all incoming packets to the 

MN at its home IP address. When the MN moves away from its home subnet to a new 

location, the node must contact a Foreign Agent (FA) at the new subnet. Each FA 

periodically broadcasts an advertisement of the subnet prefix, so that MNs can make 

contact and obtain a new IP address for the new subnet. The new IP address is called a 

Care-of Address (CoA). A binding update must then be performed to notify the HA about 

the MN’s new CoA. The HA then forwards all incoming packets to the MN using a 

process referred to as tunneling, i.e., the HA encapsulates the incoming packets for the 

MN and forwards them to the FA, which in turn encapsulates them and delivers them to 

the MN. Meanwhile, the MN can continue to transmit packets directly to the 

correspondent node. 

Each time a host changes its point-of attachment, it is possible that it will also have 

to change its IP-layer configurations, such as its IP address and default gateway 

information. In order to make these changes, the IP module has to detect the new network 

attachment, realize that the old configuration is no longer valid and obtain the new 

configuration parameters. In Mobile IPv4 and IPv6, the network detection phase 
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traditionally uses network-layer movement detection, such as a change in the advertised 

subnet prefixes [14, 15]. However, general reliance on the network layer does not yield 

rapid detection, since these indications are not readily available upon a link change.  

In Yegin et al. [13], it has been identified that receiving explicit hints from the link-

layer would expedite the detection process. The link-layer, indicating that the host has 

established a new connection, can be used as a hint to further probe the network for a 

possible configuration change. (“Possible”, since it might very well be the case that the 

host is still connected to the same IP subnet despite the link change.)  

In the third generation (3G) and fourth generation (4G) wireless networks, more 

than one type of network is expected to coexist under a Mobile IP based environment, 

and thus users will need to coordinate vertical (or inter-system) handoffs, which are 

handoffs between different types of networks [17, 18]. Under vertical handoffs, when the 

MN moves to the new subnet that belongs to a new type of network, not only a layer 3 

(L3) handoff is triggered, but a consequential inter-system handoff and inter-system 

registration should take place immediately as well. Thus, an accurate and rapid 

movement detection process can trigger the need for handoff quickly with less sacrifice 

in signaling cost.   

Related work on Mobile IP based handoffs with implementation of link hints has 

been presented in recent research literature.  In Yegin et al. [13], a non-exhaustive 

catalogue of link layer hints from well-known link-layer technologies was provided. 

Furthermore, a high-level abstraction is defined to categorize such hints. In Perkins et al. 

[14], a list of parameters to be transported in link hints was presented. In Zhu et al. [10], 

layer 2 (L2) hints were used for handoff decision optimization. In Park et al. [20], a 
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mechanism that extends Mobile IPv6 protocol was presented with description of using 

the link events information to optimize layer 3 movement detection. It considered smooth 

handoffs for MNs equipped with multiple interfaces moving across different and 

heterogeneous links, e.g. between 802.11 and GPRS. In Malki et al. [16], pre-registration 

and post-registrations are proposed to achieve low-latency Mobile IP handoffs and to 

allow greater support for real-time services on a Mobile IPv4 network. Although the use 

of layer 2 hints for quick detection of layer 3 movement was suggested, how layer 2 hints 

can facilitate inter-system handoff was not fully developed. In this chapter, a cross layer 

(layer 2 and layer 3) movement detection technique is proposed and the following 

contributions are addressed: (1) the development of a layer 3 movement detection 

likelihood function that takes multiple layer 2 hints into account intelligently, and (2) the 

likelihood function is combined with a pre-registration protocol to reduce the handoff 

latency. 

The rest of this chapter is organized as follows. Section I presents the architecture 

of Mobile IP based 3G cell overlay network. Then in Section II, a likelihood function is 

defined for layer 3 movement detection based on layer 2 hints. Section III provides the 

application of the likelihood function in pre-registration inter-system handoff protocol. 

Finally, in Section IV, a performance analysis demonstrates that significant gains in 

signaling cost can be achieved from the proposed cross layer solution.  

5.1 L3ME Architecture 

A typical 3G wireless network and Wireless Local Area Network (WLAN) overlay 

structure is shown in Figure 28. The 3G wireless network, such as UMTS or GPRS, is 

assumed to cover a relatively larger area than the WLAN. Network connectivity is 

offered to the MN through an Access Point (AP) that connects to an Access Router (AR) 
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which belongs to either the 3G wireless network or a WLAN. When a MN moves out of 

the coverage area of its current AP, it may attach to a new AP. The roaming of MNs 

between APs is managed by the link-layer protocol and is known as layer 2, or link layer 

handoff. The new AP can be connected to the same access network, or to a different 

access network. If the new AP is connected to the same subnet as the old AP, the MN can 

continue its IP communication through the new AP through a layer 2 handoff without any 

configuration change at layer 3. 

 

Figure 28. 3G cell overlay network. 

If the new AP is connected to a different subnet, then the MN needs to configure a 

new IP address that is valid for the new subnet and use some additional mechanism to 

maintain its ongoing communication sessions, such as a pre/post-registration protocol 

[16]. In this case, the layer 2 handoff will result in a layer 3 handoff.  

AR2 AR3

AP1 AP2

3G network WLAN

AP3 AP5 AP6 AP4

AR1 
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Furthermore, if the current AP and the new AP are connected to two different 

systems, e.g. 3G network and WLAN as in Figure 28, the layer 2 handoff will result in an 

inter-system handoff.  

Because certain layer 2 technologies are capable of providing various link status 

information to the IP module, such as connected or disconnected, the link identifier can 

help the IP module make intelligent decisions regarding configuration changes. This help 

is referred to as a layer 2 hint. Next we develop a likelihood function for layer 3 

movement detection based on layer 2 hints.  

5.2 Layer 2 Hints 

Two sets of parameters have been proposed to gather layer 2 information: (1) the 

MN set, which gathers information available at the MN, and (2) the AR set. In each set, 

parameters are grouped into three distinct categories: static parameters – which are 

related to the hardware implementation of the interface, configuration parameters, which 

are managed through interface configuration, and status parameters – which are highly 

varying in order to provide the current link environment of the interface. In this research, 

we assume a mobile controlled handoff scenario, only considering the parameters 

available at MN, i.e., the MN set. The network controlled or mobile assisted handoff 

algorithms can be developed accordingly.  

5.2.1 Categories of Layer 2 Hints 

To quickly detect layer 3 movement, the following categories of layer 2 hints are 

considered to be useful: 

(a) Link-type hint: Characteristics that describes the type of the technology from 

which the layer 2 trigger was generated. Examples include: 
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• MN measured bandwidth: current available bandwidth measured by the MN over 
the link.  

• MN bit error rate: current measured bit error rate.   

• MN packet error rate: current measured packet error rate.  

• MN current data rate: current rate at which the MN link layer is 
transmitting/receiving packets. 

(b) Link identifier: For example, in GPRS networks, the relevant link-identifiers 

are the Transaction Identifier (TI), which includes the Network Layer Service Access 

Point Identifier (NSAPI). The NSAPI can be used as the link identifier since it can 

uniquely identify the associated Policy Decision Point (PDP) context (The soft state 

maintained between the MN, the SGSN and the GGSN for guaranteeing a negotiated 

quality of service in a GPRS network).  In the WLAN, the link identifier used by the MN 

is the Basic Service Set Identification (BSSID), where the  BSSID is the MAC address of 

the AP. However, several Service Set Identifiers (SSIDs) can be configured on a single 

AP. So it is possible that a MN can switch between two SSIDs and change its network-

layer configuration while remaining connected to the same AP. 

(c) IP address: IP Address Identifiers which may need to be resolved to IP 

addresses using methods that may be specific to the wireless network. For example, if the 

old FA (oFA) or MN determines that the IP address of the new FA (nFA) is equal to the 

oFA's address, then the layer 3 handoff doesn’t need to be initiated [16]. 

(d)  Subnet prefix: Subsequent to a layer 2 handoff, a MN detects a change in an 

on-link subnet prefix that would require a change in the primary care-of address.  For 

example, a change of AR typically results in a layer 3 handoff [15]. 

In addition to layer 2 hints, the velocity and trajectory of MN also play important 

roles in the layer 3 movement detection. MN moving at greater speed generally has a 
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greater chance of entering a new subnet when performing a layer 2 handoff. If a MN 

travels in pre-determined trajectories, e.g., commuting between home and office, it may 

preset certain handoff operations upon receiving each specific link identifier to reduce 

handoff latency and eliminate unnecessary estimation cost. 

5.2.2 L3ME Likelihood Function 

Layer 3 movement estimation can be based on: 

∑⋅=
i

ii LwEL                                                       (35) 

where i is an index representing the layer 2 parameters to be considered, Li, is the 

likelihood factor, a normalized difference in characteristics (based on layer 2 hints) 

measured between the old AP and the new AP, and wi is a weight used to indicate the 

impact of Li. The likelihood factors, Li, represent the likelihood that current layer 2 

handoff will result layer 3 handoff, and the likelihood that a layer 3 handoff implies an 

inter-system handoff.  

The parameter, E, is introduced to reflect the effect of certain network parameters 

in layer 3 movement estimation. For example, the subnet prefix is very useful 

information to decide if MN is moving into a new subnet. If the prefix from the new AP 

is exactly the same as the prefix from the old AP, the MN can draw the conclusion that it 

is not moving to a new subnet without considering other factors described by L. In this 

case, E should set to be zero, so that the value of the estimation function will be zero, to 

eliminate the effects of L. The parameter, E, is determined by: 

                       ∏=
i

iEE ,                                (36) 
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where iE indicates whether an obvious indicator exists between APs for the ith layer 2 

parameter. Since a small value of the likelihood equation will result in no layer 3 

movement, the goal is to result in zero when an obvious layer 3 movement is observed. 

Thus,  

⎩
⎨
⎧

=
otherwise 1,

change 3layer obvious no if  ,0
iE .                                (37)              

Each time a layer 2 trigger is received, a handoff decision is made, and L is 

calculated for the target AP to estimate the likelihood that it is part of a new subnet. 

When the probability is larger than a given (horizontal) threshold, layer 3 handoff is 

considered necessary, and configuration of a new IP address along with pre/post-

registration protocol will begin.  

A second threshold, called the vertical threshold, may be set to evaluate what kind 

of layer 3 handoff will occur when more than one type of network is involved. When the 

second threshold is achieved, it indicates that not only is the MN  moving to a new 

subnet, it is also switching from one network to another, e.g., the MN is moving from 

WLAN to GPRS.  

The equivalent Layer 3 movement estimation is shown in Figure 29. 

The layer 3 movement estimation starts with layer 2 hints collection. When any 

parameter, Ei, is available, a quick judgment will be deployed to decide if an layer 3 

handoff will be triggered. Otherwise, further steps will be implemented to decide if the 

layer 3 handoff is an intra or inter-system handoff based on the value of Equation (35). If 

no crucial parameters are available, the layer 3 movement estimation will be based only 

on likelihood factors Li (e.g., the bandwidth and BER measured at MN), with the value of 
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E set to 1. When the value of Equation (35) is larger than the first (horizontal handoff) 

threshold, layer 3 handoff with the same access network is considered to be necessary, 

and if the value is also larger than the second (vertical handoff) threshold, it indicates that 

the MN is moving into a new subnet of different access network. 

 
Figure 29. L3 movement estimation 
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5.3 Application in Pre-Registration Handoff  

The Mobile IP handoff message timing diagram is shown in Figure 30.  

 

Figure 30. Mobile IP handoff message timing diagram 

Mobile IP uses two types of addresses to manage a MN’s movement: home IP 

address and CoA. A CoA is used when a MN connects to a foreign network, which is a 

temporary address obtained by exchanging Router Solicitation and Router Advertisement 

messages with the FA. MN informs its HA by a registration process in which the 

Registration Request and Registration Reply are exchanged between the MN and HA, 

relayed by the FA. The HA then will be able to forward all incoming packets to the MN 

using tunneling. Since Mobile IP was originally designed to operate at layer 3, with no 

consideration of layer 2, it imposes possibly unnecessary handoff latencies.  

In pre-registration handoff, the network assists the MN to perform a layer 3 handoff 

prior to the layer 2 handoff. Accurate and rapid layer 3 movement detections are 

important to a timely trigger of the pre-registration process.  The pre-registration handoff 

message timing diagram with layer 3 movement detection is shown in Figure 31. 
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Figure 31. Handoff pre-registration with layer 3 movement detection 

In order to expedite the handoff, Router Solicitation and Router Advertisement 

exchange are performed in advance of a layer 2 handoff, once a layer 2 trigger is 

received. Layer 3 movement estimation will be based on the Router Advertisement 

received from FA as well as the layer 2 hints collected by MN. If a layer 3 movement is 

needed, the pre-registration procedure will be triggered immediately. When an inter-

system handoff is expected to occur, the corresponding inter-system pre-registration and 

pre-authentication will be initiated before layer 2 handoff completes.  

5.3.1 Handoff Latency Analysis 

In Mobile IP handoff, the handoff latency consists of the delay for layer 2 handoff, 

router solicitation and advertisement exchange, and registration procedure. Thus, the total 

handoff latency for Mobile IP is calculated as 

HAFAFAMNHOLMIP TTTHO −− ++= 242                                       (38) 

L2 hints collection 
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where Ta-b represents the link delay between node a and node b, and TL2HO represents the 

link layer 2 handoff delay. During the whole duration HOMIP, MN will not be able to 

connect to the new FA, which will cause significant loss in throughput.  

In the pre-registration handoff, the time for the pre-registration process is calculated 

as 

HAFAFAMNEstLpre TTTT −− ++= 24.3                                     (39)           

where TL3Est is the time to estimate if a layer 3 handoff is needed.  

The total time for pre-registration handoff is decided by both the layer 2 handoff 

latency and the pre-registration procedure. If the pre-registration procedure can be 

completed before the completion of layer 2 handoff, then the layer 2 latency is the only 

factor for the total handoff latency.  Thus, the total handoff latency for pre-registration is 

calculated as 

}0),max{( 22 HOLpreHOLregpre TTTHO −+=−                                  (40) 

A rapid layer 3 movement detection will ensure that the pre-registration process 

completes in advance of layer 2 handoff, resulting: 

HOLregpre THO 2=−                                                   (41) 

and a reduction in handoff latency by pre-registration with layer 3 movement detection. 

5.3.2 Signaling Cost Analysis  

The signaling cost of Mobile IP handoff, CMIP is calculated: 

HAFAFAMNMIP CCC −− += 24                                      (42) 

where Ca-b represents the signaling cost parameter between node a and node b. 
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In addition to the signaling cost required for Mobile IP handoff, an extra signaling 

cost is needed for layer 3 movement detection, including the cost for layer 2 hints 

collection and computation cost for layer 3 movement estimation. The total cost Cpre is: 

 .3.3 24 EstLHAFAFAMNEstLMIPpre CCCCCC ++=+= −−                (43) 

5.3.3 Signaling Efficiency Analysis  

Although link up and down information is suggested by IETF for pre-registration 

handoff trigger, no accurate layer 3 movement estimation based on layer 2 hints is 

combined with the procedure. Thus, unnecessary pre-registration procedures may be 

triggered because not every layer 2 movement will result in a layer 3 movement. 

Moreover, in a heterogeneous network environment, the registration information for 

inter-system handoffs should bear additional information for inter-system authentication 

and registration, compared with intra-system handoffs. Without accurate layer 3 

movement detection, a MN will not be able to recognize the difference between intra and 

inter-system handoffs, thus unnecessary information for inter-system has to be sent each 

time a pre-registration is triggered. 

The average signaling cost of pre-registration handoff with layer 3 movement 

detection, '
preC  is calculated: 

.3333
' 2)22( EstLverticalVLHAFALFAMNLpre CCpCpCpC ++++= −−          (44) 

where pL3 represents the probability that a layer 2 handoff results in a layer 3 handoff and 

among which pL3V is the probability that the layer 3 handoff requires a vertical handoff 

with additional cost Cvertical. In the overlay architecture a greater number of APs within a 
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single subnet means a greater coverage, which makes layer 2 handoffs more likely. pL3V is 

in inverse proportion of the average number of APs, n,  within certain subnet: 

n
pL

α
=3                                                               (45) 

where α  is a constant. pL3V depends on the overlay areas of the coordinating networks. 

For pre-registration handoffs without accurate layer 3 movement detection, 

pL3=pL3V=1, i.e., the average signaling cast is: 

.3
'' 24 EstLverticalHAFAFAMNpre CCCCC +++= −−                       (46) 

In the traditional Mobile IP, the signaling cost is: 

HAFAVLFAMNLMIP CpCpC −− ++= 33
' 2)22(                         (47) 

5.4 Performance Analysis 

Since the signaling cost depends a variety of factors, such as network topology and 

location of entities, the performance analysis is based on the assumptions shown in Table 

4. Two sets of signaling cost parameters are given in Table 4. In set 1, the signaling cost 

is the same as the summation of the number of exchanged signaling messages during 

signaling procedure. Set 2 denotes the case when the signaling cost between foreign 

network and home network is high, considering the distance between these networks.  

Table 4.  Sets of signaling cost parameters 
Signaling cost parameters Set 1 Set 2 

CMN-FA 1 1 

CFA-HA 1 varies 

Cvertical 1 1 
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 Figure 32 shows the comparison of signaling cost with parameters in the first set. 

As we can see from the figure, the average signaling cost with layer 3 movement 

detection decreases with the increasing number of APs much faster than the average 

signaling cost of the method without layer 3 movement detection, which implies a 

decreasing probability of MN’s moving into a new subnet, and it is close to the signaling 

cost of the traditional Mobile IP handoffs.  
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Figure 32. Signaling cost comparison (Set I) 

Figure 33. Signaling cost comparison (Set II)shows the comparison of signaling 

cost with varying signaling cost from FA to HA with a fixed average number of APs 

within a subnet. The advantage of layer 3 movement detection can be observed. With the 

increasing of the distance between FA and HA, the cost for pre-registration is relatively 

high compared to other signaling cost, which results in a higher increase of signaling cost 
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over the pre-registration handoff without layer 3 movement detection. Thus, accurate 

layer 3 movement detection can significantly reduce the unnecessary signaling cost of 

pre-registration.  
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Figure 33. Signaling cost comparison (Set II) 

 In Mobile IP networks, layer 2 hints play important role in layer 3 movement 

detection, and are going to be standardized to enhance interactions between link and 

network layers. This will allow a given node to integrate and efficiently manage one or 

even several network interfaces. Intelligent use of explicit hints from the link-layer would 

expedite the layer 3 movement detection process and reduce handoff latency with 

reasonable signaling cost. In this chapter, a likelihood function based method 

implementing layer 2 hints was proposed to effectively detect layer 3 movement. An 

application of the likelihood function in pre-registration inter-system handoff protocol 
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was presented. Performance analysis demonstrated significant gains in signaling cost 

from the proposed method. 
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CHAPTER 6 
SUMMARY AND FUTURE WORK 

6.1 Summary 

This dissertation presents an adaptive and intelligent network approach to vertical 

handoff. We summarize the research presented in this dissertation as follow: 

Chapter 1 introduced and motivated the problem. Chapter 2 introduced the 

background and related research on vertical handoffs.  

In Chapter 3, we introduced the concept of policy-based framework that translates 

handoff policies into network configuration to implement vertical handoff protocols in 

order to produce a satisfactory result for both the user and the network. Various handoff 

metrics are able to be incorporated for an intelligent and adaptive handoff decision. A 

case study of UMTS/WLAN interworking is provided using the policy-based vertical 

handoff architecture. Performance analysis demonstrates that the additional handoff 

signaling latency is low enough to support users of various mobility with low handoff 

failure rate. 

In Chapter 4, we proposed the Multi-service vertical handoff decision algorithm 

and analyzed the optimization for vertical handoff decision algorithms in 3G overlay 

multi-network environment. The optimizations incorporate a network elimination feature 

to reduce the delay and processing required in the evaluation of the cost function, and a 

multi-network optimization is introduced to improve throughput for mobile terminals 

with multiple active sessions. A performance analysis demonstrated significant gains in 

quality of service and a more efficient use of resources from the proposed optimizations.  
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In Chapter 5, a new likelihood function is introduced for implementing low-cost 

layer 3 movement detection for Mobile IP handoffs.  An application of the likelihood 

function in pre-registration inter-system handoff protocol was presented. Performance 

analysis demonstrated significant gains in signaling cost from the proposed method. 

6.2 Future Work 

In this section, we point out the future research directions. 

Although the inter-operation issues of 3G wireless network and WLAN have been 

studied in the past several years, there is not a general architecture for the envisioned 

future network. The next generation wireless network will be an integration of a larger 

variety of wireless and mobile networks, which might even include ad hoc networks. 

Factors such as scalability, reliability, seamless mobility support, service level agreement, 

economics, compatibility and inter-operability need to be considered when we design the 

architecture for next generation wireless network. I plan to propose a novel network 

architecture for global ubiquitous communications that considers the metrics mentioned 

above.  

Wireless mesh networks (WMN) is a promising wireless technology for various 

applications, e.g., home networking, campus networking, enterprise networking, and hot 

spot networking. They provide network access for both mesh and conventional clients. 

The integration of WMN with other networks such as Internet, cellular, IEEE 802.n, and 

sensor networks, can be accomplished through the gateway and bridging functions in 

mesh routers. Cross-layer design between layers 2 and 3 is one of the open research 

issues for WMN. There has been a clear cut between layer 2 and layer 3. By adopting 

performance metrics from layer 2, I plan to build a more intelligent routing protocol.   
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Security is always a critical issue in wireless network development. Security 

technologies and procedures already in place are very likely to be insufficient when 

businesses open up to remote access and mobile connectivity. Security in terms of 

authentication and authorization might not be a problem for any single network. 

However, in the future, centralized scheme is not efficient or scalable in the 

heterogeneous network environment. Security thus becomes a very important metrics for 

vertical handoff. A novel practical secure handoff scheme is needed to fight against all 

kinds of possible malicious attacks and intrusions. 
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