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Computer networks and computer systems on these networks are increasingly
being subject to attacks either to gain access to systems or simply to deny service to
legitimate users of those systems. Intrusion detection systems (IDS) to prevent or
mitigate these attacks have been in development for the past twenty years now. Earlier
systems were targeted towards specific types of attacks and this led to the development of
network-based and host-based IDS systems. The past decade has seen these systems
being integrated into one, but under single monolithic analysis components. Such systems
do not scale well to a distributed setting. Furthermore the single central analysis
component presents a single point of failure for the system.
The focus of this thesis is the design and implementation of a generic intrusion
detection model (GIDEM) for a distributed network. This thesis extends and remodels the
original GIDEM architecture to suit the needs of a large network of potentially thousands
of hosts. Techniques to manage effectively the large number of hosts and ensure system

vii

survival are presented. The extension of the infrastructure to support knowledge
exchange among different hosts on a network is also briefly mentioned.
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CHAPTER 1
INTRODUCTION
1.1 Problem Definition
Computer networks have brought the world together, by bridging the information
gap among people. Network technology has undergone a revolution with better and faster
ways of sending information between computers. Unfortunately security systems and
policies to govern these networks have not progressed as rapidly. With the birth of the
Internet in 1969, computers and computer networks that were isolated from each other
were suddenly interconnected. The Internet has grown at an explosive rate with
innovations in communication and information technologies. While the Internet has made
it easier to reach and communicate with people all over the globe, it has also made it
easier to attack computer systems connected to it. With e-commerce and online banking
being more and more employed these days, security for systems offering these services
has become necessary. Furthermore, the requirement for ease of communication has
forced companies and government organizations to open their computer networks to the
Internet. To add to this, more and more operating system flaws, and network protocol
features that can be exploited, are being discovered with each passing day.
The three most important aspects of security are confidentiality, integrity, and
availability [5]. Confidentiality implies that only authorized entities can access and
modify information and resources, while unauthorized entities are denied access.
Integrity means that the information being accessed is consistent, accurate and can be
changed only through authorized actions. Availability for data and services implies that
1
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legitimate users should have fair and timely access, the services should be usable and the
capacity provided should meet needs. Ensuring that these three aspects are provided for is
the primary challenge facing security professionals today.
1.2 Extended Generic Intrusion Detection Model
Intrusion detection started with network-based and host-based systems. Later
there were attempts to bring these together into one system. In order to handle large
networks, these systems were installed on different parts of the network. But most of
these intrusion detection systems (IDSs) have central analysis components. This presents
a single point of failure for the whole system. They do not scale well to a distributed
network. In addition each intrusion detection system has its own way of reporting, which
is usually not compatible with other systems.
The extended generic intrusion detection model (EGIDEM) attempts to get over
these limitations by providing an infrastructure for handling intrusions on a distributed
scale and for sharing information between different hosts, thus avoiding the need for
central analysis. The focus throughout this thesis is on developing small and effective
agents for intrusion detection and analysis. These agents can be incorporated on the fly
into the system and are not critical for the system to function. Analysis is done on a
distributed scale, by these agents and hence there is no single point of failure. The policybased approach allows for most of the system intelligence to be present in the rule set,
thus avoiding the need for complicated components.
1.3 Organization of the Thesis
Chapter 2 gives an introduction into Intrusion Detection Systems and discusses
some of the work currently being done on these systems. Chapter 3 describes the
architecture of our Intrusion Detection System and how it scales to a large distributed
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network. Chapter 4 briefly describes the sharing of information between hosts on the
network, which is one of the primary applications of the architecture. Chapter 5 has the
conclusion and comments on future work.

CHAPTER 2
INTRUSION DETECTION SYSTEMS
2.1 Introduction
An intrusion as defined in Balasubramaniyan et al. [4] is any set of actions that
attempt to compromise the integrity, confidentiality, or availability of a resource.
Intrusion detection is the technique of determining that an attempt has been made at
compromising the resource, or worse the resource has been compromised. One point that
needs to be made clear is that, intrusion detection systems (IDSs) do not detect intrusions;
they detect evidence or manifestations of intrusions, either while the intrusion is in
progress or after an intrusion has occurred.
2.2 Types of Intruders
Intruders are basically of two types: external and internal. External intruders do
not have any authorized access to the system they attack. Internal intruders on the other
hand have some access rights, but they seek to gain additional capability [22]. A
surprisingly large number of security breaches are due to internal intruders. Their
motivation to hack is either because they can hack, to cause destruction if they are
disgruntled employees, or to profit from the company.
2.3 Approaches to Intrusion Detection
There have been two approaches to detecting intrusions: anomaly detection and
misuse detection.

4
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2.3.1 Anomaly Detection
Anomaly detection defines and characterizes correct static form and/or acceptable
dynamic behavior of the system, and then detects wrongful changes or wrongful behavior
[13]. The existing behavior of the system is defined as the normal, and then deviants from
this behavior can be detected. Detecting deviants in the case of files is pretty
straightforward, as the file contents are precisely known. However there is a fuzzy line
between normal and anomalous when it comes to detecting system behavior.
Anomaly detection can be divided into static and normal anomaly detection.
Static anomaly detection monitors part of the system that should remain constant. Static
anomaly detectors can test system code and system data for variations. Tripwire is an
example of a static anomaly detector.
Dynamic anomaly detectors define system behavior. This behavior is usually
defined as a sequence of distinct events. Statistical distributions with means and standard
deviations help to decide what is normal and what is anomalous. Typically these
detectors start with a base profile of the system being monitored and then change the base
profile over time.
2.3.2 Misuse Detection
Misuse detection on the other hand defines patterns for known ways to penetrate a
system. It then tries to match system activity to these patterns and raises an error when a
match is found. Patterns can be defined as strings or as a set of actions that are associated
with a known attack.
The first generation of misuse detectors used rules to match patterns (MIDAS
[21]). However as these rules grew in number, it became a problem to interpret and
modify them. The second generation misuse detectors use model-based rules (IDES [8]
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and NIDES [1]) and state-transition representations (USTAT [12]). Under the modelbased approach, each intrusion scenario is separately modeled so that the number of rules
to be considered is less during modifications. The state-transition approach uses attributevalue pairs to characterize the system state. Actions that contribute to the intrusion
scenario are defined as transitions between these states.
2.4 Types of Intrusion Detection Systems
There are two main types of IDSs: network intrusion detection and host-based
intrusion detection.
2.4.1 Network Intrusion Detection
Network intrusion detection monitors the packets that are being transmitted
through a network. They are also called packet-sniffers. They generally have a signature
database against which they compare network packets. These systems have been
incapable of operating in switched environments, encrypted networks and high-speed
networks. Cisco’s latest line of switches tries to get around these problems, by
incorporating network intrusion detection directly into the switch.
2.4.2 Host-based Intrusion Detection
Host-based intrusion detection systems monitor activity on a host. They are best
suited for internal threats because of their ability to monitor and react to specific user
actions and file accesses on the host. They offer audit policy management centralization,
supply forensics, statistical analysis, and evidentiary support.
2.4.3 Hybrid Intrusion Detection
Hybrid intrusion detection systems manage both network-based and host-based
systems. They are kind of a central intrusion detection system and add a logical layer to
NID and HID.
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2.4.4 Network-Node Intrusion Detection
These systems are an improvement over the network-based intrusion detection
systems. They monitor network packets that reach a particular host. They are installed on
host-based intrusion systems as an add-on component usually. The disadvantage of this
approach is that the whole network is not monitored.
2.5 Issues with Intrusion Detection System
There is a considerable overhead involved in collecting information. If every
system activity is monitored it would require huge amounts of storage for that
information and slower analysis by the IDS. The amount of system activity an IDS
collects is thus a tradeoff between efficiency of storage and analysis, and effectiveness of
the IDS in detecting attacks. Collecting information is expensive, and collecting the right
information is important.
As far as detection techniques go, anomaly detection can detect previously
unknown attacks. This is however very difficult in highly dynamic environments, where
determining the baseline of system activity is difficult. By decreasing the alert threshold,
the IDS will report more false positives. By increasing the alert threshold, several actual
attacks may not be caught by the sensors. Misuse detection on the other hand throws very
few false positives. But at the same time, it can detect very few attacks – only those for
which the signature patterns are known beforehand.
Performance is a big problem with Intrusion Detection Systems. There is a
considerable overhead incurred if Intrusion Detection is employed. Software Intrusion
Detection Systems cannot keep up with the pace of development of today’s networks.
Their inability to keep up causes many packets to be dropped.
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2.6 Other Intrusion Detection Systems
In this section, we take a look at some other IDSs that have been developed in the
recent past and on the technologies being used in current IDSs.
2.6.1 AAFID (Autonomous Agents for Intrusion Detection)
The AAFID [4] system introduced the concept of using autonomous agents to
handle intrusion detection. The tries to address some of the issues faced with monolithic
analysis units in earlier IDSs with this approach. The AAFID system consists of three
components: agents, transceivers, and monitors. Agents examine certain aspects of the
host. They report all abnormal behavior to corresponding transceivers. Agents do not
directly generate an alarm. The transceiver or monitor will generate an error based on the
information that the agent provides. Transceivers handle alarms on a host level, while
monitors handle alarms on a network level.
The AAFID architecture is shown in Figure 2.1. Any agent can be used with the
AAFID system, as long as it reports information in the format that the transceiver
understands. The transceivers handle control and data processing for the host. Every host
that is part of the AAFID system needs to have a transceiver on it. Monitors can do
higher level correlation. They also handle control and data processing, but on a network
scale. User Interfaces to the AAFID system are plugged into the monitors. The monitors
have an API that lets a Graphical User Interface (GUI) access the AAFID system.

9

Legend

Hosts
Transceivers

Agents

Monitors

Control Flow
Data Flow

C
D

B

E

A

User
Interface

Figure 2.1 AAFID Architecture [4]
2.6.2 EMERALD (Event Monitoring Enabling Responses to Anomalous Live
Disturbances)
The EMERALD [19] architecture uses a hierarchically layered approach to
network surveillance. It is a distributed scalable tool suite that can handle large networks.
The architecture is divided into three tiers: service analysis, domain-wide analysis, and
enterprise-wide analysis. EMERALD has an application programmers’ interface that
allows for integration of third-party tools into the system. It also provides a framework
for coordinating analysis from distributed monitors for global detection capabilities.
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Figure 2.2 EMERALD Architecture [19]
Service analysis handles individual components and network services within a
domain. Information that the service monitor gathers is forwarded to the other monitors
using a subscription scheme. Client monitors subscribe to server monitors to receive
information. This technique helps to keep the message passing overhead low.
Domain-wide analysis covers misuse over several service analysis components. It
covers an entire domain. Domain monitors also handle system reconfiguration.
Enterprise wide analysis allows coordination of analyses of domain-wide analysis
components. Thus information in one domain can be propagated to other monitors in

11
different domains. This architecture does not require a central administration for the
enterprise-wide monitors.
The EMERALD monitor architecture is shown in Figure 2.2. The architecture
supports easy integration and deletion of analysis engines to the monitor boundary. The
monitor performs both signature analysis and statistical profiling. The profiler engine
performs statistical profile-based anomaly detection. The signature engine provides a
focused and distributed signature analysis model. The normally central rule-base and
inference engine are distributed and modularized into smaller, more focused signature
engines. The resolver coordinates the analysis reports of the two engines and implements
the response policy. The resource object is a pluggable library of target specific
configuration data and methods. This lets the monitor code-base to remain independent of
the target machine specifics. To integrate third-party modules into the system,
EMERALD uses a standard interface specification for communication.
2.6.3 GrIDS (A Graph Based Intrusion Detection System for Large Networks)
GrIDS [23] is a graph based intrusion detection system. It collects data about
activity on computers and network traffic between them. It then creates tree- like activity
graphs from this information, which reveal the structure of network activity. The hosts
form the nodes of the graph, while the activities between them are represented as
branches between the nodes. The GrIDS components then add to the graph when the
activity propagates to other hosts. The GrIDS algorithm has defined thresholds for the
size of the graph, and when these thresholds are exceeded, an alarm is raised. If a graph is
not being modified, it expires after sometime and is deleted. The GrIDS system can also
implement organization policies. The main goal of the GrIDS system is to detect
widespread attacks and to do so in near real time.
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2.7 Recent Advances in Intrusion Detection
AAFID and EMERALD were frameworks that allowed intrusion detection
systems scale up to the domain and enterprise levels. There have been other significant
contributions to the field of intrusion detection that apply to specific components of
intrusion detection.
2.7.1 Mobile Agent Technology
In keeping with the move away from centralized systems, mobile agent
technologies for intrusion detection attempt to address the issues of having a single point
of failure, scalability, and re-configurability of the system.
SPARTA (Security Policy Adaptation Reinforced through Agents) [15] is one
such system. Each host on the system has a local event generator, a storage component,
and a mobile agent platform installed. This mobile agent platform is responsible for
moving the state and the code of the agents between different hosts and for providing an
execution environment for them. The system also provides protection against security
risks involved when utilizing mobile code. The SPARTA detection algorithm uses an
attack pattern language called EQL. Definition of attack patterns using EQL allows the
reduction of data transferred, while still retaining enough information for analysis.
Mobile agents locally select interesting information and only move parts of the data
across the network. For agent authentication, SPARTA uses a public key infrastructure.
IDA [3] is another mobile agent framework. IDA employs sensors on every host
to monitor system logs. When an intrusion is suspected, the manager devises a tracing
route and deploys a tracing agent to the hosts on that part of the network. When the
tracing agent arrives at a host, it activates an information-gathering agent. This
information gathering agent extracts information pertaining to the intrusion from the
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sensors. It then reports back to the manager. The tracing agent meanwhile jumps from
host to host trying to discover more about the intrusion independent of the manager.
Message boards are used on each host so that the agents on that host can exchange
information between each other. Bulletin boards are placed on the manager machine and
are used for integrating information reported by the mobile agents. The centralized
manager in the IDA system is one of its weaknesses, making it a single point of failure.
Helmer et al. [11] proposes an intrusion detection system based on the concept of
distributed knowledge networks and data warehousing techniques. Distributed knowledge
networks use agents for information retrieval and extraction, data transformation, and
knowledge discovery.
Data warehouse technologies are used for data and knowledge organization and
assimilation from heterogeneous physically distributed data and knowledge sources.
Figure 2.3 shows the architecture of the system. It consists of routers that read log files
and parse them. This data is provided to data cleaners which process the data into
homogeneous formats. Routers and the data cleaners have to be present at every host that
is monitored by the IDS.
Mobile agents that reside above the data cleaning agents perform intrusion
detection. These agents travel to each of their associated data cleaning agents and gather
information, classify data, and determine if suspicious activity is taking place.
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Figure 2.3 Architecture of the IDS [11]
Mediator agents at the top level, maintain the data warehouse by combining
knowledge and data from the lower layer of agents. The mediator applies data mining
algorithms to discover associations and patterns. The user interface helps to control the
mediators, monitor the status of mobile agents, and access data warehouse features.
2.7.2 Other Technologies in Intrusion Detection
Data mining techniques can be used to discover new patterns and attack
signatures. Audit data can be correlated to form association rules using an associationrules algorithm described in Lee and Stolfo [16]. These rules can then be merged with the
existing rule base. Lee also discusses a frequent episode algorithm that tries to find a set
of events that occur frequently within a sliding time window. This process of
computation of new rules should be an integral part of the intrusion detection process.

15
The challenge facing these data mining approaches is the huge amount of audit data that
is required to compute the profile rule sets. Lee proposes that the architecture should have
two separate agents. One is the learning agent, and the other is the detection agent. The
task of the learning agent is to compute very large amounts of data and generate rule sets.
The detection agent is a generic and extensible entity that can work with a given rule
syntax.
Kim and Bently [14] present a good analogy between the human immune system
and a network IDS. There are several key features of the human immune system
highlighted in this paper, that are applicable to a network IDS. It mentions the absence of
a central coordinator for sustaining the appropriate level of immune responses. Each
antibody set is unique and independent of the others. There is a gene library evolution
that retains only the best of the antibodies and eliminates inappropriate ones. The immune
system is also very lightweight. A vast number of antigens can be detected with a smaller
number of antibodies, information about known antigens is reused efficiently, and
numerous antibodies can be generated with a limited number of genes. Several
similarities can be drawn between this view of the human immune system and the
architecture proposed in this thesis.
With the demand for higher network performance, traditional shared networks are
being migrated to switched networks. The problem with switched networks is that the
IDS must be placed before the switch or must correlate information from separate IDS
sensors on the different output lines of the switch. The IDSs are also unable to keep up
with the pace of the switch when deployed in high performance networks. To address this
issue, Cisco Systems the worldwide leader in networking for the internet has come up
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with the Catalyst 6000 [7] switch series. These switches integrate the IDS functionality
directly into the switch itself. This provides real time intrusion detection and does not
affect the switch performance, as the IDS only looks at copies of the packets being
transferred. Furthermore the IDS module can be easily updated with the latest signatures.
Cisco also has the IDS 4210/4235/4250 line of network sensors that monitor traffic from
45Mbps to gigabit environments. They also have solutions for host sensors, router
sensors, and firewall sensors.
Intrusion detection systems and sensors have traditionally been developed mainly
for UNIX systems. These days, due to the popularity of Windows, solutions are being
developed for these systems too. Apap et al. [2] propose one such IDS that protects a
Windows host. The algorithm proposed in this paper detects attacks on the host machine
by looking for anomalous accesses to the Windows registry. The algorithm first defines a
model of normal registry behavior on a Windows host, and then uses this model to detect
abnormal registry access.
There have been some standardization efforts for intrusion detection event
reporting and rules. Eckmann [9] describes an implementation of a translator that
converts Snort rules to STATL scenarios. STATL is employed by NetSTAT [24] a
popular network based IDS.
The limitation of an IDS is not in its ability to accurately detect misuse, but in its
ability to suppress false alarms. Patton et al. [18] describe an alarming vulnerability
which he calls “squealing.” Squealing is a technique of false IDS excitation that will
render the IDS deaf to actual attacks. The hacker first attacks an IDS with a large number
of packets having well-known attack signatures. This will cause the IDS to report many
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false positives. The actual attack can then progress concealed within these false positives.
It can also render the system administrator to turn off the IDS components that produce
the false positives, thus letting the attack progress undetected once the sensor is turned
off. Squealing can also be used to alter statistical benchmarks used by anomaly detection
sensors especially during their training periods. Once the benchmarks are updated, the
actual attack can proceed without being detected as the excitation will be well below the
new thresholds.
2.8 Trends in Intrusion Detection
The trend in intrusion detection is to distribute and use more specialized sensors.
The result of this effort is hundreds of system components. All of these components
should have an infrastructure to support them. A distributed Intrusion Detection System
to support this many components is highly desirable.
There is a move to incorporate intrusion detection sensors into everyday
computing environments. Intrusion detection should no longer be an optional component;
it should be part of the operating system design. This will make tampering with the
Intrusion detection system itself more difficult and make the process more efficient.
Data mining techniques are now being employed into intrusion detection sensors
to catch previously unknown intrusions and to dynamically update sensor rules. Data
warehousing techniques are also being used to effectively manage the huge amount of
data being generated by the IDS.
For high performance networks, there is an effort to move intrusion detection into
the network hardware. Cisco’s Catalyst 6000 is an example of a switch with intrusion
detection built into the switch itself.
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Intrusion detection systems have evolved independently for far too long now.
There is a conscious effort by the Internet Engineering Task Force (IETF) to bring
different intrusion detection systems together by trying to standardize the message
exchange format and to define a generic event flow model for Intrusion Detection
Systems.
2.9 Summary
This chapter looked at several intrusion detection systems and also some of the
latest technologies in intrusion detection. There is a move towards implementing IDS
infrastructure to scale up to meet the needs of large networks. Some of the works involve
using mobile agents for intrusion detection. A lot of work is also being done to
standardize of IDS event/signature formats and to improve IDS sensor capabilities.

CHAPTER 3
ARCHITECTURE
This chapter discusses the architecture of the Distributed Intrusion Detection
System. This architecture is an extension of the Generic Intrusion Detection Model
(GIDEM) discussed in Gandre [10]. The chapter starts with an overview of the
architecture and then explains the individual components, the rule base, and the
distributed setup.
3.1 Base Architecture
The base architecture has the following basic components/modules:
•

A set of detectors

•

A set of interfaces for the detectors

•

Coordinator

•

Rule Base

•

Rule Base Parser

•

Response Server

•

A set of response agents

The modified GIDEM architecture for a single host in the distributed system is
illustrated below. The basic event flow mechanism is the same as was proposed in
Gandre [10]. However the interfaces between key components are much more simplified
in this thesis. These simplifications help to avoid distinguishing between the network and
host monitoring.
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Figure 3.1 Architecture of a single host IDS
This basic architecture is duplicated on every host that needs to be monitored in
the distributed system. For the single host IDS to scale up to a distributed system the
basic architecture is augmented with two more modules: the heartbeat and the
communicator. These modules allow the IDS on a host to communicate with neighboring
hosts and to monitor their neighboring IDSs.
3.1.1 Detectors
The detectors (D in Figure 3.1) are the sensors used by the IDS to detect and
monitor suspicious activity. They are implemented as autonomous software agents. An
autonomous agent as defined by Balasubramaniyan et al. [4] with respect to their AAFID
system is, a software entity that performs a certain security monitoring function at a host,
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runs continuously and autonomously in a particular environment, and is able to carry out
activities in a flexible and intelligent manner. We have drawn from this idea of
implementing sensors as autonomous agents and thus detectors in our system are also
used in such a manner. They are not required for the rest of the system to function. Hence
killing a detector does not hamper the IDS in any way other than rendering the IDS
incapable of monitoring the particular security function that the detector was observing.
Detectors report suspicious activity in the form of events to the coordinator. It is
not necessary for the detectors to report every event to the coordinator. The detector can
perform analysis and then report only select events to the coordinator. Reporting every
event helps in keeping the rest of the system knowledgeable, but at the same time,
increases message traffic and protocol load. The architecture gives us the ability to tune
or configure the interface of the detectors and thus decide what kinds of events are
reported by the detectors. This can also be controlled by specific response agents that
may react to excessive messages from a detector and consequently rewrite the
detector/interface configuration files, to make them stop sending those particular
messages.
3.1.2 Interfaces
The interfaces (I in Figure 3.1) are small software wrappers that help the IDS
understand the detectors. They were introduced in AAFID [4], as a means of integrating
detectors into the AAFID system. Interfaces translate the events reported by the detector
into the common Event Reporting Language that is used by the rest of the IDS. An
interface is necessary only for third party Detectors. They can be directly programmed
into the ones that are developed in-house. The use of interfaces helps to integrate any
detector into the IDS. It can also be used to integrate entire third-party IDSs into the
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system. This has been done for Snort [20], which is a freely available Intrusion Detection
System.
3.1.3 Coordinator
The coordinator is the controller of the IDS. All events that are reported by the
detectors go through the coordinator. Responses that are sent by the rule base are also
routed through the coordinator. There are several advantages of having all traffic go
through the coordinator. Logging of messages can be done at one point in the system. An
extension of logging is maintaining the state of the system. This also can be done at the
coordinator, with backups of the log files being taken at regular intervals. Another
advantage is that event priorities can be assigned in the case that the IDS is swamped
with events. The coordinator can then decide on an order of events that are sent to the
rule base parser. The same advantages apply to the responses being sent by the rule base
parser to the response server via the coordinator.
3.1.4 Rule Base
The rule base is a database that has policy decisions for events reported by the
detectors. The decisions are responses that are enacted using response agents. The rule
base is where the entire intelligence of the system is present. The remaining system
modules can be lightweight. These modules can then be effectively grouped and triggered
by the rule definitions. With the onus of intelligence on the rule base, the system can
evolve over time, by slowly developing a very rich rule set. The rules can also be used to
implement security and system behavior policies very effectively. The rule syntax is
defined in Section 3.4.
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3.1.5 Rule Base Parser
The rule base parser does the job of matching the events sent by the coordinator to
the rules in the rule base. By having the coordinator handle event priorities, the job of the
rule base parser is simplified. After matching the rules to the events, it reconstructs the
action mentioned in the rule by substituting parameters into the action wherever
necessary. The rule base parser then sends the events back to the coordinator, so that they
can be sent in turn to the response server.
3.1.6 Response Server
The response server handles the triggering of actions that are sent by the
coordinator. Some of the actions involve, sending parameters to already running response
agents. In other cases, the response agents may not be running and have to be initialized
by the response server. For simple tasks such as operating system shell commands, the
response server may itself execute the actions without calls to particular response agents.
The response server provides a good way of coordinating and controlling the response
agents on the system. Ensuring that the response agents are authentic, and modification of
their configuration files can all be done through the response server.
3.1.7 Response Agents
The response agents help the response server to execute a particular action. Each
response agent handles only a specific action or set of actions. This helps to keep the
response agents small and effective. Response agents can be made to email the
administrator about an event, rewrite the configuration rules of the detectors, or start and
stop detectors to prepare for a possible attack.
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3.2 Extended Architecture
For the GIDEM architecture to scale up to a fully distributed model, two new
components have been added:
•

The Communicator

•

The Heartbeat

These components are illustrated in the modified architecture diagram (Figure
3.2). The Communicator handles all inter-host communication, while the Heartbeat
ensures that the IDS is alive on a particular host of the network. In a distributed system,
the extended GIDEM architecture is replicated on most if not all hosts of the network.
The components of the IDS that are not detectors, interfaces, or response agents are
required by the IDS for basic functionality. These components are shown in grey. Each
IDS will have its own detectors/response agents. These detectors/response agents need
not be the same on every installation of the IDS.
As the core IDS modules are simple, they have a very low memory and processor
footprint. Hence installing these on every host of the system will not affect system
performance. Processing power is mainly used by the detectors and analysis components.
These are not required on every host. For hosts that cannot afford running detectors,
detectors residing on other hosts can do the monitoring for them. This flexibility lets the
system be modeled differently, depending on the resources available. Thus the system
can thus be configured according to needs, avoiding unnecessary installations. If a
detector is performing remote monitoring however, it may not be very effective, as it
does not have complete access to the system, and there could be substantial delay.
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Figure 3.2 Extended Architecture
If a denial of service attack is being carried out against a host, then the host will
not be able to respond to external detector probes. Similarly, this may hinder responses to
attacks. It may be more advantageous in this case to simply run a copy of the IDS on that
host and have the IDS download response agents/detectors to the host and run them on
the fly.
3.2.1 Communicator
The communicator is a special module that handles all of the communication
between the hosts of the network. The communicator acts both as a response agent and as
a detector. If the rules in the rule base demand that a message be sent out to a remote host
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for further analysis, or if a remote detector/response agent needs to be activated, these are
sent to the communicator first.
As part of the parameter list that the communicator receives, the remote IP
address is also passed. The communicator then sends the message to the remote
communicator on that IP address. It acts as a response agent in this case.
Messages received by the local communicator (from other remote IDSs) are
reported as events to the local coordinator. The message in turn gets sent to the rule base
parser and is processed as a normal event. Hence the communicator behaves as a detector
in this case. This entire communication mechanism is shown in Figure 3.3. The sequence
of messages is numbered in the figure.
By isolating inter-host communication to this one module, we can add onto the
communication mechanism easily. Adding security for communications between hosts
was made possible due to this. Another feature that can be added easily is concatenation
different short messages into one message before they are sent out.
3.2.2 Heartbeat
The heartbeat is a special agent that is responsible for sending out periodic “alive”
messages to the coordinator on the neighboring IDS. It also checks for the same messages
being sent by the heartbeat agents of its neighbors. This lets the neighboring IDS know
that another IDS is alive. If the message is not sent in a timely manner, the neighboring
IDS generates an alert message. This alert message can be used to trigger an automatic
restart of the local IDS or response agents that scan the local host for intrusions. The
heartbeat implements the “Godfather-Child Policy” that is discussed in Section 3.3.
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Figure 3.3 Inter-Host Communication
The heartbeat also acts as the timing agent of the system. It can be easily
configured to send out periodic messages for events that are supposed to occur at certain
intervals. One example is the request for knowledge (events occurring on other hosts).
Certain special hosts on the network that are called knowledge stores use this message to
trigger a knowledge request event that results in event digests being downloaded from
neighboring knowledge stores. Another example would be a periodic self-check message.
This can be used to fire of a response agent that performs integrity checks on the IDS
itself. Periodic log file backups can also be triggered by the heartbeat. Hence, the
heartbeat can be compared to the cron daemon on UNIX systems [17].
3.3 Division into Cells
The previous section described the extended GIDEM architecture and mentioned
that it is advantageous to install the core modules on every host of the system. This
section describes a way to arrange the distributed IDS system into cells, for improving
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IDS cooperation and ensuring survivability. The cellular architecture arrangement is
shown in Figure 3.4.
3.3.1 Determining Cell Members
There is no hard and fast rule that helps to determine cell members. There are
however two goals that give us a direction on how to select the hosts that form a cell.
•

It is necessary that if someone wants to bring the distributed IDS down then, the
attack should not be allowed to proceed in any ordered manner. Any attack on the
IDS should be felt on the whole system. If someone goes about killing the IDS on
hosts, then the whole system should be able to “feel” it and react to it.

•

The neighbors in a cell should be able to cooperate with each other for detecting
attacks and taking appropriate response actions.
The key to achieving the first goal is to avoid isolation of hosts or cells in the

system. This forces the attack to proceed on a distributed scale – killing the IDS instances
almost simultaneously on all the hosts on the system (which is virtually impossible).
Figure 3.5 shows an isolated cell.
The IDSs on this cell can be easily killed without the rest of the system knowing
about the attack, as there is no interaction between it and the rest of the system. It is also
important to select a good mixture of near and far hosts. This helps to take care of the
situation wherein a distributed attack is carried out on a set of hosts that are physically
close to each other.
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Figure 3.4 Cellular Architecture
Having a mixture of near and far hosts implies that the messages sent between cell
members now go over several network segments before reaching their destination. This
may not be desirable in case the IDSes are configured to report a large number of events
to each other, and if the messages pass through routers with heavy traffic.
Achieving the second goal implies that a functional grouping must be performed.
For example, a set of web servers can be grouped together. They can have specialized
detectors and response agents running on them. It would make more sense for them to
cooperate with each other, as they would experience similar kinds of attacks. Hence
deciding which hosts form neighbors is a tradeoff among survivability, message traffic,
and relevance of grouping.
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Figure 3.5 Isolated Cells
3.3.2 Godfather-Child Policy
Every host selects one of its neighbors as its godfather. Whenever the IDS on the
host dies it is the godfather’s responsibility to bring it back to life. To tell the godfather
that it is awake, the host periodically sends out “alive” messages to the godfather. The
godfather expects to receive these messages at regular intervals. In case it does not
receive the “alive” message the godfather will timeout. After timing out, it will try to
bring the host back to life, and raise an alert with its local coordinator. The godfather –
child policy is implemented by the heartbeat module of the EGIDEM architecture.
There are a few rules for selecting the godfather for a host.
•

If A is the godfather of B then B cannot be the godfather of A.

•

Small cycles of godfathers should be avoided as far as possible. A cycle is
desirable in case it spans the whole network. This measure helps to make sure
that bringing down a select set of IDSs at a time does not proceed without an
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alert being triggered.
•

There can be only one godfather for a particular host. This avoids contention
between godfathers in case a child is down. If more godfathers for a host, are
required to improve security, then an appropriate protocol has to be
implemented to handle contention.

•

There can be multiple children for a godfather.

•

A hierarchical arrangement of godfathers should be avoided. A hierarchical
arrangement of godfathers would let an attack proceed in an ordered manner,
by starting at the hierarchical top of the system and then moving down
through the children.

The EGIDEM architecture consists of a cell configuration file. This file
determines which hosts on the network are parts of the same cell. It also marks the host
that is the godfather of the current host, and the host(s) that are the children of the current
host.
The message format in the original GIDEM Architecture used the carat sign for
parameter separation. The Extended Architecture message format uses spaces for the
same.
3.4 Rule Syntax
A rule is a mapping between the events reported by intrusion detection sensors
and actions that need to be taken when those events are reported. Actions can be as
simple as mailing the system administrator, or may be more complicated, in which
several agents are fired to further monitor the system, or launch a response. The Extended
GIDEM architecture supports dynamic rule base modifications, in which the actions can
specify updating the rule base with rules from remote hosts. The rule syntax for the
Extended GIDEM Architecture is the same as the original rule syntax described in
Gandre [10].
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The rules follow the Event-Condition-Action model (ECA). The event is specified
by a set of name-value pairs. These name-value pairs are reported by the sensors of the
system. The condition checks these name-value pairs against predefined values in the
rule, and if satisfied, it triggers the corresponding actions. All events can be successfully
reduced to name-value pairs. Hence the ECA model provides the best way for reacting to
sensor events.
The advantages of the ECA model as highlighted in Gandre [10] are that the
representation is simple yet efficient, the rules are simple to create, and there is more
control over the response due to the presence of conditions.
Agents in the IDS report events in the following format (Gandre [10]):
BEGIN pid host key agent_name tag event_type event_subtype name_1 value_1
name_2 value_2 … END;
The pid is the process id of the agent reporting the event. The host is the host on
which the agent resides. The key is an element used by the agent for communication
purposes. The agent_name is the name of the agent reporting the event. The event_type
and event_subtype define the kind of event being reported. Following the
event_subtype is the name-value pair list. All event parameters are passed in this list. In
case there are more classifications of the kind of event, they can also be passed as namevalue pairs.
The rule for such an event in the rule base will have the following format:
ON;
pid ‘host’ ‘detector name’ ‘event type’ ‘event subtype’
CONDITION;
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if (‘boolean expression’);
ACTION;
begin;
action 1;
action 2;
…
end;
END;
The boolean expression compares the name-value pairs against defined
thresholds. The expressions use normal relational operators for comparison. For
simplicity in parsing, these relational operators have been replaced by equivalent
keywords. For example “gt” replaces the greater than comparison operator. Simple
expressions can be combined to form more complex expressions with the help of the
“and” and “or” operators. If the condition is satisfied, then the list of actions is fired.
There can be multiple actions for a given rule.
This rule format and the corresponding event reporting syntax, provides a simple
but powerful way of expressing response actions to given events.
3.5 Analysis of EGIDEM Architecture
The EGIDEM architecture meets most of the requirements of an IDS for large
networks. The desirable characteristics of an IDS as listed in Balasubramaniyan et al. [4]
are as follows.
1. It must run continually with minimal supervision. This is the case with our architecture.
2. It must be fault tolerant in the sense that it must be able to recover from system crashes
and re-initializations. This has been implemented. The heartbeat signals are one of the
mechanisms of detecting an IDS crash on another host. In response to a crash, the IDS

34
on another host can restart the IDS. Furthermore, the crash of an IDS on a host, does
not affect the functioning of the IDSs on neighboring hosts
3. It must resist subversion. It must be able to monitor itself. While this has not been
implemented currently. It will not be difficult to have a detector periodically match the
IDS code against a one way hash stored in a secure location and raise an error when a
discrepancy is found.
4. It must impose minimal overhead on the system where it is running. Our system allows
for this by making the core IDS components lightweight. Processing power is required
mainly by the detectors and response agents. The architecture does not require the
presence of all detectors and response agents. Hence the system can be tailored
according to needs.
5. It must be able to be configured according to the security policies of the system. This is
not currently implemented, as there is no way for security policies to be transformed
into rules that can be used by the IDS.
6. It must be able to adapt to changes in system and user behavior over time. The
knowledge sharing mechanism allows for data and information about attacks and new
signatures to be propagated to the whole system.
7. It must be able to scale to monitor a large number of hosts. This is done easily with the
EGIDEM architecture.
8. It must provide a graceful degradation of service. Bringing the IDS down on one
system does not affect the rest of the system. Also the detectors and response agents
can be easily turned on or off without affecting the rest of the IDS.
9. It must allow dynamic reconfiguration. The core IDS components have configuration
files that can be changed while the IDS is running. The IDS components periodically
scan these files for changes and accordingly adjust themselves. As far as the detectors
are concerned, by building interfaces for them, we can have complete control over the
detector functionality.
3.6 Summary
This chapter describes the EGIDEM architecture. It shows how the model can be
scaled to a distributed system. It explains the reasons for the EGIDEM design decisions.
It also compares our system against the general requirements for an IDS.

CHAPTER 4
KNOWLEDGE SHARING
In the previous chapter we took a look at the distributed architecture for the IDS.
This chapter presents a brief overview of the techniques for sharing information gathered
at the various IDSs. The design and implementation of this information sharing model is
explained in detail in Chengalvarayan [6].
4.1 Design of Knowledge Sharing Mechanism
Every cell in the distributed system has a dedicated host called the Knowledge
Store. This host logs all events reported by detectors in its cell. Knowledge stores in
different cells form cells between themselves and transfer information about cell
activities between themselves. Thus the events happening in one cell are propagated to all
other cells in the system.
By this sharing of information the IDSs on different cells learn about how to react
to attacks. They do this by dynamically updating their rule base with the rules of the host
that experienced the attack. Thus they know what agents to execute in response to a new
attack. By propagating information on attacks to other parts of the network, it is possible
to analyze network activity on a global scale. This scheme also prevents information
about an attack from being lost.
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Figure 4.1 Information Flow in the Knowledge Store Architecture [6]
In case the IDS on a particular host is killed, another IDS can take over the host
and retain the same state, by looking at the most recent events that were reported by that
host to the knowledge store. Even if the knowledge store is attacked, the other stores in
the network can contribute to the recovery process, with the information that they have
about that cell.
This design also allows for new rules to be propagated to all hosts of the network.
Thus it is easier to update the rule base on each IDS. In addition to this, knowledge stores
can be queried for more information about an attack, by detectors and response agents.
This allows for specialized sensors to formulate new patterns of attacks, by looking at
events in different cells. Another good feature that arises from this design is that IDSs in
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remote parts of the network can learn about new attacks and prepare themselves by
turning on their sensors and updating their rule base to handle the attack.
To support information sharing, the architecture was augmented with two agents
called the Knowledge Request (KR) agent and the Request Service (RS) agent. These
agents are present on each knowledge store. The Heartbeat agent sends out periodic
events to the coordinator that trigger the KR agent. The KR agent then sends out a query
to the remote knowledge store. On the remote knowledge store, the RS agent responds to
this query by sending the appropriate matching events from its database to the requester
agent. The KR agent then updates the local database with the events that are sent.
As mentioned in Chapter 2, IDSs generate a huge amount of information. In our
design, the events reported by one cell get transferred on the network segment on which
the cell members reside. Having all of this information present on a common database for
every 5 – 10 hosts that form a cell will not cause much of a performance hit. But
propagating it to all other hosts in the network is definitely a waste of network
bandwidth. It will also allow a rather simple denial of service attack to be carried out on
networks that our IDS protects. All the attacker would have to do is to excite one of the
IDS hosts. The excessive overhead of event propagation will render the rest of the system
to useless.
Hence we decided to send only a digest of the events reported to other knowledge
stores. This digest is a mere fraction of the events present on the knowledge store. In case
a particular cell member on a remote cell needs to know more about an attack, it can
query the local knowledge store directly for more information. This can either be done
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using the KR and RS agents discussed above or directly by the detector that needs the
information.
4.2 Summary
This chapter presents the design of an information sharing mechanism between
the IDSs in our distributed architecture. We saw that information transfer is done using
two special agents designed for this purpose. This is a periodic event triggered by the
Heartbeat agent. We also transfer only a digest of the events on each information request
to improve performance.

CHAPTER 5
CONCLUSION AND FUTURE WORK
This thesis proposes an architecture for distributed intrusion detection. It extends
the Generic Intrusion Detection Model (GIDEM) architecture to scale up to a distributed
setting. The extended architecture addresses a number of issues faced in today’s intrusion
detection systems when applied across a large network with hundreds of hosts. This
architecture has been implemented in PERL. However, the implementation still has room
for the following improvements:
1. Security is required for the communication mechanism between hosts.
2. There must be a technique for authenticating detectors and system
components to each other. This should be practical enough to be applied to a
distributed system.
3. The system needs a network management tool in the form of a Graphical User
Interface for the administrator to effectively manage the IDS.
4. We also require state management for the IDS on different hosts, so that they
can start from where they were before the attack.
5. A graphical interface to show system activity and alerts will also be a good
addition.
6. The latest detectors have to be integrated into the system.
7. The rule base can be modified to support the Common Intrusion Detection
Format (CIDF), so that the EGIDEM system can follow current system
standards.
8. Mobile agents infrastructure can be built in to improve efficiency where
having the IDS present on every host is not feasible.
The above improvements will let the EGIDEM implementation to be used in a
practical scenario. Once these improvements are implemented, we can create a
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distribution package and have it tested on larger networks. This thesis has attempted to
contribute to standardizing IDS technology and building a framework for easy integration
of newer technologies.
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