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Our work develops theoretical principles and optimization models for ensuring

robustness in networked and financial systems. Robustness is an important characteristic

of complex systems arising in diverse fields. In many cases, robustness can be

interpreted as the ability of the system to preserve integrity when it faces natural or

man-made disruptions. In addition, from mathematical modeling prospective, robustness

can be viewed as the ability of a model to remain valid under varying assumptions,

parameters and initial conditions.

In the first part of this work we consider robustness issues in complex networked

systems, which are crucial in a variety of applications. In many situations, one of the

key robustness requirements is the connectivity between each pair of nodes through a

path that is short enough, which makes a network cluster more robust with respect to

potential network component disruptions. Several new compact linear 0-1 programming

models for identifying such network clusters (referred to as k-clubs) are developed in

this work. Moreover, we introduce a new related concept referred to as R-robust k-club,

which naturally arises from the aforementioned formulations and extends the standard

definition of a k-club by explicitly requiring that there must be at least R distinct paths of

length at most k between all pairs of nodes.
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As a natural extension of the work mentioned above, we develop optimal network

design and enhancement strategies that can provably provide certain robustness and

attack tolerance characteristics. In the definitions of attack tolerance used in this study,

it is generally required that a network has a guaranteed ability to maintain not only

the overall connectivity, but also specific (more restrictive) connectivity properties (in

particular, small diameter) after multiple failures of network components (nodes and/or

edges), regardless of whether these failures are random or targeted. Attack tolerance

properties of known “robust” network configurations are also investigated in this study. In

certain special cases, the aforementioned concept of R-robust k-club has been proved

to be optimal in terms of both attack tolerance and construction costs.

We also consider another type of robust network clusters that is based on

relaxing the requirement on edge density (i.e., the ratio of the number of edges in

the cluster to the maximum possible number of edges). These clusters are referred to

as quasi-cliques. We obtain several important results in this context, including the most

compact known linear mixed-integer formulation for the maximum quasi-clique problem.

Moreover, we analyze the asymptotic behavior of these clusters in uniform random

graphs and derive explicit analytical formulas that characterize the size of the maximum

quasi-cliques in a graph depending on its parameters. We also prove that there exists

an abrupt jump (first-order phase transition) of the order of magnitude of the maximum

quasi-clique, which to our knowledge is the first mathematically rigorous proof of such

behavior.

From another perspective, we also consider the problems of optimal choice of

“robust” clusters in financial systems. Particularly, we analyze the problem of finding

optimal Collateralized Debt Obligations (CDO) from a pool of different assets. In this

context, the optimal choice of these clusters (CDOs) is considered to be robust if it does

not significantly change under different model assumptions. We consider a synthetic

CDO with the goal to build a maximally profitable CDO. In addition to “standard” CDOs,
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so called “step-up” CDOs are also investigated. The performed case study is based on

the time to default scenarios for obligors (instruments) generated by Standard & Poors

CDO Evaluator R⃝. It shows that step-up CDOs can save about 25%-35% of tranche

spread payments (i.e., profitability of CDOs can be boosted about 25%-35%). Several

optimization models are developed from the bank originator prospective. Moreover, we

introduce the “entropy” approach for pricing CDOs. Numerical experiments show that

the model is robust to the choice of different model parameters.
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CHAPTER 1
INTRODUCTION

The main objective of our study is to develop models for ensuring robustness in

networked and financial systems. Large-scale complex networks play a crucial role in a

great variety of areas nowadays. Although a significant amount of work has been done

on studying structural properties of networks in terms of their connectivity, the research

on various characteristics of complex networks is far from complete. In addition to the

large-scale and complex nature of networks, one often needs to deal with uncertain

potential disruptions that can interfere with the operation of a networked system.

These issues can be caused by a variety of factors, including man-made and natural

disruptions, which may result in failures of components (nodes and/or edges) in the

network.

A natural approach to take into account potential multiple network component

failures is to consider robust network clusters that ensure a sufficient degree of

“robust connectivity” between nodes. The conventional definition of connectivity

(e.g., the existence of a path between every two nodes) may not provide the required

robustness characteristics, since a long path between a pair of nodes can make the

connection vulnerable, especially if every node and/or edge in the path can potentially

fail. In this context, the shorter the path between every pair of nodes is, the more

“robust” the corresponding network structure becomes (although special cases of

“vulnerable” networks with short connectivity paths can still be constructed). However,

the robustness characteristics can be substantially improved if there are multiple distinct

paths between every pair of nodes. This would ensure that a network cluster stays

connected even if some nodes and/or edges are deleted from the network.

Clearly, a clique is a very robust network structure in the aforementioned context,

since every two nodes in a clique are directly connected by an edge. It is easy to see

that the deletion of any number of nodes from a clique would not violate the clique
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structure of the remaining nodes. Moreover, a clique with n nodes is guaranteed to

remain a connected network if at most n − 2 edges are randomly deleted.

There has been a lot of work related to various aspects of finding large cliques in

networks (for an extensive review of the maximum clique problem see [6]). However, in

most practical situations, cliques are overly restrictive structures, since it is challenging

to construct a network with all the possible connections in the presence of obstacles

and other limitations in real-life situations. Therefore, several concepts referred to as

clique relaxations have been introduced. The main idea behind these concepts is to

“relax” certain properties of a clique while still maintaining sufficient connectivity and

robustness characteristics of the obtained network structures. Note that in many cases

the maximum size of these clique relaxations is substantially larger than the maximum

size of cliques in the same network, which provides a significant advantage in situations

when large robust clusters need to be identified.

The ideas for these clique relaxations originally come from the study of social

networks; however, these definitions can be utilized in a variety of other application

areas, such as communication/information exchange networks, energy networks, etc.

There are three main directions for possible relaxations of the clique definition:

1. Density-based relaxations – relaxing the requirement for the edge density of a
clique to be 1: quasi-cliques (γ - dense subgraphs, γ - cliques) [1];

2. Degree-based relaxations – relaxing the requirement for the degree of each node
in a clique of size n to be n − 1: k-plexes [11];

3. Path (diameter)-based relaxations – relaxing the requirement for the length of
the path between any two nodes in a clique to be 1: k-cliques [9] and k-clubs [10].

A quasi-clique (also referred to as a γ-dense subgraph, or γ - clique) is a subgraph

that has the edge density of at least γ, where γ ∈ (0, 1]. Clearly, a quasi-clique becomes

a clique if γ = 1. A k-plex is a subgraph in which the degree of each node is at least

n − k (assuming that n is the number of nodes in this subgraph). A k-clique is a

subgraph where the length of the path between any two nodes is at most k (note that
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in this definition other nodes in this path are not required to belong to the k-clique),

whereas a k-club is a subgraph that has a diameter of at most k (in this definition for any

pair of nodes in k-club there exists at least one path of length at most k such that all the

nodes in this path belong to this k-club). Obviously, for k = 1, a k-plex, a k-clique or a

k-club would also be a clique.

Although these definitions are rather straightforward and intuitively clear, mathematically

rigorous studies on related optimization aspects (e.g., mathematical programming

formulations for finding the largest clique relaxations in graphs) have started to appear

only within the past few years. The compact linear mixed-integer formulation for the

maximum quasi-clique problem with O(n) variables and constraints has been developed

in this work. The maximum k-plex problem has been addressed by [4], where they

provide the most compact formulation with n variables and constraints.

A substantial part of our work concentrates on the third type of clique relaxations

mentioned above and develops new compact formulations for the maximum k-club

problem. Due to the above considerations, a k-club can be viewed as a “tighter”

structure than a k-clique; therefore, it is more applicable for connectivity and clustering

problems on networks where robustness issues play an important role. For instance,

in the context of real-life sparse networks (e.g., communication networks), identifying

the maximum k-club would mean identifying the largest possible cluster in a network

that can serve as a system of communication “hubs” that are connected and have

short transmission paths between each other. In many other applications (e.g.,

network-based data mining), maximal k-clubs would denote large tightly connected

clusters. We describe the new compact formulations of the maximum k-club problem.

As an alternative to the approach of directly formulating the linear 0-1 problem with

O(nk) entities used by [17] and [3], our approach is based on formulating a preliminary

non-linear 0-1 problem for finding the maximum k-club, and then utilizing the structure of

the problem to formulate it as a linear 0-1 problem with O(kn2) entities. We also define
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the new concept of an R-robust k-club, which naturally arises from the developed k-club

formulation and provides an additional degree of robustness for the considered network

clusters. In addition, we consider an important special case of an R-robust 2-club and

demonstrate its attractive properties of error and attack tolerance.

We also develop and analyze optimal attack-tolerant network design and enhancement

strategies that can provably provide certain robustness characteristics. In the definitions

of attack tolerance used in this work, we generally require that a network has a

guaranteed ability to maintain not only the overall connectivity, but also specific (more

restrictive) connectivity properties (in particular, small diameter: d(G) ≤ k) after

multiple failures of network components (nodes and/or edges), regardless of whether

these failures are random or targeted. This property is referred to as “strong” attack

tolerance, whereas the property of a network to maintain just the regular connectivity

after node/edge failures (with no explicit restriction on the diameter) is referred to as

“weak” attack tolerance. Although optimal design of a network with a small diameter (in

particular, diameter 2) is a well-studied problem, the obtained network configurations

often do not have any guaranteed attack tolerance characteristics. We investigate attack

tolerance properties of known “robust” network configurations (e.g., clique relaxations),

as well as prove necessary and sufficient conditions for guaranteed “weak” and “strong”

attack tolerance properties for networks of diameter 2. We demonstrate that the recently

introduced concept of an R-robust 2-club is the only network configuration that is

guaranteed to have a strong attack tolerance property (i.e., maintain both connectivity

and diameter 2) after any R − 1 edges are deleted. Furthermore, we demonstrate that

if all edges have the same construction cost, the problem of optimal R-robust 2-club

network design has an exact analytical solution that requires O(Rn) constructed edges,

which makes this configuration asymptotically as cost-efficient as a regular sparse

connected network. We also present linear 0-1 formulations for related network design

and enhancement problems with different edge construction costs, which are NP-hard
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in the general case. Illustrative examples are provided to demonstrate the introduced

concepts and results.

We also investigate the asymptotic behavior of density-based clique relaxations

(quasi-cliques) in uniform random graphs G(n, p) (i.e, every edge in the graph with n

vertices exists with probability p). We derive explicit analytical formulas that characterize

the size of the maximum quasi-clique in a graph depending on its parameters. The

asymptotic behavior of the maximum clique size in the uniform random graph has been

extensively studied in [43], [42]. We show that as γ (quasi-clique parameter) approaches

1, as quasi-clique becomes clique, the analytical formula for the maximum γ-clique size

reduces to the results obtained in [43], [42]. Therefore, our findings might be viewed

as a generalization of the previously obtained results. We also prove that there exists

an abrupt jump (first-order phase transition) of the order of magnitude of the maximum

quasi-clique, which to our knowledge is the first mathematically rigorous proof of such

behavior. Although, the derived formulas are valid for the asymptotic behavior of the

maximum γ-clique size in the uniform random graphs, meaning that n should be very

large, the computational experiments show that for certain ranges of p and γ these

formulas are rather precise even for n = 100.

From another perspective, we also consider robust modeling issues in financial

systems. Particularly, we focus on CDO pricing and structuring (clustering) models.

A so-called “implied copula” CDO pricing model is considered for calibrating obligor

hazard rates. To find the probability distribution of the hazard rates, Hull and White in

[27] suggested minimizing the sum of deviations from no-arbitrage equations and a

smoothing term. We propose an alternative “entropy approach” to the implied copula

model. The distribution is found by maximizing entropy with no-arbitrage constraints

based on bid and ask prices of CDO tranches. To reduce the noise, a new class of

distributions is introduced, so-called “CCC distributions”. A case study shows that the
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entropy approach has a robust performance, while the Hull and White model is sensitive

to the smoothing coefficient and the number of hazard rates on the grid.

The objective of CDO structuring model is to help a bank originator to build a

maximally profitable CDO. We consider an optimization framework of structuring CDOs.

In addition to “standard” CDOs we study so called “step-up” CDOs. In a standard CDO

contract the attachment/detachments points are constant over the life of CDO. In a

step-up CDO the attachment/detachment points may change over time. We show that

step-up CDOs can save about 25%-35% of tranche spread payments (i.e., profitability

of CDOs can be boosted about 25%-35%). Several optimization models are developed

from the bank originator prospective. We consider a synthetic CDO where the goal is

to minimize payments for the credit risk protection (premium leg) while maintaining a

specific credit rating (assuring the credit spread) of each tranche and maintaining the

total incoming CDS spread payments. The case study is based on the time to default

scenarios for obligors (instruments) generated by Standard & Poors CDO Evaluator R⃝

[30].
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CHAPTER 2
LARGE ROBUST NETWORK CLUSTERS IDENTIFICATION

Among possible generalizations (or, relaxations) of a clique, a k-club is a diameter-based

relaxation, specifically, a k-club is a subset of vertices S ⊆ V such that the diameter of

induced subgraph G(S) is at most k . The maximum k-club problem is computationally

challenging, and the decision version of this problem has been shown to be NP-complete

[3].

The only previously known mathematical programming formulation for the general

case (k > 2) of the maximum k-club problem has been developed by [17] and [3].

For k > 2, this linear 0-1 formulation has significant drawbacks: it is rather extensive

and requires O(nk) entities; moreover, formulating the constraints requires explicit

enumeration of all possible paths of length at most k between all pairs of nodes. This

makes solving the maximum k-club problem using this formulation rather challenging

and in many cases computationally intractable even for small values of k (e.g., k =

4, 5, ...). Clearly, as k increases, the number of entities in this formulation would become

very large, as it becomes O(nn) if k = O(n).

Here, we present a new, substantially more compact, linear 0-1 formulation for the

maximum k-club problem, which requires O(kn2) entities. This value approaches

O(n3) if k = O(n); therefore, the presented formulation is much more efficient

in the general case. A significant advantage of this formulation is the fact that the

value of the parameter k does not substantially change the size and the structure

of the problem formulation. Approaches of linearizing non-linear 0-1 problems can

potentially be efficient for certain classes of problems (e.g., linearization techniques

for quadratic/polynomial 0-1 [7, 16, 20] and fractional 0-1 [24, 25] problems have been

addressed in the literature).

We also extend this formulation to require the existence of several distinct paths

between all pairs of nodes, what adds extra robustness and attack tolerance properties
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to the considered k-club structures. This consideration motivates us to introduce the

new definition of an R-robust k-club and to develop a compact linear integer formulation

for the maximum R-robust k-club problem.

2.1 Preliminary Formulations of Maximum 2, 3, k-club Problems

2.1.1 Maximum 2-club Problem Formulation

Denote by G = (V ,E) a simple undirected graph with the set of n vertices (nodes)

V = {1, ... , n} and the set of edges E . Let A = {aij}ni ,j=1 be the adjacency matrix of G .

This is an n × n 0-1 matrix, where an element aij = 1 if there is an edge (undirected

arc) between nodes i and j , and aij = 0 otherwise. Now, consider a problem of finding

a maximum 2-club in this graph. Suppose we pick some subgraph Gs , and we want to

check whether this subgraph is a 2-club. For these purposes we define x = (x1, ... , xn) to

be a 0-1 vector with xi = 1 if node i belongs to Gs , and xi = 0 otherwise. The subgraph

Gs is a 2-club if its diameter is at most 2. In other words, every pair of nodes (i , j) is

connected directly, or through some other node k . Such a connection of nodes (i , j) can

be easily formulated in terms of the constraint

aij +

n∑
k=1

aikakjxk ≥ xixj ,

which is equivalent to

aij +

n∑
k=1

aikakjxk ≥ xi + xj − 1 .

This is a linear constraint with 0-1 variables.

Thus, the problem of finding the maximum 2-club in the graph G can be formulated

as

max

n∑
i=1

xi

subject to

aij +

n∑
k=1

aikakjxk ≥ xi + xj − 1,
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xi ∈ {0, 1} ,

where i = 1, ... , n; j = i + 1, ... , n.

There are n(n − 1)/2 constraints in this formulation. Since aij is 0 or 1, there are

some unnecessary constraints, and we can proceed further to simplify and reduce the

set of constraints. Let δ(i) = {j : aij = 1} be a neighborhood of node i . Using this

definition, the problem formulation can be rewritten as

max

n∑
i=1

xi

subject to ∑
k∈δ(i)∩δ(j)

xk ≥ xi + xj − 1,

xi ∈ {0, 1} ,

where i = 1, ... , n; j = i + 1, ... , n; j /∈ δ(i).

Note that the number of constraints in this formulation depends on the edge density

of the graph G(V ,E).

2.1.2 Maximum 3-club Problem Formulation

Using the same logic as in the previous subsection, we can formulate the maximum

3-club problem as follows:

max

n∑
i=1

xi

subject to

aij +

n∑
k=1

aikakjxk +

n∑
k=1

n∑
m=1

aikakmamjxkxm ≥ xi + xj − 1 ,

xi ∈ {0, 1} ,

where i = 1, ... , n; j = i + 1, ... , n. This formulation can be also simplified using the

notation of neighborhood of node i (δ(i)) as presented in the previous subsection. This

might be useful for computational purposes, but for simplicity of understanding we keep

the formulations in the format above.
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This is the problem with a linear objective and quadratic constraints. In a standard

and straightforward linearization approach (a more efficient alternative to this approach

is proposed later), one can introduce new variables wij to linearize this problem as

follows. Define wij = xixj . Note that n(n − 1)/2 − n variables wij are needed since

wij = wji , and wii is needless, but, for simplicity we further say, that we need O(n2)

variables since we are interested in the order of number of variables. The constraint

wij = xixj is equivalent to

wij ≤ xi ,

wij ≤ xj ,

wij ≥ xi + xj − 1 .

Now, the maximum 3-club problem can be represented as the following linear 0-1

problem:

max

n∑
i=1

xi

subject to

aij +

n∑
k=1

aikakjxk +

n∑
k=1

n∑
m=1

aikakmamjwkm ≥ xi + xj − 1 ,

wij ≤ xi ,

wij ≤ xj ,

wij ≥ xi + xj − 1 ,

xi ,wij ∈ {0, 1} ,

where i = 1, ... , n; j = i + 1, ... , n. This formulation is linear and contains O(n2) 0-1

variables and O(n2) constraints.

2.1.3 Maximum k-club Problem Formulation

Using the preliminary formulations for the above special cases, we formulate the

general case of the maximum k-club problem. Using the similar logic and notations as

above, the maximum k-club problem can be represented as

23



max

n∑
i=1

xi

subject to

aij +

n∑
k=1

aikakjxk +

n∑
k=1

n∑
m=1

aikakmamjxkxm +

n∑
k=1

n∑
m=1

n∑
t=1

aikakmamtatjxkxmxt + ...

+

n∑
i1=1

n∑
i2=1

· · ·
n∑

ik−2=1

n∑
ik−1=1

aii1ai1i2 ... aik−2ik−1aik−1jxi1 ... xik−1 ≥ xi + xj − 1 ,

xi ∈ {0, 1} ,

where i = 1, ... , n; j = i + 1, ... , n.

This formulation can be also linearized and simplified using the same standard

approaches as above, and the resulting linear formulation will have O(nk−1) variables

and constraints. However, in the next section, we show that the size of this formulation

can be substantially reduced by applying a more efficient linearization technique that

employs the special structure of k-clubs.

2.2 Compact Linear Integer Programming Formulation of the Maximum k-club
Problem

In this section, we describe how to linearize the maximum k-club problem in order

to obtain a more compact formulation. The idea of this linearization is to define new

variables w (l)ij (i , j = 1, ... , n; l = 2, ... , k), which represent the number of distinct paths

of distance l from node i to j in the subgraph Gs(x) defined by vector x = (x1, ... , xn). If

node i or j does not belong to Gs(x), then w (l)ij = 0. Note that w (l)ij = w
(l)
ji . Thus, there are

only n + kn(n − 1)/2 variables in the problem formulation. We show that there are also

O((k − 1)n2) constraints.

For l = 2 we can write

w
(2)
ij = xixj

n∑
k=1

aikakjxk .
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The above constraint incorporates the additional variables w (2)ij . Noting that w (2)ij ≤

n, we can linearize it as follows:

w
(2)
ij ≤

n∑
k=1

aikakjxk + n(2− xi − xj) ,

w
(2)
ij ≥

n∑
k=1

aikakjxk − n(2− xi − xj) ,

w
(2)
ij ≤ nxi ,

w
(2)
ij ≥ −nxi ,

w
(2)
ij ≤ nxj ,

w
(2)
ij ≥ −nxj .

For this linearization we need 3n(n − 1) additional constraints. Note that other

additional variables w (l)ij can be found recursively, since

w
(l)
ij = xi

n∑
k=1

w
(l−1)
kj aik .

Similarly, using the fact that w (l)ij ≤ nl−1 we can linearize it as

w
(l)
ij ≤

n∑
k=1

w
(l−1)
kj aik + n

l−1(1− xi) ,

w
(l)
ij ≥

n∑
k=1

w
(l−1)
kj aik − nl−1(1− xi) ,

w
(l)
ij ≤ nl−1xi ,

w
(l)
ij ≥ −nl−1xi .

Putting all these constraints together, the maximum k-club problem can be

formulated as

max

n∑
i=1

xi
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subject to
k∑
l=2

w
(l)
ij ≥ xi + xj − 1, i = 1, ... , n, j /∈ δ(i) ,

w
(2)
ij ≤

n∑
k=1

aikakjxk + n(2− xi − xj) ,

w
(2)
ij ≥

n∑
k=1

aikakjxk − n(2− xi − xj) ,

w
(2)
ij ≤ nxi ,

w
(2)
ij ≥ −nxi ,

w
(2)
ij ≤ nxj ,

w
(2)
ij ≥ −nxj ,

and for l = 3, ... , k

w
(l)
ij ≤

n∑
k=1

w
(l−1)
kj aik + n

l−1(1− xi) ,

w
(l)
ij ≥

n∑
k=1

w
(l−1)
kj aik − nl−1(1− xi) ,

w
(l)
ij ≤ nl−1xi ,

w
(l)
ij ≥ −nl−1xi ,

xi ∈ {0, 1} ,

wij ∈ Z+ .

where i , j = 1, ... , n.

2.3 Compact Linear 0-1 Formulation of the Maximum k-club Problem

In this subsection we further refine the compact linear integer programming

formulation described above and transform that formulation to an equivalent linear

0-1 programming problem. Recall that w (l)ij , (i , j = 1, ... , n; l = 2, ... , k) represent the

number of distinct paths of length l from node i to j in the subgraph Gs(x) defined by the

0-1 vector (x1, ... , xn). It means that w (l)ij is a non-negative integer variable with the upper
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bound nl−1. However, in the context of the standard maximum k-club problem, we do not

need to know the number of distinct paths of distance l from node i to j in the subgraph

Gs(x). In this sense, these variables contain a lot of “unnecessary” information. Since

we only need to check if there is at least one path of length l between nodes i and j , the

only information we need to know about the variable w (l)ij is whether it has a zero or a

nonzero value.

To address this consideration, we define 0-1 variables v (l)ij , (i , j = 1, ... , n; l =

2, ... , k) as follows: v (l)ij = 1 if there exists at least one path of length l from node i to j

in the subgraph Gs(x) defined by vector (x1, ... , xn), and v (l)ij = 0 otherwise. Note that

v
(l)
ij = v

(l)
ji . Thus, there are only n + kn(n − 1)/2 variables in the new formulation.

For l = 2, we can write

v
(2)
ij = min{xixj

n∑
k=1

aikakjxk , 1} .

This equality can be linearized as follows:

v
(2)
ij ≤ xi ,

v
(2)
ij ≤ xj ,

v
(2)
ij ≤

n∑
k=1

aikakjxk ,

v
(2)
ij ≥ 1

n

(
n∑
k=1

aikakjxk

)
+ (xi + xj − 2) ,

where v (2)ij is a 0-1 variable for any 1 ≤ i < j ≤ n.

For this linearization we need 2n(n − 1) additional constraints. Other additional

variables can be found recursively, since

v
(l)
ij = min{xi

n∑
k=1

v
(l−1)
kj aik , 1} .
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Similarly, we can linearize it as

v
(l)
ij ≤ xi ,

v
(l)
ij ≤

n∑
k=1

aikv
(l−1)
kj ,

v
(l)
ij ≥ 1

n

(
n∑
k=1

aikv
(l−1)
kj

)
+ (xi − 1) ,

where v (l)ij is a 0-1 variable for any 2 ≤ l ≤ k and 1 ≤ i < j ≤ n.

Putting all these constraints together, the maximum k-club problem can now be

formulated as the following linear 0-1 problem:

max

n∑
i=1

xi

subject to
k∑
l=2

v
(l)
ij ≥ xi + xj − 1, i = 1, ... , n, j /∈ δ(i)

for j > i = 1, ... , n ,

v
(2)
ij ≤ xi ,

v
(2)
ij ≤ xj ,

v
(2)
ij ≤

n∑
k=1

aikakjxk ,

v
(2)
ij ≥ 1

n

(
n∑
k=1

aikakjxk

)
+ (xi + xj − 2) ,

and for l = 3, ... , k ; j > i = 1, ... , n ,

v
(l)
ij ≤ xi ,

v
(l)
ij ≤

n∑
k=1

aikv
(l−1)
kj ,

v
(l)
ij ≥ 1

n

(
n∑
k=1

aikv
(l−1)
kj

)
+ (xi − 1) ,

xi , v
(l)
ij ∈ {0, 1}, i , j = 1, ... , n; l = 2, ... , k .
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It should be noted that for a tighter formulation for computational purposes the

above constraints

v
(2)
ij ≥ 1

n

(
n∑
k=1

aikakjxk

)
+ (xi + xj − 2) ,

and

v
(l)
ij ≥ 1

n

(
n∑
k=1

aikv
(l−1)
kj

)
+ (xi − 1) ,

can be made tighter using the following transformation of the right-hand side:

v
(2)
ij ≥ 1

n∑
k=1

aikakj

(
n∑
k=1

aikakjxk

)
+ (xi + xj − 2) ,

and

v
(l)
ij ≥ 1

n∑
k=1

aik

(
n∑
k=1

aikv
(l−1)
kj

)
+ (xi − 1) ,

2.4 R-robust k-clubs

Due to the network robustness considerations discussed in the introductory

sections, we mentioned that the existence of a “short” path between any two nodes

in a k-club (for relatively small values of k) is a useful property in terms of robustness

characteristics; however, the main drawback of the standard definition of a k-club is

that the considered paths are not required to be distinct, which means that k-clubs can

still be vulnerable to targeted attacks that destroy appropriate network components. To

address this drawback, we propose to define another type of network structures, which

have a property that multiple short paths exist between any pair of nodes. More formally,

we define a subgraph Gs to be an R-robust k-club (or, a (k ,R)-club) if there are at least

R internally node-disjoint paths of length at most k between every pair of nodes in the

subgraph Gs . It should be noted that although network clusters that have this property

have good attack tolerance characteristics, developing mathematical programming

techniques for finding the exact solution of the maximum (k ,R)-club problem is not an

easy task. To relax this definition, one can introduce alternative requirements for disjoint
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paths, such as: 1) internally edge-disjoint paths that may share common nodes; or 2)

paths that have a difference in at least one edge.

Here and further in this chapter, we consider R-robust k-clubs in the context of

the latter (relaxed) definition, that is two paths are considered distinct if they have a

difference in at least one edge. As it is shown below, the aforementioned formulation

for the maximum k-club problem can be directly generalized to this definition of an

R-robust k-club; however, it cannot be extended to R-robust k-clubs with internally

node-disjoint paths. Despite the difficulties in dealing with the general case of the

problem, it is important to note that for the special case of an R-robust 2-club, all of the

above definitions of disjoint paths are equivalent, which means that in this case one can

just assume that two paths are distinct if they have a difference in at least one edge, and

this would automatically imply that these paths are node-disjoint and edge-disjoint.

2.4.1 Maximum R-robust k-club Problem

In this section, we introduce a compact formulation for the maximum R-robust

k-club problem in the relaxed form. We show that it can be derived from the maximum

k-club problem formulation presented above. Furthermore, we formally discuss certain

robustness properties of the aforementioned special case of R-robust 2-clubs, which

address issues of error/attack tolerance (i.e., the resiliency to potential multiple failures

of nodes and/or edges in a network).

Here we provide a compact linear integer formulation for the problem of finding

a maximum R-robust k-club in the context of the relaxed definition mentioned above.

Recall that when we formulate the maximum k-club problem we use variables w (l)ij (i , j =

1, ... , n; l = 2, ... , k), which represent the number of distinct paths of distance l from

node i to j in the subgraph Gs(x) defined by vector (x1, ... , xn). Thus, the problem

formulation of finding the maximum R-robust k-club is very similar to the problem of
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finding the maximum k-club with the only difference that we require

aij +

k∑
l=2

w
(l)
ij ≥ R(xi + xj − 1), i < j = 1, ... , n,

instead of
k∑
l=2

w
(l)
ij ≥ xi + xj − 1, i = 1, ... , n, j /∈ δ(i) .

Thus, the problem formulation is as follows

max

n∑
i=1

xi

subject to

aij +

k∑
l=2

w
(l)
ij ≥ R(xi + xj − 1), i < j = 1, ... , n ,

w
(2)
ij ≤

n∑
k=1

aikakjxk + n(2− xi − xj) ,

w
(2)
ij ≥

n∑
k=1

aikakjxk − n(2− xi − xj) ,

w
(2)
ij ≤ nxi ,

w
(2)
ij ≥ −nxi ,

w
(2)
ij ≤ nxj ,

w
(2)
ij ≥ −nxj ,

and for l = 3, ... , k

w
(l)
ij ≤

n∑
k=1

w
(l−1)
kj aik + n

l−1(1− xi) ,

w
(l)
ij ≥

n∑
k=1

w
(l−1)
kj aik − nl−1(1− xi) ,

w
(l)
ij ≤ nl−1xi ,

w
(l)
ij ≥ −nl−1xi ,

xi ∈ {0, 1} ,
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wij ∈ Z+ .

where i , j = 1, ... , n.

Note that the recursive method of calculating variables does not allow us to extend

this formulation and require all paths to be node-disjoint. Clearly, the existence of certain

number of node-disjoint paths is more desirable in practice, since it guarantees that this

cluster has the certain level of attack tolerance. In the next section we consider a special

case with k = 2 where the node disjoint requirement is satisfied.

2.4.2 Important Special Case: R-robust 2-clubs

As it was noted above, in the case of R-robust 2-clubs, any two nodes have at

least R completely distinct paths connecting them; that is, these paths do not have any

edges/nodes in common. As it is shown in the next subsection, R-robust 2-clubs have

very attractive error and attack tolerance properties. Before we proceed with these

considerations, we present the formulation of the maximum R-robust 2-club problem,

which in this special case has only 0-1 variables, rather than integer variables for the

general case of the maximum R-robust k-club problem (in the relaxed form) considered

above.

The formulation of this problem is rather compact and can be written as follows

max

n∑
i=1

xi

subject to

aij +

n∑
k=1

aikakjxk ≥ R(xi + xj − 1),

xi ∈ {0, 1} ,

where i = 1, ... , n; j = i + 1, ... , n.

2.4.3 Error and Attack Tolerance Properties of R-robust 2-clubs

In this subsection, we consider in detail the properties of an important special case

of R-robust k-clubs – an R-robust 2-club. As it has been mentioned before, the main
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attractive feature of R-robust 2-clubs is the fact that all R paths between any two nodes

are completely distinct, that is, they do not have any edges/nodes in common.

An illustrative example of a 2-robust 2-club is given in Figure 2-2A. If one compares

the structure of this 2-robust 2-club to the structure of the regular 2-club in the same

network (Figure 2-2), it can be easily seen that the deletion of the central node from the

2-club completely destroys the connectivity of this cluster; however, the deletion of any

one node or edge from the 2-robust 2-club not only preserves the connectivity of this

cluster, but it also does not violate its 2-club structure (i.e., all the remaining nodes are

still connected through a path of at most two edges).

This observation leads us to some interesting considerations regarding the error

and attack tolerance of R-robust 2-clubs. Attacks on networks can be defined as

“targeted” disruptions that attempt to destroy certain components of the network (nodes

or edges) in order to interfere with network connectivity. A related notion of errors, which

essentially represent random (not targeted) disruptions of network components, can also

be considered. The ability of a network to maintain certain connectivity characteristics in

the presence of errors and/or attacks is referred to as the error and/or attack tolerance of

a network. A well-known experimental study of error and attack tolerance of power-law

and uniform random networks with respect to node failures is presented in [2].

Clearly, the issue of error and attack tolerance of a network is important in a variety

of applications; moreover, these issues need to be generalized and considered with

respect to both node failures and edge failures. In this context, the definition of an

R-robust 2-club is attractive, since it explicitly addresses the error and attack tolerance

properties of these network clusters. Specifically, the following facts can be easily

established.

Proposition 2.1. The deletion of any one node from an R-robust 2-club guarantees that

the remaining nodes and edges form at least an (R − 1)-robust 2-club.
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Proposition 2.2. The deletion of any one edge from an R-robust 2-club guarantees that

the remaining nodes and edges form at least an (R − 1)-robust 2-club.

From these observations, a more general statement characterizing error and attack

properties of R-robust 2-clubs immediately follows.

Proposition 2.3. The deletion of any (R − 1) network components (nodes and/or edges)

from an R-robust 2-club guarantees that the remaining nodes and edges form a 2-club.

These robustness characteristics are attractive due to the following considerations:

1. Error and attack tolerance properties of R-robust 2-clubs are similar to those
of cliques (the deletion of multiple network components does not violate the
connectivity of a cluster); however, the size of R-robust 2-clubs is usually larger
than the size of cliques in real-world networks);

2. The connectivity pattern that is preserved after the deletion of (R − 1) network
components is a 2-club (rather than just a regular connected component), which
ensures that all nodes are connected by a short path even after multiple network
component failures;

3. The number of network components that can be deleted without violating the
2-club structure of the considered R-robust 2-club is determined solely by the
user-defined parameter R and does not depend on any other parameters, such as
the size of this R-robust 2-club or the size of the original network.

2.5 Computational Experiments

In this section we present some computational experiments for the optimization

models described above. More experiments can be found in [14]. First, we consider

a real-world network instance that represents protein-protein interactions of the yeast

S. Cerevisiae (Figure 2-1). This is a sparse power-law network with approximately

2,000 nodes and edges. Note that this network has been considered in [3], where

the maximum 2-club and 3-club (3-clique) are identified. We conduct computational

experiments for this network and found the maximum 2, 3, and 4 - clubs, as well as

the maximum 2-robust 2-club using the developed formulations. We use ILOG CPLEX

[21] software to run optimization problems, and Pajek [23] to draw networks. For
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computational purposes, we use the following preprocessing procedure to decrease the

size of the considered optimization problems for the S. Cerevisiae network.

1. Identify connected components. Since any k-club is a connected cluster, then
any two nodes in the graph which are disconnected cannot belong to any k-club.
Thus, any k-club is a subset of a connected cluster. The connected clusters can be
identified in a polynomial time.

2. Ignore any node that cannot belong to a large k-club. This network is a typical
example of a sparse power-law graph. In these graphs, there are few nodes with
large degrees and many nodes with very low degrees. One can find some large
k-club (assume that its size is Nk) which has a node with the largest degree in
this network and use Nk as a lower bound of the maximum k-club. Therefore, any
node which has less than Nk k-distant neighbors (i.e., nodes that are connected
with the considered node through a path of at most k edges) cannot belong to
the maximum k-club. We can ignore these nodes and reduce the size of the
optimization problem.

3. Ignore any node with a degree less than R in the maximum R-robust 2-club
problem. Since any node in R-robust 2-club should have a degree of at least R,
then we can ignore any node which has a degree less than R and also reduce the
size of the optimization problem.

The results of these computations are presented in Figure 2-2. It can be easily

observed from this figure that the maximum 2, 3, and 4-clubs are very vulnerable

to attacks on nodes (e.g., the deletion of only one node would violate the cluster

connectivity); however, the maximum 2-robust 2-club would remain a 2-club if any one

node or edge is deleted.

We also generated one instance of power-law1 network with n = 100, β = 1 and the

proposed linear models there. Figure 2-3 shows the maximum clique and the maximum

2-robust and 3-robust 2-clubs in the same power-law graph, and it can be seen that

2-robust and 3-robust 2-clubs are substantially larger than the maximum clique.

1 A power law (scale-free) network with a parameter β is a network where the number
of nodes with a degree k is proportional to k−β.
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Figure 2-1. General view of the protein-protein interaction network of the yeast S.
Cerevisiae
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A Maximum 2-club B Maximum (2,2)-club

C Maximum 3-club D Maximum 4-club

Figure 2-2. Graphical representation of maximum 2, 3, and 4 - clubs (A, B, and C), as
well as D) the maximum 2-robust 2-club, in the S. Cerevisiae network. The
figures are obtained by using Pajek network drawing software [23].
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A Maximum clique B Maximum (2,2)-club

C Maximum (2,3) club

Figure 2-3. Graphical representation of A) maximum clique (6 nodes), B) 2-robust 2-club
(19 nodes), and C) 3-robust 2-club (15 nodes) in the same power-law
network with 100 nodes and β = 1.2. The maximum 2-robust and 3-robust
2-clubs are substantially larger than the maximum clique, while they still
have good robustness characteristics. The figures are obtained by using
Pajek network drawing software [23].
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CHAPTER 3
OPTIMAL ATTACK TOLERANT NETWORK DESIGN STRATEGIES

The task of ensuring efficient and reliable operation of critical network infrastructure

(e.g., communication, supply, transportation, and other types of networks) plays an

extremely important role in the context of public welfare. Connectivity is an essential

characteristic of any operational network; however, the conventional definition of

connectivity (i.e., the existence of a path between every two nodes) may not provide

the required robustness characteristics, since long paths between nodes may make

networks rather vulnerable and expensive to operate, especially if every node and/or

edge in the path can potentially experience a temporary or permanent failure. The

failures of network components can be caused by natural or man-made disruptions

(e.g., natural disasters, terrorist attacks, etc.) In general, the failures can be either

random (no specific network components are targeted; these failures are often referred

to as errors) or targeted (certain critical network components, e.g. high-degree nodes

or high-load edges, are targeted; these failures are referred to as attacks). In this

context, the important issues of error and attack tolerance (i.e., the ability of a network to

remain operational even in the presence of random or targeted disruptions) need to be

efficiently addressed in the design and enhancement of modern network infrastructures.

It should be noted that many real-world networks follow certain patterns in

their degree distributions, and they can often be modeled as power-law or uniform

random graphs. In particular, many publicly available datasets on real-world network

infrastructure connectivity patterns (e.g., telecommunications/internet, air transportation,

etc.) suggest that the power-law model is applicable to characterizing these networks.

Some empirical studies of error and attack tolerance of power-law and uniform

random graphs have been done in the past (e.g., [2]); however, comprehensive explicit

theoretical justifications and provably optimal strategies for robust network design and
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enhancement (that would simultaneously guarantee error/attack tolerance, low diameter,

and cost efficiency) are yet to be developed.

In general, in a lot of practical applications one needs to consider both node failures

and edge failures. In many situations, edge failures are the ones that receive more

attention. In particular, the well-known “N − 1” robustness criterion stating that a network

should remain operational after a failure of any one edge is used in certain application

areas, such as the analysis of power grid. From a mathematical perspective, edge

failures do not reduce the size (number of nodes) of the residual network; therefore,

if a large-scale network is robust with respect to multiple (say up to R) edge failures,

it guarantees that none of the nodes in this network would become isolated. This can

be referred to as the “N − R” robustness criterion, or, in the terminology used later in

this chapter, a “weak edge attack tolerance property of level R”. In the analysis below,

we address both “edge attack tolerance” and “node attack tolerance” characteristics

of different types of networks. In our definitions of attack tolerance, we require that a

network is guaranteed to at least stay connected after an attack on any one or multiple

edges/nodes. Furthermore, we impose more restrictive requirements on network

connectivity patterns that are referred to as “strong attack tolerance”.

In this chapter, we address the aforementioned issues from a rigorous modeling

and optimization perspective. In particular, our goal is to develop optimal strategies for

network design and enhancement that explicitly take into account certain robustness/attack

tolerance criteria (that is formally defined below), as well as the total cost of constructing

a new network or enhancing (upgrading) the existing network.

In a basic network design problem, n nodes need to be optimally connected by a

set of arcs/edges so that the total arc/edge construction cost is minimized. Although the

construction cost of each possible edge can be different and depend on many practical

factors, the total cost primarily depends on the number of constructed edges. Clearly, to

ensure the overall connectivity of the constructed network, one needs to build at least
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n − 1 edges (here and further we assume a simple undirected graph, i.e., if multiple

edges connect the same pair of nodes, then they are represented as a single edge,

and all the edges are undirected, but directed arcs can also be incorporated into our

analysis). Two extreme cases of possible connected network configurations with n

nodes and n − 1 edges are a “chain” (all nodes connected consecutively) and a “star”

(also referred to as a hub-and-spoke configuration with one central “hub” node), and

any other connected configuration with n − 1 edges would generally be a spanning tree

in the considered network. While neither of these configurations is attack-tolerant, the

hub-and-spoke configuration (and its modifications) is often preferred in practice and

used in a variety of applications, since it has a low diameter, i.e., the length of the path

(number of edges) between any two nodes in this network is at most 2. Low diameter

(e.g., a small number of intermediary nodes and edges between any pair of nodes) is

important for different types of networks; therefore, it is often considered as one of the

key requirements. A network cluster that by definition is explicitly guaranteed to have a

diameter of at most k is referred to as a k-club. Clearly, any hub-and-spoke structure

with n nodes and n − 1 edges is a 2-club; therefore, a 2-club can be naturally considered

as a cost-efficient connected network structure that also satisfies the low-diameter

requirement. However, as it can be easily seen, a 2-club can be very vulnerable to node

or edge failures; hence, it usually has poor attack tolerance properties (this is especially

true for the hub-and-spoke configuration). Since 2-clubs still have attractive properties

of both cost efficiency and low diameter, it is reasonable to attempt to develop a network

configuration that preserves these advantages of a 2-club, but at the same time is

guaranteed to remain connected (or even to remain a 2-club) if one or multiple nodes or

edges fail due to attacks or errors. It turns out that such efficient network configurations

exist; moreover, they can be proven to be optimal in terms of necessary and sufficient

conditions for satisfying certain robustness and attack tolerance characteristics.
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Particularly, we consider two types of attack tolerance properties, which are referred

to as “weak” and “strong” attack tolerance. We say that a network (k-club) has a weak

attack tolerance property if it remains connected after the deletion of any one node

or edge, and a network (k-club) has a strong attack tolerant property if it remains

a k-club after the deletion of any one node or edge. We also define weak/strong

attack tolerance of level R if the aforementioned requirements hold after the deletion

of any R nodes/edges. Although the strong attack tolerance property may be more

useful in practice, constructing this type of a network may be more expensive, since

it may require more edges. A weak attack tolerance property may be sufficient if one

expects only temporary node/edge failures, and it is enough to just preserve the basic

connectivity of a network. We prove that any network configuration that simultaneously

satisfies construction cost efficiency, low diameter (specifically, diamG ≤ 2), and

edge attack tolerance requirements has to be one of the structures that we describe

below (2-club/2-core for weak attack tolerance, and R-robust 2-club for strong attack

tolerance).

Although these theoretical results give us better understanding of the required

network structure for a weak or strong attack tolerant property, they do not provide the

exact solutions for the corresponding optimal network design problems. For example, if

any one wants to optimally design a 2-club, which remains a 2-club after the deletion of

any R − 1 edges (that is, level R − 1 strong attack tolerance), the obtained theoretical

results indicate that it has to be an R-robust 2-club. But the theory does not yet provide

any information about the minimum number of edges required to design this type of

network. Thus, the next step is to find the most cost-efficient R-robust 2-club in terms of

total construction cost. A previous study shows that this problem is generally NP-hard.

However, it turns out that if any one wants to design an optimal R-robust 2-club, and

the construction cost for every edge is the same, then there exists an exact analytical

solution of the underlying optimization problem. In Section 3.5 we provide a proof
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of this fact and present one of the exact solutions which is very intuitive and easy to

implement. We show that this network configuration has only O(Rn) edges. The fact

that this network configuration has a low diameter, a strong attack tolerance property

of level R − 1 (where R is a user-defined parameter), and only a linear on n number

of edges (O(Rn) = O(n) for any fixed R, with R << n in most practical situations),

gives it a substantial advantage over a lot of other known “robust” network structures,

such as cliques and other clique relaxations, which all require constructing O(n2) edges.

Moreover, these “expensive” network configurations (e.g., quasi-cliques and k-plexes) do

not always have even a weak attack tolerance property.

In this chapter we analyze the attack tolerance characteristics of known clique

relaxations, namely, k-plexes and quasi-cliques, present the analysis of attack tolerance

properties of k-clubs, with special focus on 2-clubs. We identify necessary and sufficient

conditions under which a 2-club maintains certain attack tolerance properties. We

also present optimization problem formulations for network design and enhancement

to achieve low diameter and weak/strong attack tolerance properties at a minimum

cost. Some illustrative examples are also presented, and the observed patterns are

discussed. We analytically prove that the observed patterns are not a coincidence, and

that they are indeed the exact solutions for the proposed optimization problems.

3.1 Notations, Definitions, and Previous Work

To facilitate further discussion, we use the same standard definitions and notations

as in previous chapter. Denote by G = (V ,E) a simple undirected graph with the set

of n vertices (nodes) V = {1, ... , n} and the set of edges E . Let A = {aij}ni ,j=1 be the

adjacency matrix of G . Recall that this is an n × n 0-1 matrix, where an element aij = 1 if

there is an edge (undirected arc) between node i and j , and aij = 0 otherwise.

The key characteristic of R-robust 2-clubs in terms of its attack tolerance properties

as was discussed in the previous chapter is the fact that it not only stays connected

after R − 1 nodes and/or edges are destroyed, but it also still maintains the 2-club
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structure, that is, the remaining network still has diameter 2. This provides a significant

advantage in the applications where the existence of short and reliable paths between

any two nodes is of critical importance (i.e., in military communication networks). This

also clearly distinguishes the definition of R-robust k-clubs (and R-robust 2-clubs) from

the well-known definition of a K -connected graph, which also preserves the connectivity

after any K − 1 network components are destroyed, but it does not impose any explicit

restrictions on the diameter of the original and the remaining network. In the case

of large-scale networks, R-robust k-club network designs would provide substantial

advantages compared to K -connected network designs, primarily due to the fact that

R-robust k-clubs explicitly help avoid excessively long paths between network nodes.

Figures 3-1A, 3-1B give a simple illustrative example of the difference between the

aforementioned definitions.

Several previous studies attempted to address the issue of constructing a network

with small diameter and the existence of disjoint paths between network nodes. In

[12] and [13] the authors consider the problems of constructing a K -connected

graph with minimum number of edges and “quasiminimal diameter”. However, in the

definition of “quasiminimal diameter”, the diameter of the constructed graph depends

on the number of nodes n, whereas in the case of an R-robust k-club, the diameter k

does not depend on any other parameters. Moreover, the constructed K -connected

graph with quasiminimal diameter does not necessarily preserve the same diameter

after the deletion of up to K − 1 nodes/edges (although it does preserve the basic

connectivity). In a recent study [5], the authors considered the problem of finding a

minimum cost subgraph of G such that for two specified nodes s and t there are at

least R edge-disjoint paths of length at most k and obtained the results for certain

special cases. A drawback of that problem setup is that the disjoint paths are found

only between the given two nodes s and t, whereas in the problems considered in this
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chapter, we impose the requirement that any two nodes are connected by multiple

disjoint paths of length at most k .

In the terminology used in this dissertation, we refer to the attack tolerance

characteristics similar to those of K -connected graphs as the “weak” attack tolerance

property, since it only preserves the basic connectivity, but does not necessarily

preserve the low diameter, whereas the case when a graph not only stays connected,

but also preserves a low diameter, is referred to as the “strong” attack tolerance

property. These properties are formally defined below.

Definition 1. A connected graph G(V ,E) has a weak edge (node) attack tolerance

property if it stays connected after the deletion of any one edge (node).

Definition 2. A connected graph G(V ,E) with diameter k has a strong edge (node)

attack tolerance property if it stays connected and maintains diameter k after the

deletion of any one edge (node).

As a natural extension of these definitions, one can also define the weak/strong

attack tolerance property of level R as follows:

Definition 3. A connected graph G(V ,E) with diameter k has a weak/strong edge

(node) attack tolerance property of level R if it stays connected (and in the case of

strong attack tolerance maintains diameter k) after the deletion of any R edges (nodes).

Obviously, in this terminology, any K -connected graph has a weak node/edge attack

tolerance property of level K − 1. However, a K -connected graph does not generally

have any guaranteed strong attack tolerance properties. Investigating strong attack

tolerance properties of various types of network configurations is clearly a subject that

needs to be analyzed from a rigorous perspective. For instance, according to the above

proposition, any R-robust 2-club has a strong node/edge attack tolerance property of

level R − 1. A less obvious fact that is proven later in this chapter is that an R-robust

2-club is the only possible network configuration of diameter 2 that has a strong edge

attack tolerance property of level R − 1.
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Further in this chapter, we prove several interesting theoretical results on weak

and strong attack tolerance properties of the aforementioned clique relaxations and

specifically concentrate on R-robust 2-clubs, since they possess a unique combination

of attack tolerance and low diameter. In addition, we analytically show that constructing

2-club/2-cores, or R-robust 2-clubs is provably cost-efficient compared to other clique

relaxations, which makes these configurations attractive from multiple perspectives.

3.2 Attack Tolerance Characteristics of Cliques and Clique Relaxations

Before we proceed with further discussion about clique relaxations, we should note

that out of all network design configurations represented by simple undirected graphs,

only a clique (i.e., a completely interconnected network with n nodes and n(n − 1)/2

edges) is guaranteed to be attack-tolerant regardless of any external parameters other

than n, since it will remain a clique if any number of nodes (up to n − 1) is deleted, and

it will also stay connected and have diameter of at most 2 if any n − 2 edges fail. Note

that in terms of the above definitions a clique can also be viewed as an (n − 1)-robust

2-club. Thus, it has a “strong” attack tolerance property of level (n − 2) (in terms of node

and edge attacks). However, as it has been pointed out above, cliques are often too

restrictive and/or expensive to construct.

On the contrary, a basic network connectivity requirement is not restrictive enough

to guarantee any attack tolerance properties. In attempt to provide a tradeoff between

the robustness of cliques and the cost efficiency of sparsely connected networks, the

aforementioned concepts of clique relaxations (γ-cliques, k-plexes, k-clubs) have been

introduced. In this section, we examine these clique relaxations in terms of their attack

tolerance characteristics. Our goal is to find out specific values of the parameters of

the clique relaxations that guarantee a specific level of attack tolerance. Further in this

section, we only consider the “weak” attack tolerance that ensures that the remaining

structure is connected after the deletion of several nodes/edges.
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In general, it is not clear if any of the considered network configurations can be

guaranteed to simultaneously be attack-tolerant, satisfy the small diameter requirement,

and have a low construction cost. However, some results about their weak attack

tolerance is proven below.

3.2.1 Attack Tolerance of Density-Based Clique Relaxations (γ-cliques)

The proposition below shows that in general γ-cliques (γ <1) are not attack tolerant.

Specifically, for any possible γ we show that there exists such a γ-clique so that a

removal of only one edge or node destroys its connectivity. In addition to the density

requirement, we also require a γ-clique to be a connected graph (as in [1]).

Proposition 3.1 (γ-clique attack tolerance). ∀γ < 1 ∃ a γ-clique G(V ,E) such that

• ∃e ∈ E : G(V ,E \ e) is disconnected.

• ∃u ∈ V : G(V \ u,E) is disconnected.

Proof. The proof is based on the constructing an example of a connected graph (for

any possible γ < 1) that is a γ-clique, but loses connectivity after the removal of

one specific edge or node. Let us fix some (arbitrarily chosen) value of γ (γ-clique

parameter). Now consider a clique G ∗(V ,E ∗) with |V | ≥ 2/(1 − γ), for simplicity, we

use n = |V | henceforth. The choice of the size n is justified later. Pick a particular

node v and remove any n − 2 out of n − 1 edges going from this node and denote the

remaining structure as G(V ,E). Note that the degree of node v is 1. Thus, if we remove

the only remaining edge originating from v (say this edge is e = (v , u)) then the graph

G(V ,E \ e) is disconnected. Also, if we remove a node u, which is the only one node

connected directly to v , then G(V \ u,E) is also disconnected.

To complete the proof, we also need to show that G(V ,E) is indeed a γ-clique (that

is, it has at least γ n(n−1)
2

edges). Since |E | = n(n − 1)/2 − (n − 2) and n ≥ 2/(1 − γ), or

γ ≤ 1− 2/n, then

|E | = n(n − 1)
2

− (n − 2) =
(
1− 2(n − 2)
n(n − 1)

)
n(n − 1)
2

≥
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(
1− 2(n − 1)
n(n − 1)

)
n(n − 1)
2

=

(
1− 2
n

)
n(n − 1)
2

≥ γ
n(n − 1)
2

Thus, G(V ,E) is not a weakly γ-clique, which ends the proof of this proposition.

3.2.2 Attack Tolerance of Degree-Based Clique Relaxations (k-plexes)

The next proposition shows that for certain values of the parameter k of the k-plex

(k <
⌈
n
2

⌉
) a level

(⌈
n
2

⌉
− k
)

edge attack tolerance, and a level 2
(⌈
n
2

⌉
− k
)
− 1 node attack

tolerance is guaranteed, and for other values of k even the connectivity of a k-plex is not

guaranteed. It should be noted, that the definition of k-plex does not explicitly require

connectivity [4].

Proposition 3.2 (k-plex attack tolerance). Let k be the k-plex parameter, then

• ∀k <
⌈
n
2

⌉
any k-plex G(V ,E) has a level

(⌈
n
2

⌉
− k
)

weak edge attack tolerance
property;

• ∀k <
⌈
n
2

⌉
any k-plex G(V ,E) has a level 2

(⌈
n
2

⌉
− k
)
− 1 weak node attack

tolerance property;

• ∀k >
⌈
n
2

⌉
∃ k-plex G(V ,E) such that G(V ,E) is disconnected.

Proof. First, note that if we remove any edge from k-plex, then the remaining graph is a

(k + 1)- plex, and if we remove any one node from ak-plex, then the remaining graph is

still a k-plex, but contains only n− 1 nodes. Formally, if a graph G(V ,E) is a k-plex, then

• ∀v ∈ V ,G(V \ v ,E) is a k-plex

• ∀e ∈ E ,G(V ,E \ e) is a (k + 1)-plex

Thus, to prove our proposition it is enough to show that any k-plex with k =
⌈
n
2

⌉
is

connected, and for k =
⌈
n
2

⌉
+ 1 there exist k-plex that is disconnected.

The first statement can be proved by contradiction. Suppose that there exists

a k-plex G(V ,E) with k =
⌈
n
2

⌉
, which is disconnected. Thus, we can divide it into

two subgraphs G(A,Ea) and G(B,Eb), such that V = A ∪ B, E = Ea ∪ Eb, and

∀a ∈ A, b ∈ B, (a, b) /∈ E . In other words, subgraphs G(A,Ea) and G(B,Eb) are isolated.
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Since |A| + |B| = |V | = n, then one of the subgraphs should have no more than
⌊
n
2

⌋
number of nodes; hence, the maximum degree of any of its node cannot be greater

than or equal to
⌊
n
2

⌋
. But, by definition of k-plex, any its node has a degree of at least

n − k = n −
⌈
n
2

⌉
=
⌊
n
2

⌋
. Hence, all k-plexes with k =

⌈
n
2

⌉
are connected.

Now, we show that there exists a k-plex with k =
⌈
n
2

⌉
+ 1 that is disconnected.

Consider two complete graphs (cliques) G(A,Ea) and G(B,Eb), where |A| =
⌈
n
2

⌉
, and

|B| =
⌊
n
2

⌋
. Then, obviously a graph G(V ,E), where V = A ∪ B, E = Ea ∪ Eb is a

disconnected k-plex with k =
⌈
n
2

⌉
+ 1.

Finally, it should be noted that in terms of cost efficiency, it can be easily seen that

constructing an optimal quasi-clique for any fixed γ, or a k-plex for any fixed k would

in general require O(n2) edges, which makes these configurations asymptotically as

expensive as a clique. However, this is not the case for the diameter-based clique

relaxations (k-clubs), since even for k = 2 a k-club on n nodes can be constructed using

only n − 1 (O(n)) edges. In the next section, we investigate the issue of guaranteed

attack tolerance of k-clubs. Clearly, if one can construct a network that requires only

O(n) edges, have a small diameter (ideally, diameter 2), and have a guaranteed

strong attack tolerance property, this would be beneficial from multiple perspectives.

Although these requirements may seem too restrictive, it turns out that these types of

networks can be designed. The following two sections address multiple aspects of these

problems.

3.3 Necessary and Sufficient Conditions for Attack Tolerance of Diameter-Based
Clique Relaxations (k-clubs)

In this section, we analyze attack tolerance properties of the third type of aforementioned

clique relaxations: k-clubs. Clearly, k-clubs (in particular, 2-clubs) do have attractive

properties, such as small diameter and construction cost efficiency, which makes these

configurations the subject of special interest in this chapter. In terms of the required
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number of edges, designing a network with a small diameter (i.e., diameter 2) would

require O(n) instead of O(n2) edges (as in the case of cliques, quasi-cliques, and

k-plexes). However, these structures generally lack attack tolerance properties with

respect to node and edge attacks (consider, for instance, a hub-and-spoke configuration,

which is an optimal 2-club in terms of the minimal number of constructed edges).

Despite the lack of attack tolerance properties in the general case, we show

that in certain special cases, weak and strong attack tolerance properties of k-clubs

can be theoretically guaranteed. We formulate sufficient conditions for a k-club to be

tolerant to node and edge attacks; moreover, we will show that in the case of a 2-club,

necessary and sufficient conditions for guaranteed edge attack tolerance can be proven.

Specifically, we will show that the aforementioned recently introduced concept of an

R-robust k-club can indeed provide at least the sufficient conditions for strong attack

tolerance with respect to multiple node/edge failures. Moreover, we prove that in the

case of 2-clubs, an R-robust 2-club is a necessary and sufficient configuration that is

guaranteed to be strongly attack tolerant (i.e., maintain the connectivity and diameter 2)

after any R − 1 edges are destroyed. We also formulate related necessary and sufficient

conditions for weak attack tolerance of 2-clubs, which can be utilized when only the

connectivity of the residual network after an attack is the property of interest.

It turns out that the conditions derived below are easily interpretable and can be

viewed as equivalent representations of attack tolerant k-clubs. In the case of 2-clubs,

they also can be easily incorporated into the optimization problems for designing a

minimum-cost weakly or strongly attack tolerant 2-club. Particularly, we show that to

require a 2-club to have a weak edge attack tolerance property, it is equivalent to require

a 2-club to also be a 2-core (i.e., the degree of each node must be at least 2). For a

2-club to have a strong edge attack tolerance property, it is equivalent to require a 2-club

to be a 2-robust 2-club. Further, we formulate and prove related requirements for weak
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and strong node attack tolerance of 2-clubs, as well as the requirements for k-clubs for

k > 2.

Proposition 3.3 (Weak attack tolerance requirement for 2-clubs). Let G(V ,E) be a

2-club, then ∀e ∈ E , G(V ,E \ e) is connected if and only if G(V ,E) is also a 2-core.

Proof. First, we prove the necessary condition, i.e show that if ∀e ∈ E , G(V ,E \ e)

is connected, then G(V ,E) is a 2-core. Suppose that G(V ,E) is not a 2-core. By

definition, every node in 2-core has a degree of at least 2. Then, there should exist at

least one node (say i ) with a degree 1. Let say it is connected to some other node j .

If we remove an edge (i , j) from the graph G(V ,E), then it will have an isolated node

i , so G(V ,E \ e) is not connected. This contradiction ends the proof of the necessary

condition.

Second, the sufficient condition is if G(V ,E) is a 2-core, then ∀e ∈ E , G(V ,E \ e)

is connected. Assume that edge (i , j) is deleted. To prove that G(V ,E) is connected we

need to show that there exists a path between any pair of nodes (p, q): p, q ∈ V .

Consider three different cases:

• Two pair of nodes (p, q) and (i , j) have no common nodes, i.e p, q ̸= i , p, q ̸= j .
Since G(V ,E) is a 2-club, then there exists a path of length at most 2 between
nodes p and q. Obviously, this path cannot include the edge (i , j); therefore, nodes
p and q remain connected.

• Two pair of nodes (p, q) and (i , j) have only one common node, let say p = i ,
q ̸= j . Since G(V ,E) is a 2-core, than the degree of node p = i is at least 2, so
there exists at least one node s ̸= j , so that (p, s) ∈ E . Two pair of nodes (s, q) and
(i , j) have no common nodes. By the proof of the previous case, nodes s and q are
connected. Thus, nodes p and q are connected. Note, that there exists a path of
length at most 3 between p and q.

• Two pair of nodes (p, q) and (i , j) have two common nodes, i.e p = i , q = j . Since
G(V ,E) is a 2-core, then the degree of node p = i is at least 2, so there exists at
least one node s ̸= j , so that (p, s) ∈ E . Two pair of nodes (s, q) and (i , j) have
only one common node, so by the proof of the previous case, nodes s and q are
connected with a path of length at most 3. Then, nodes p and q are connected
with a path of length at most 4.
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These cases consider all possible pairs of nodes p and q; thus, the theorem is proved.

It should be noted that during the proof of the theorem we also showed that if

G(V ,E) is a 2-club and 2-core, then after deletion of any edge, it not only remains

connected but also becomes a 4-club, in other words, the residual network maintains a

relatively small diameter, although it increases compared to the original network.

Now, assume that the existence of a short path between any two nodes is a crucial

property for a network functioning in an adverse environment. Particularly, we want a

network to maintain connectivity and 2-club structure in case of any edge failure. This

attack tolerant property may be critical in communication networks where the existence

of short paths between all nodes with few intermediaries is an important property. The

proposition below provides necessary and sufficient conditions that this network should

satisfy in order to have this desired property. Also, in addition to edge attack tolerance

the proposed configuration is guaranteed to be node attack tolerant.

However, the proposition below cannot be directly generalized to the case with

R-robust k-clubs for k > 2. Specifically, R-robust k-clubs (k > 2) only provide sufficient

conditions for strong attack tolerance, which is demonstrated later in this section.

Proposition 3.4 (Strong attack tolerance requirement for 2-clubs). Let G(V ,E) be a

2-club, then

• ∀e ∈ E , G(V ,E \ e) is a 2-club if and only if G(V ,E) is a 2-robust 2-club;

• ∀v ∈ V , G(V \ v ,E) is a 2-club if G(V ,E) is a 2-robust 2-club.

Proof. The proof that if G(V ,E) is a 2-robust 2-club, then ∀e ∈ E , G(V ,E \e) is a 2-club,

or ∀v ∈ V , G(V \ v ,E) is a 2-club follows immediately by definition, since it requires

the existence of at least 2 disjoint paths of length at most 2 between any pair of nodes.

Obviously, these two paths cannot have a common edge, or node. Thus, after deletion of
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any edge or node from a 2-robust 2-club there will be at least one path of length at most

2 between any pair of nodes, i.e. the remaining structure is still a 2-club.

The other statement that if ∀e ∈ E , G(V ,E \ e) is a 2-club, then G(V ,E) is a

2-robust 2-club we show by contradiction. Suppose that G(V ,E) is not a 2-robust

2-club; thus, there exists at least one pair of nodes which is connected with only one

path of length at most 2 (there may exist other paths but with greater length). Thus, if

we delete any edge from this path, then the remaining structure loses a 2-club property.

This contradiction ends the proof of the proposition.

The reader might notice that we do not claim that if ∀v ∈ V , G(V \ v ,E) is a 2-club,

then G(V ,E) is a 2-robust 2-club. Actually, it is not true in general. Figure 3-1A shows

a 2-club which satisfies this property, but is not a 2-robust 2-club, which was mentioned

above.

The proposition can be easily extended to the more general case where a network

is required to maintain connectivity and diameter 2 after any R edges failures. The

corollary below shows that R-robust 2-clubs not only satisfy this requirement, but also

they are optimal in this case. Moreover, R-robust 2-clubs provide mixed (edge and/or

node) attack tolerance properties.

Corollary 1. Let G(V ,E) be a 2-club, then ∀ER = {e1, ..., eR} ⊂ E , G(V ,E \ ER) is a

2-club if and only if G(V ,E) is an (R + 1)-robust 2-club.

Corollary 2. Let G(V ,E) be a 2-club, then ∀El = {e1, ..., el} ⊂ E and ∀Vm =

{v1, ..., vm} ⊂ V such that l + m = R, G(V \ Vm,E \ El) is a 2-club if G(V ,E) is

an (R + 1)-robust 2-club.

The proofs of these corollaries follow immediately extending the proof of Proposition

3.4.

Although R-robust k-clubs provide strong attack tolerance properties, they are not

optimal in the sense that they may still be quite restrictive. The corollary below states

that R-robust k-clubs (k > 2) provide only a sufficient condition for strong edge attack

53



attack tolerance of level R − 1. Figure 3-2 shows an example of a 4-club that has a

strong edge attack tolerance property, but is not a 2-robust 4-club (there are no internally

node disjoint paths between any pair of nodes).

Corollary 3. Let G(V ,E) be a k-club, then: ∀El = {e1, ..., el} ⊂ E and ∀Vm =

{v1, ..., vm} ⊂ V so that l + m = R, G(V \ Vm,E \ El) is a k-club if G(V ,E) is an

(R + 1)-robust k-club.

The proof of that statement follows immediately from the definition of an R-robust

k-club.

Although strong attack tolerance properties might seem quite restrictive, in the next

section we show that one can construct a 2-club/2-core using only
⌈
3n−3
2

⌉
edges, and

for the construction of an R-robust 2-club only Rn − (R(R + 1)/2) edges are enough.

We also show that both of these numbers are the exact lower bounds on the number

of edges to design these network configurations. Note that both of these numbers are

the order of O(n) (O(Rn)) rather than O(n2) for the cliques and other clique relaxations

mentioned above. Moreover, these results also show that an R-robust k-club can be

constructed using at most O(Rn) edges, which makes these configurations not as

expensive as one may assume. These issues are addressed in more detail in next

sections.

3.4 Linear 0-1 Formulations of Design and Enhancement Problems for 2-clubs
with Guaranteed Attack Tolerance Properties

In the previous sections we analyze theoretical aspects of attack tolerance

properties for different types of networks, with a special emphasis on diameter-based

clique relaxations (k-clubs). Although networks with a specified upper bound k on the

diameter can be constructed using O(n) edges (i.e., the hub-and-spoke configuration for

k = 2), as it was mentioned above, no attack tolerance properties can be guaranteed

for these networks in a general case. Since we have shown that specific network

configurations can guarantee weak and strong attack tolerance properties, a natural
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question that arises here is how to design these networks at a minimum cost. Clearly, if

all the possible edges have the same construction cost, then the total cost is essentially

equivalent to the total number of constructed edges. If each edge (i , j) has a different

construction cost cij , then the total cost can obviously be expressed as
∑
(i ,j) cijxij , where

xij are binary variables denoting whether edge (i , j) is constructed. The constraints of

these optimization problems express the conditions for the designed network to have

weak or strong attack tolerance properties.

It turns out that for k = 2 the optimization problems of designing an optimal

2-club/2-core and R-robust 2-club can be easily formulated, although the obtained linear

0-1 formulations require O(n3) entities, which makes these problems computationally

challenging. It should be noted that for k > 2 the situation is even worse (both

computationally and theoretically), since the task of formulating the problem of optimal

R-robust k-club network design/enhancement is a challenge by itself. In the remainder

of the chapter, we concentrate on the case of k = 2 due to the following reasons: 1)

networks with such a small diameter are attractive in many practical applications (i.e., in

military communication networks, where a small number of intermediaries between all

the nodes is an important property); 2) despite the fact that the considered optimization

problems are hard to solve in the general case, it is possible to derive exact analytical

optimal solutions in certain special cases for k = 2.

Later in this section, we present the linear 0 − 1 problem formulations for

2-club/2-core and R-robust 2-club network design problems, as well as address their

computational complexity. Not surprisingly, these problems are generally NP-hard, which

is mentioned in the next subsection. However, later in this chapter we show that both the

optimal 2-club/2-core network design and the optimal R-robust 2-club network design

problems have exact analytical solutions when all cij ’s are the same, which makes these

problems easy to solve in this special case. Moreover, we show that these analytical
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optimal solutions are cost-efficient, which also makes them interesting from a practical

perspective.

3.4.1 Computational Complexity of the Considered Problems

The recent paper [8] showed that given a graph G(V ,E) the problem of finding a

superset of edges E ′ ⊇ E such that the graph G ′ = (V ,E ′) has diameter no greater

than 2 (or 2-club) is NP-hard. In the problems described above we require the new

graph G ′ = (V ,E ′) not only to have diameter no greater than 2, but also to satisfy

other requirements, i.e., the minimum degree of every node for the 2-core, and on the

number of paths of length at most 2 between any pair of nodes. The NP-hardness

of the considered problems follows from the fact that these problems include the

one considered in [8] as a special case, although we do not provide the detailed

NP-hardness proofs in each specific case, since the main focus of this work is on

analytical solutions of the considered problems rather than on a detailed complexity

analysis.

Next, we consider two types of problems, which are essentially the same from the

formulation and computational complexity perspective:

• For a given set of nodes V and an empty set of edges, optimally design a network
G(V ,E) with diameter at most 2 and specified weak/strong attack tolerance
properties;

• For a given existing network G(V ,E), optimally enhance this network (i.e., add a
superset of edges E ′ ⊇ E ) such that the resulting network has a diameter of at
most 2 and specified weak/strong attack tolerance properties.

3.4.2 Optimization Problem Formulations

Suppose that we have an existing network represented by a simple undirected

graph G(V ,E) (|V | = n) with a 0-1 adjacency matrix A (A = (aij)
n
i ,j=1). Then, our

goal is to enhance this network with some additional edges, so that the new network

will be 2-club/2-core, or R-robust 2-club depending on the desired type of attack

tolerance. Assume also that an addition of nonexisting edge (i , j) between nodes i
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and j is associated with a fixed cost cij . The objective is to minimize total cost of such

a network enhancement. Note that if matrix A is a null matrix, then we have a problem

of optimal network design. Let xij , i , j = 1, ... , n be a binary variable representing

the decision if edge (i , j) is constructed. A matrix X (X = (xij)
n
i ,j=1) of values of the

defined variables represents an adjacency matrix of the desired network. In order for

the constructed network to be 2-club/2-core, two sets of constraints need to be satisfied.

The first one is that every pair of nodes i and j has to be connected directly, or through

an intermediary node. It can be written as

xij +

n∑
k=1

xikxkj ≥ 1

for every pair (i , j), thus, we have n(n − 1)/2 constraints in the first set. The second one

insures that every node i has at least degree 2. It can be written as

n∑
i=1

xij ≥ 2

for every node j , thus, we have n constraints in the second set. The optimization

problem formulation is as follows.

Problem A (optimal 2-club/2-core network design/enhancement)

min
xij ,i ̸=j=1,...,n

n∑
i=1

n∑
j=i+1

cijxij

subject to

xij +

n∑
k=1

xikxkj ≥ 1 ,

n∑
i=1

xij ≥ 2 ,

xij = xji ,

xij ≥ aij ,
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xij ∈ {0, 1} ,

for i ̸= j = 1, ... , n.

Next, we consider the problem formulation for optimal design/enhancement of

R-robust 2-club. By definition, an R-robust 2-club requires the existence of at least R

different paths of length at most 2 between any pair of nodes (i , j). This requirement can

be written as

xij +

n∑
k=1

xikxkj ≥ R

for every pair of nodes (i , j). The optimization problem can be easily formulated as

follows:

Problem B (optimal R-robust 2-club network design/enhancement)

min
xij ,i ̸=j=1,...,n

n∑
i=1

n∑
j=i+1

cijxij

subject to

xij +

n∑
k ̸=i ,j ;k=1

xikxkj ≥ R ,

xij = xji ,

xij ≥ aij ,

xij ∈ {0, 1} ,

for i ̸= j = 1, ... , n.

Note that these problem formulations are a bit redundant, but for simplicity, we keep

them this way.

The R-robust 2-club and the regular 2-club constraints in both problems are

quadratic. The simplest linearization method leads us to the following linearized problem

Problem B (linearized)

min
wijk ,xij

n∑
i=1

n∑
j=i+1

cijxij
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subject to

xij +

n∑
k ̸=i ,j ;k=1

wikj ≥ R ,

wikj ≤ xik ,

wikj ≤ xkj ,

wikj ≥ xik + xkj − 1 ,

xij = xji ,

xij ≥ aij ,

wikj , xij ∈ {0, 1} ,

for k ̸= i ̸= j = 1, ... , n.

The linearization of Problem A is the same.

It should be noted that the simple linearization technique on the diameter constraints

proposed here works well for the considered problems with k = 2; however, it may

be necessary to use more advanced linearization techniques for related problems

in the general case with k > 2. For instance, an efficient linearization technique

for multi-quadratic 0-1 problems has been proposed in [7]. A compact linearization

procedure for the related maximum k-club problem (k > 2), which finds the maximum

k-club in a given network, has been proposed in [14].

3.4.3 Illustrative Examples

As mentioned above, the considered optimization problems are NP-hard, and it

turns out that they are computationally challenging even for moderate size networks.

Since the focus of this work is on theoretical foundations for low-diameter attack-tolerant

networks, rather than on computational algorithms, we have conducted illustrative

computational experiments for relatively small values of n to demonstrate the solution

structures of the considered network design and enhancement problems. For illustrative
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purposes (that is clarified and revisited from an analytical perspective in the next

section) we assume that each edge has the same construction cost.

In our first example we assume that the required network needs to be constructed

“from scratch”, in other words, the initial graph G(V ,E) has an empty set of edges.

We used ILOG CPLEX [21] software to run optimization problems, and Pajek [23] to

draw networks. At the beginning, we identified an optimal 2-club/2-core in a graph with

an even and odd number of nodes n (n = 10, 11) using the linearized formulation of

Problem A proposed above. We have also found optimal R-robust 2-clubs using the

formulation of Problem B for n = 10 and R = 1, 2, 3, 4.

Figures 3-3A and 3-3B show the solutions for optimal 2-club/2-core design for

n = 10, and n = 11. These solutions have a clear pattern which roughly can be

described as follows: one node (hub) connects to any other nodes directly, and other

nodes form “pairs”. The optimal 2-club/2-core structure can be viewed as an extension

of an optimal 2-club (Figure 3-4A). Clearly, in the optimal 2-club structure there is one

node connecting to any other node directly (hub-and-spoke configuration). Thus, to

upgrade an optimal 2-club to an optimal 2-club/2-core one needs to connect other

non-hub nodes to each other, forming pairs. Such an upgrade requires only
⌈
n−1
2

⌉
additional edges and ensures that this network has a weak attack tolerance property. In

general, this pattern requires n− 1+
⌈
n−1
2

⌉
edges to design an optimal 2-club/2-core with

n nodes. Although this conclusion comes empirically from the solutions of optimization

problems, and there is no guarantee that the same pattern holds for larger n, we formally

prove in the next section that not only these network structures are optimal for larger

n, but also that such an upgrade procedure still works. Thus, an optimal 2-club/2-core

has a simple pattern, which also can be viewed as an “upgraded” network from an

optimal 2-club, i.e., one needs to add a specific number of extra edges to ensure that the

upgraded network is optimal among all the possible 2-club/2-cores. Note that an optimal

2-club/2-core has only a weak edge attack tolerance property, what means that it just
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stays connected if any one edge is destroyed. The observed pattern lacks a node attack

tolerance property, i.e., the network will be disconnected if the hub node is destroyed.

Figure 3-4 shows the solutions for optimal R-robust 2-club design for R = 1, 2, 3, 4,

and n = 10. These solutions also have easily interpretable patterns. In the optimal

R-robust 2-club there are R nodes (“hubs”) directly connected to any other nodes, so

R nodes in this network have a degree n − 1 and n − R other nodes have a degree

R. Note that an “upgrade” procedure can also be clearly identified here. To upgrade

an optimal (R − 1)-robust 2-club to an optimal R-robust 2-club one needs to add only

n− R − 1 edges transforming one non-hub node into a hub node. In general, this pattern

requires nR − R(R+1)
2

edges to design an optimal R-robust 2-club on n nodes. These

conclusions are also drawn from the pattern that we observe in optimal solutions for

these specific instances, with no guarantee that the same pattern holds for larger n. In

the next section, we also provide a formal proof that under certain conditions this pattern

represents the exact optimal solution for the R-robust 2-club network design problem

for any value of n. Although are able to prove that it is the case when n ≥ 3R+
√
5R2−4R
2

,

this condition does not seem to be very restrictive and is usually satisfied for real-world

large-scale networks (n >> R). Note that R-robust 2-clubs have both edge and node

strong attack tolerance properties, which can also be observed from these illustrations.

Finally, Figure 3-5 shows the solutions for optimal R-robust 2-club enhancement of

an existing network for R = 1, 2, 3. For illustrative purposes, we randomly generated

a small power-law (scale-free) 1 network with β = 0.5, and n = 20. An initial network

(Figure 3-5A) has 53 edges. Then we solved proposed optimization problems for optimal

R-robust 2-club enhancement of an existing network for R = 1, 2, 3. To enhance this

network to be a 2-club adding the minimum number of edges, one needs to add only

1 A power law (scale-free) network with a parameter β is a network where the number
of nodes with a degree k is proportional to k−β.
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7 edges (Figure 3-5B, the added edges are in black). For an optimal 2-robust 2-club

enhancement, the minimum number of edges to be added is 15 (Figure 3-5C), so by

adding just 8 more edges (compared to the 2-club enhancement) we are able not only

to ensure that the enhanced network has a small diameter, but also to guarantee that

the enhanced network has a “strong” attack tolerance property. For an optimal 3-robust

2-club enhancement, the minimum number of edges to be added is 25 (Figure 3-5D). It

is worth pointing out that the required number of new edges is rather small compared

to the original number of edges in this network. Note that the original network not only

does not have any attack tolerance properties, but it is not even a 2-club.

3.5 Exact Analytical Solutions for Optimal 2-club/2-core and R-robust 2-club
Network Design Problems

In this section, we present formal proofs of some observations that we mentioned

in the previous section. It was pointed out that the solutions obtained for optimal

2-club/2-core and R-robust 2-club network design problems have well-defined patterns

(network configurations) in the cases when all edges have the same construction costs

(which obviously implies that the minimizing the total construction cost is equivalent to

minimizing the total number of edges). The theorems below show that these patterns

provide exact analytical optimal solutions for the aforementioned problems.

The first theorem establishes the lower bound on the number of edges in any

2-club/2-core. It turns out that any 2-club/2-core should have at least (3n − 3)/2 edges.

The ensuing corollary confirms that the observed patterns of optimal 2-club/2-cores

require exactly ⌈(3n − 3)/2⌉ edges.

Theorem 3.1. Let G(V ,E) be a 2-club/2-core (n = |G |), then |E | ≥ (3n − 3)/2.

Proof. See Appendix A.
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Corollary 4. Let G(V ,E) be a graph with the degree sequence vector w = (w1, ... ,wn),

where

wi =


n − 1, i = 1,

2, i = 2, ... , n − 1,
wn =


2, if n is odd,

3, if n is even.

then G(V ,E) is the optimal 2-club/2-core in terms of the number of edges.

Proof. First, we should check that G(V ,E) is a 2-club and 2-core. It is quite obvious

since the first node is connected to any other node, hence, it is a 2-club. And since a

degree of any other node is at least 2, then, it is a 2-core.

Second, we need to show that

|E | =
⌈
3n − 3
2

⌉
.

That immediately follows from the definition of G(V ,E),

|E | = 1
2

n∑
i=1

wi =

⌈
n − 1 + 2(n − 2) + 2

2

⌉
=

⌈
3n − 3
2

⌉
.

Level R − 1 strong attack tolerance property of 2-clubs, that is, maintaining the

2-club structure after R − 1 component (edge and/or nodes) failures, might seem very

restrictive. We have shown above that R-robust 2-clubs provide these attack tolerance

properties (in the case of 2-clubs with strong edge attack tolerance, R-robust 2-clubs

are in fact the only network configurations that possess this property). Here we show

that one can construct an R-robust 2-club on n nodes using only Rn − (R(R + 1)/2)

(or O(Rn)) edges, which compares very favorably with other types of “robust” network

configurations, such as cliques and degree/density-based clique relaxations that all

require O(n2) edges.

To design an R-robust 2-club with O(Rn) edges, we need to have R nodes (“hubs”)

in G(V ,E) with a degree (n − 1). The remaining n − R nodes automatically have a
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degree R. The following theorem states that the constructed network is the optimal in

terms of the number of constructed edges. Therefore, it also shows how to construct the

most “cost-efficient” R-robust 2-club on a given number of nodes. The figures illustrating

these R-robust 2-club configurations are discussed in the previous section.

Theorem 3.2. Let G(V ,E) be an R-robust 2-club with n ≥ 3R+
√
5R2−4R
2

(n = |G |), then

|E | ≥ Rn − (R(R + 1)/2).

Proof. See Appendix A.

Corollary 5. Let G(V ,E) be a graph with the degree sequence vector w = (w1, ... ,wn),

where

wi =


R, i = 1, ... , n − R

n − 1, i = n − R + 1, ... , n

and n ≥ 3R, then G(V ,E) is the optimal R-robust 2-club in terms of the number of

edges.

Proof. First, we should check that G(V ,E) is an R-robust 2-club. This structure can

be viewed as a graph in which R nodes are connected with any other node with an

edge, and there are no more additional edges. So, R nodes have the maximum possible

degree of n − 1, and n − R nodes have degree R. By definition, G(V ,E) is obviously an

R-robust 2-club.

Second, we need to show that

|E | = Rn − R(R + 1)
2

.

This immediately follows from the definition of G(V ,E),

|E | = R(n − 1) + (n − R)R
2

= Rn − R + R
2

2
= Rn − R(R + 1)

2
.
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A final remark that immediately follows from these results is the fact that an optimal

R-robust k-club (for k > 2) on n nodes can be constructed using at most Rn − R(R+1)
2

(O(Rn)) edges. Although the exact optimal number of edges in these structures for each

specific k > 2 may not necessarily be derived analytically (although these issues are

worth investigating in more detail), the results of this chapter show that R-robust k-club

network configurations can simultaneously provide low diameter, strong attack tolerance

properties with respect to both node and edge attacks, and construction cost efficiency.

A 2-connected graph B 2-robust 2-club

Figure 3-1. Illustrative example for n = 4 A) 2-connected graph ; B) 2-robust 2-club.

Figure 3-2. A strongly edge attack tolerant 4-club which is not a 2-robust 4-club
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A B

Figure 3-3. Optimal 2-club/2-core network design for A) n = 10, and B) n = 11 nodes.

A B

C D

Figure 3-4. Optimal design of A) 2-club, B) 2-robust 2-club, C) 3-robust 2-club, and D)
4-robust 2-club for n = 10 nodes.
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A B

C D

Figure 3-5. A) Power-law network with β = 0.5, n = 20 optimally enhanced to B) 2-club,
C) 2-robust 2-club, and D) 3-robust 2-club
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CHAPTER 4
DENSITY-BASED CLIQUE RELAXATIONS AND THEIR ASYMPTOTIC BEHAVIOR IN

RANDOM GRAPHS

This chapter considers density-based clique relaxations, also known as quasi-cliques,

or γ-cliques. In this context, a γ-clique is a subset of vertices S ⊆ V of a simple

undirected graph G(V ,E) such that the edge density (i.e., the ratio of the number of

edges in the cluster G(S) to the maximum possible number of edges) in the induced

subgraph G(S) is at least γ. We investigate asymptotic behavior of γ-cliques in the

uniform random graphs and develop a linear mixed-integer problem for identifying the

largest γ-clique in any network.

Random graphs were studied from many different aspects, including the well-known

studies presented in [39], [40], [41]. Concerning the asymptotic behavior of the

maximum clique size in random graphs, Matula in [43] showed numerical evidence

that the maximum clique size has a strong peak around 2 ln n/ ln(1/p). Grimmett and

McDiarmid [42] proved the stronger result stating that as n → ∞ the maximum clique

size is equal to 2 ln n/ ln(1/p) +O(ln ln n) with probability one.

In this chapter we show that the maximum γ-clique size, as n → ∞, belongs to the

interval [2 ln n/ ln(1/p), 2 ln n/ ln(1/p∗)] with probability one, where

1

p∗
=

(
γ

p

)γ (
1− γ

1− p

)1−γ

We also demonstrate that there exists an abrupt jump (first-order phase transition) of the

order of magnitude of the maximum quasi-clique.

4.1 Derivation of Asymptotic Behavior Properties

Consider a random graph G(n, p) with n vertices, and probability p of the existence

of each edge. We are interested in the problem of maximum γ-clique size in that graph.

Particularly, we are interested in the asymptotic behavior of the maximum γ-clique size

when n → ∞.
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Define Nγ
k as the random variable equal to the number of γ-cliques of size k in

G(n, p). Note, that there are
(
n
k

)
different subgraphs of size k in this graph, and let j be a

subgraph number (j = 1, ... ,
(
n
k

)
). Let I γj be an indicator random variable such that I γj = 1

if a subgraph j of size k is a γ-clique and I γj = 0 otherwise. Then

Nγ
k =

(nk)∑
j=1

I γj . (4–1)

The unconditional probabilities that any subgraph of size k is a γ-clique (i.e., P{I γj = 1})

are equal. Then, the expected number of γ-cliques of size k in G(n, p) is given by

E [Nγ
k ] =

(
n

k

)
P{a subgraph of size k in G is a γ-clique}

=

(
n

k

) (k2)∑
m=⌈γ(k2)⌉

((k
2

)
m

)
pm(1− p)(

k
2)−m

=

(
n

k

)[
1− Bin

(⌊
γ
(
k
2

)⌋
;
(
k
2

)
, p
)]
,

(4–2)

where Bin(k , n; p) is the c.d.f of the binomial distribution. The following fact concerning

E [Nγ
k ] plays a central role in the sequel.

Proposition 4.1. If p < γ, the integer k = kγn that satisfies

E [Nγ
k
γ
n
] = 1 (4–3)

is given by

kγn =
2

ln

[(
γ
p

)γ (
1−γ
1−p

)1−γ
] ln n +O(ln ln n), n ≫ 1. (4–4)

Proof. In establishing Theorem 4.1 we rely on the following result due to [44].

Theorem 4.1 ([44]). Let p ∈ (0, 1) be fixed, and pν ≤ κ ≤ ν for some ν ≥ 1. Define

x = κ−pν
σ

, where σ =
√
νp(1− p). Then

ν∑
i=κ

(
ν

i

)
pi(1− p)ν−i = σ

(
ν − 1
κ− 1

)
pκ−1(1− p)ν−κ 1−Φ(x)

ϕ(x)
exp

{
ϵ(ν,κ, p)/σ

}
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where

0 ≤ ϵ(ν,κ, p) ≤ min{
√

π/8, x−1}

and Φ(x) and ϕ(x) are the cumulative and probability density functions of the standard

normal distribution, respectively.

Proof of Proposition 4.1: Setting

ν =
(
k
2

)
, κ = ⌈γν⌉ ≈ γν > pν

we have

σ =
√
p(1− p)ν, x = γ − p√

p(1− p)
ν1/2

Thus,

exp
{
ϵ(ν,κ, p)/σ

}
= exp{O(ν−1)} = 1 +O(ν−1), n → ∞

From the fact that x increases with n, it follows that

1−Φ(x)
ϕ(x)

=
1

x
+O(x−3) =

√
p(1− p)
γ − p

ν−1/2 (1 +O(ν−1)
)
, n → ∞

where the well-known expansion

1−Φ(t) = 1√
2π
e−t

2/2
(
t−1 +O(t−3)

)
, t → ∞

was used. Finally, for the binomial coefficient we have(
ν − 1
γν − 1

)
=

Γ(ν)

Γ(γν)Γ((1− γ)ν + 1)

where we used a special case of the well-known Gamma function Γ(n) = (n − 1)!. Using

Stirling’s expansion for Γ(z),

Γ(z) =

√
2π

z
z ze−z

(
1 +O(z−1)

)
, z → ∞
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we obtain (
ν − 1
γν − 1

)
=
1√
2π

√
γ

1− γ

[
γγ (1− γ)1−γ

]−ν
ν−1/2(1 +O(ν−1)

)
Thus, finally, the tail of the binomial distribution can be estimated as

ν∑
i=γν

(
ν

i

)
pi(1− p)ν−i = 1√

2π

1− p
γ − p

√
γ

1− γ
ν−1/2

[(
p

γ

)γ (
1− p
1− γ

)1−γ
]ν (
1 +O(ν−1)

)
,

where ν =
(
k
2

)
. Consequently, Equation (4–2) can asymptotically be written as

(
n

k

)
1√
2π

1− p
γ − p

√
γ

1− γ

(
k

2

)−1/2
[(
p

γ

)γ (
1− p
1− γ

)1−γ
](k2) (

1 +O
((
k
2

)−1))
= 1

Taking the logarithm of both sides, we have

−
(
k + 1

2

)
ln k + k + k ln n + lnC1 −

1

2
ln

(
k

2

)
+

(
k

2

)
lnC2 = O

(
max

{
k2

n
,
1

k

})
where

C1 =
1

2π

1− p
γ − p

√
γ

1− γ
, C2 =

(
p

γ

)γ (
1− p
1− γ

)1−γ

Taking into account that

1

2
ln

(
k

2

)
= ln k − ln

√
2 +O(k−1)

the last equation can be written as

k2

2
lnC2 − k ln k + k(ln n + 1− 1

2
lnC2)− 3

2
ln k + ln

√
2C1 = O

(
max

{
k2

n
,
1

k

})
To obtain the main term of the asymptotical approximation of the solution of this

equation, let us restate it in the form

k2

{
1

2
lnC2 +

ln n

k
− ln k
k
+
1− 1

2
lnC2

k
− 3 ln k
2k2

+
ln
√
2C1
k2

}
= O

(
max

{
k2

n
,
1

k

})
Under the above assumption that k = o(n) it can be further rewritten as

1

2
lnC2 +

ln n

k
+ o

(
ln n

k

)
= o(1)
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whence we have that

k =
2 ln n

lnC−1
2

+ χ(n), where χ(n) = o(ln n)

To determine the order of the term χ(n), we rewrite the equation as

k
1

2
lnC2 + ln n − ln k = O(1)

Writing down the expression for k = kγn in the form

kγn =
2 ln n

lnC−1
2

+ χ(n)

and substituting it in the last equation, we obtain that χ(n) = O(ln ln n), which furnishes

the statement of the Proposition.

Proposition 4.2. For 0 < p < γ < 1 it holds

0 <

(
p

γ

)γ (
1− p
1− γ

)1−γ

< 1 (4–5)

Proof. The sought inequality follows trivially from the arithmetic-geometric means

inequality: (
p

γ

)γ (
1− p
1− γ

)1−γ

≤ γ

(
p

γ

)
+ (1− γ)

(
1− p
1− γ

)
= 1

where the equality only occurs for
p

γ
=
1− p
1− γ

or p − pγ = γ − pγ, or equivalently, γ = p.

The proposition above is proved under assumption that kγn that solves the equation

E [Nγ
k
γ
n
] = 1 is o(n). In the following lemma we prove this fact and make the proof of the

above proposition complete.

Lemma 1. If p < γ, the integer k = kγn that satisfies

E [Nγ
k
γ
n
] = 1 (4–6)

72



is kγn = o(n).

Proof. For the proof we use the upper bound on the binomial coefficient following from

the Stirling’s approximation: (
n

k

)
≤
(en
k

)k
(4–7)

For the upper bound on the binomial distribution we use Chernoff’s bound for the tail of

the binomial distribution:

n∑
i=m

(
n

i

)
pi(1− p)n−i ≤

(
n − np
n −m

)n−m (np
m

)m
, (4–8)

where m ≥ np. In our case n =
(
k
2

)
,m =

⌈
γ
(
k
2

)⌉
(for simplicity, we use m = γ

(
k
2

)
), and

since p < γ, then m ≥ np; thus, the requirement on m is valid. Thus,

(k2)∑
m=⌈γ(k2)⌉

((k
2

)
m

)
pm(1− p)(

k
2)−m ≤

((
k
2

)
−
(
k
2

)
p(

k
2

)
− γ
(
k
2

))(k2)−γ(k2)((k
2

)
p

γ
(
k
2

))γ(k2)

=

=

((
1− p
1− γ

)1−γ (
p

γ

)γ
)(k2)

(4–9)

Recall that Equation (4–6) can be written as

(
n

k

) (k2)∑
m=⌈γ(k2)⌉

((k
2

)
m

)
pm(1− p)(

k
2)−m = 1, (4–10)

Using the upper bounds in (4–7) and (4–9), we can write

E [Nγ
k ] ≤

(en
k

)k ((1− p
1− γ

)1−γ (
p

γ

)γ
)(k2)
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Taking the logarithm of this upper bound as in Proposition 4.1 we can conclude that

there exists such constant C that if k ≥ C ln n, then

(en
k

)k ((1− p
1− γ

)1−γ (
p

γ

)γ
)(k2)

< 1. (4–11)

Therefore, the solution k = kγn to the equation E [Nγ
k ] = 1 cannot be greater than C ln n;

thus, kγn = o(n).

Next proposition establishes the fact that the number kγn which solves the equation

E [N
γ
k ] = 1 plays a crucial role in determining the size of the maximum quasi-clique in

the uniform random graph when n → ∞. Let lγn be the size of the maximum γ-clique in a

uniform random graph G(n, p). Since we consider the maximum size in a random graph,

lγn is also a random value, meaning that for any particular realization of G(n, p), the value

of lγn determines the size of maximum γ-clique in that realization.

Proposition 4.3. If p < γ, then

P{lγn > kγn } → 0, when n → ∞ (4–12)

where kγn is the solution to the equation

E [Nγ
k ] = 1 (4–13)

which by Proposition 4.1 is given by

kγn =
2

ln

[(
γ
p

)γ (
1−γ
1−p

)1−γ
] ln n +O(ln ln n), n ≫ 1. (4–14)

Proof. First, we show that for any γ-clique G(V ,E) of size m, and for any s < m there

exists a γ-clique of size s which is a subgraph of G(V ,E). To prove that fact, it is enough
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to consider s = m − 1. Since G(V ,E) is a γ-clique, then

|E | ≥ γ

(
m

2

)
.

Therefore, there exists a node i with deg(i) ≤ γ(m − 1). If we consider the subgraph

without that node, then a subgraph G(V \ i ,Ei) a γ-clique, since

|Ei | ≥ γ

(
m

2

)
− γ(m − 1) = γ

(
m − 1
2

)
Then, using this fact, we can conclude that in a uniform random graph G(n, p)

lγn > m if and only if Nγ
m+1 ≥ 1. Thus,

P{lγn > kγn } = P{N
γ
k
γ
n +1

≥ 1} .

Note also that

P{Nγ
k
γ
n +1

≥ 1} =
∞∑
i=1

P{Nγ
k
γ
n +1
= i} ≤

∞∑
i=1

iP{Nγ
k
γ
n +1
= i} = E

[
Nγ
k
γ
n +1

]
.

Therefore,

P{lγn > kγn } ≤ E
[
Nγ
k
γ
n +1

]
.

Hence, to prove this proposition, we only need to show that E
[
Nγ
k
γ
n +1

]
→ 0, n → ∞.

From the proof of Proposition 4.1 we know that

E [N
γ
k ] =

(
n

k

)
1√
2π

1− p
γ − p

√
γ

1− γ

(
k

2

)−1/2
[(
p

γ

)γ (
1− p
1− γ

)1−γ
](k2) (

1 +O
((
k
2

)−1))
,

and for k = kγn

(
n

kγn

)
1√
2π

1− p
γ − p

√
γ

1− γ

(
kγn
2

)−1/2
[(
p

γ

)γ (
1− p
1− γ

)1−γ
](kγn2 ) (

1 +O
((
k
γ
n

2

)−1))
= 1 .

(4–15)
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Then,

E
[
Nγ
k
γ
n +1

]
=

(
n

kγn + 1

)
1√
2π

1− p
γ − p

√
γ

1− γ

(
kγn + 1

2

)−1/2
[(
p

γ

)γ (
1− p
1− γ

)1−γ
](kγn +12 )

×

×
(
1 +O

((
k
γ
n +1
2

)−1))
≤

≤ n − k
γ
n

kγn + 1

(
n

kγn

)
1√
2π

1− p
γ − p

√
γ

1− γ

(
kγn
2

)−1/2
[(
p

γ

)γ (
1− p
1− γ

)1−γ
](kγn2 )+kγn

×

×
(
1 +O

((
k
γ
n

2

)−1))
,

and using Equation (4–15), we have

E
[
Nγ
k
γ
n +1

]
≤ n − k

γ
n

kγn + 1

[(
p

γ

)γ (
1− p
1− γ

)1−γ
]kγn (

1 +O
((
k
γ
n

2

)−1))
, (4–16)

Having that

kγn =
2

ln

[(
γ
p

)γ (
1−γ
1−p

)1−γ
] ln n +O(ln ln n) ,

Inequality (4–16) can be written as

E
[
Nγ
k
γ
n +1

]
≤ n

kγn

[
1

n2

]
(1 +O (1)) =

1

nkγn
(1 +O (1))

Clearly, E
[
Nγ
k
γ
n +1

]
→ 0 when n → ∞, what ends the proof of this proposition.

The next corollary shows that when n goes to infinity, the maximum size of γ-clique

in the uniform random graph is almost surely above the certain value of the order of

ln(n). It uses the well known fact established by Grimmett and McDiarmid [42]. They

proved that the size of maximum clique in the uniform random graph is asymptotically

almost surely equal to 2 ln(n)/ ln(p)+O(ln ln n). Note that l1n is the random variable which

is equal to the size of the maximum clique (γ = 1) in a uniform random graph G(n, p).

Note also that

lim
γ→1−0

kγn = 2 ln(n)/ ln(p) ,
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then we can define k1n = 2 ln(n)/ ln(p) +O(ln ln n), and the aforementioned statement of

Grimmett and McDiarmid [42] can be written as

P{k1n ≥ l1n ≥ k1n − 1} → 1, when n → ∞ (4–17)

Corollary 6. If p < γ, then

P{k1n − 1 ≤ lγn ≤ kγn } → 1, when n → ∞ (4–18)

where kγn is the solution to the equation

E [Nγ
k ] = 1 (4–19)

which by Proposition 4.1 is given by

kγn =
2

ln

[(
γ
p

)γ (
1−γ
1−p

)1−γ
] ln n +O(ln ln n), n ≫ 1. (4–20)

Proof. It follows immediately from Equation (4–17), Proposition 4.3, and the fact that the

maximum size of γ-clique for any γ < 1 is always greater than the size of the maximum

clique in that graph, i.e

P{l1n ≤ lγn } = 1 , γ < 1 .

Thus, we established the fact that for any fixed γ > p the asymptotic behavior of

the maximum γ-clique size is the order of ln n. Intuitively, when γ ≤ p the whole graph

G(n, p) becomes γ-clique, so the size of the maximum γ-clique is the the order of n.

Therefore, the natural question arising here is what happens when p is fixed and γ

approaches p. We show that there is a first order phase transition in the asymptotic

behavior of the order of magnitude of the maximum γ-clique in the point γ = p.
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Particularly, we prove that with probability 1

lim
γ→p+0

lim
n→∞

lγn
n
= 0 ,

but

lim
γ→p−0

lim
n→∞

lγn
n
= 1 ,

what shows that there is a jump in the order of magnitude of the maximum γ-clique in

the point γ = p.

Proposition 4.4. If lγp is the maximum size of γ-clique in the uniform random graph

G(n, p) with fixed p, then with probability 1

lim
γ→p+0

lim
n→∞

lγn
n
= 0 , (4–21)

but

lim
γ→p−0

lim
n→∞

lγn
n
= 1 , (4–22)

Proof. The first limiting case follows from Proposition 4.3, since we proved that for any

fixed γ > p with probability 1

lim
n→∞

lγn
n
= 0

To prove Equation (4–22) let Xij be the Bernoulli random variable which is equal to 1

if there exists an edge (i , j) in the uniform random graph G(n, p). Then,

P {lγn = n} = P

∑
(i ,j)

Xij ≥ γ

(
n

2

) = P

∑
(i ,j)

Xij(
n
2

) ≥ γ


From the weak law of large numbers it follows that for any fixed ε > 0,

P


∣∣∣∣∣∣∣
∑
(i ,j)

Xij(
n
2

) − p

∣∣∣∣∣∣∣ < ε

→ 1 , n → ∞ .
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Then, let ε = p − γ, and

P


∑
(i ,j)

Xij(
n
2

) ≥ γ

 = P
p −

∑
(i ,j)

Xij(
n
2

) ≤ p − γ

 = P
p −

∑
(i ,j)

Xij(
n
2

) ≤ ε

 ≥

≥ P


∣∣∣∣∣∣∣p −

∑
(i ,j)

Xij(
n
2

)
∣∣∣∣∣∣∣ ≤ ε

→ 1 , n → ∞ .

Therefore,

P{lγn = n} → 1 , n → ∞

what ends the proof of the proposition.

4.2 Linear Mixed-Integer Formulations of the Maximum γ-clique Problem

In this section we develop linear mixed-integer formulations of the maximum

γ-clique problem. To our knowledge, the last formulation is the most compact linear

formulation. It requires only O(n) entities.

Consider a graph G = (V ,E) with n nodes, adjacency matrix A, and consider a

problem of finding a maximum γ-clique in this graph. Suppose we pick some subgraph

Gs . We want to check whether this subgraph is a γ-clique or not. For that reason define

x = (x1, ... , xn) as a 0-1 vector with xi = 1 if node i belongs to Gs , or zero otherwise.

The subgraph Gs is a γ-clique if it contains at least γ|Gs |(|Gs | − 1)/2 edges, or,

equivalently, in terms of vector x :

1

2
γ

n∑
i=1

xi

(
n∑
i=1

xi − 1

)
=
1

2
γ

(
n∑
i ,j=1

xjxi −
n∑
i=1

xi

)
=

=
1

2
γ

(
n∑

i ,j=1,i ̸=j

xjxi +

n∑
i=1

x2i −
n∑
i=1

xi

)
=

1

2
γ

n∑
i ,j=1,i ̸=j

xjxi

since x2i = xi .
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The number of edges in the subgraph Gs can be calculated as

1

2
x tAx =

n∑
i ,j=1,i ̸=j

aijxjxi .

Therefore the problem of finding the maximum γ-clique in the graph G can be formulated

as follows:

max

n∑
i=1

xi

subject to
n∑

i ,j=1,i ̸=j

aijxjxi ≥ γ
n∑

i ,j=1,i ̸=j

xjxi .

This is the problem with a linear objective and one quadratic constraint. We

introduce the new variables to make this problem linear. Define wij = xixj for every

pair of nodes (i , j). We need only n(n − 1)/2 − n such variables since wij = wji . The

constraint wij = xixj is equivalent to

wij ≤ xi ,

wij ≤ xj ,

wij ≥ xi + xj − 1, .

Now, we may formulate the problem as a linear problem

max

n∑
i=1

xi

subject to
n∑

i ,j=1,i<j

aijwij ≥ γ
n∑

i ,j=1,i<j

wij ,

wij ≤ xi , (4–23)

wij ≤ xj , (4–24)

wij ≥ xi + xj − 1 , (4–25)

xi ,wij ∈ {0, 1}, i , j = 1, ... , n .
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This problem is a linear 0-1 problem, and it contains n(n − 1)/2 variables and

3
2
n(n− 1)+ 1 constraints. We may rewrite it in more compact form since if xi = 0, then all

wij = 0, j = i + 1, .., n. Instead of (4–23) and (4–24) we may write

n∑
j=i+1

wij ≤ nxi , i = 1, ... , n − 1 ,

what reduces the number of constraints to 1
2
n(n − 1) + n.

Next, we consider an alternative linearization. Recall that originally we had only one

constraint
n∑

i ,j=1,i ̸=j

(aij − γ)xjxi ≥ 0 ,

which we may rewrite as

n∑
i=1

xi

(
γxi +

n∑
j=1

(aij − γ)xj

)
≥ 0 .

Let us define the a variable wi for every i as follows

wi = xi

(
γxi +

n∑
j=1

(aij − γ)xj

)
.

This quadratic equality is equivalent to four linear inequalities

wi ≤ nxi ,

wi ≥ −nxi ,

wi ≥ γxi +

n∑
j=1

(aij − γ)xj − (1− xi)n ,

wi ≤ γxi +
n∑
j=1

(aij − γ)xj + (1− xi)n ,

xi ∈ {0, 1},wij ∈ R, i , j = 1, ... , n .

Therefore, the problem of finding a maximum γ-clique can be represented as the

following linear formulation with 2n variables (n 0-1 variables and n continuous variables)

and 4n + 1 constraints:
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max

n∑
i=1

xi (4–26)

subject to
n∑
i=1

wi ≥ 0 ,

wi ≤ nxi ,

wi ≥ −nxi ,

wi ≥ γxi +
n∑
j=1

(aij − γ)xj − (1− xi)n ,

wi ≤ γxi +
n∑
j=1

(aij − γ)xj + (1− xi)n ,

xi ∈ {0, 1},wij ∈ R, i , j = 1, ... , n .

4.3 Computational Experiments

In this section we present computational experiments performed to address two

issues. First, we try to analyze whether the bounds that we derived in Section 4.1 are

reliable for relatively small n. Second, the existence of a jump in the order of magnitude

of the maximum γ-clique size at the point p = γ is proved in the limiting case (n → ∞);

therefore, it is of interest to conduct computational experiments investigating the

behavior of the maximum γ-clique around the point p = γ for relatively large fixed values

of n.

We proved the fact that for any fixed γ and p the probability that the maximum

γ-clique size belongs to the interval

[
k1n , k

γ
n

]
=

 2 ln n
ln
(
1
p

) ; 2 ln n

ln
(

γ
p

)γ (
1−γ
1−p

)1−γ

 (4–27)

tends to 1 as n becomes very large. For simplicity, we do not include the residual

term O(ln ln n) in the bounds. Since in the real world everyone deals only with finite

networks, it would be very useful to know if these bounds are applicable for relatively
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small n. In the first set of computational experiments we generated several instances of

uniform random graphs for n = 100 and p ranging from 0.05 to 0.15. We generated 100

scenarios of G(100, p) for every p. Then, we used the mixed-integer problem formulation

in (4–26) to find the maximum γ-cliques in the generated scenarios for γ = 0.9, and

γ = 0.85 (since γ should be rather close to 1 in robust network clusters). We used

FICOTMXpress Optimization Suite 7.1 [22] to solve the proposed problems. The average

maximum sizes over all scenarios is reported in Table 4-1 and Table 4-2 in the last

columns. It should be noted that for this set of parameters Interval (4–27) is not very

wide and the average size of the maximum γ-clique almost all the time belongs to this

interval.

In the second set of computational experiments we tried to analyze the behavior

of the relative maximum γ-clique size for a fixed γ and different values of p and n.

We used γ = 70% and set the grid of 200 different values of p as (p1, ... , p100) =

(0.006, 0.012, ... , 0.600), and (p101, ... , p200) = (0.601, 0.602, ... , 0.700). Note that

the second grid is denser since p becomes closer to γ and this region should be

investigated thoroughly. For each value of n=500, 1000, 5000, 1000, 20000 and pi from

the defined grid we generated instances of uniform random graphs G(n, pi). Then, we

tried to find the maximum γ-clique in each generated instance. Unfortunately, we could

not find the exact solutions using the proposed formulations, since these problems are

computationally challenging for the considered values of n, p, and γ. Therefore, we used

GRASP heuristics [1], which performs quite well in massive graphs. Figure 4-1 reports

the results. On the horizontal axis we plot a parameter p of the generated instances. On

the vertical axis we plot the relative size of the maximum γ-clique detected by GRASP

algorithm with respect to the size of the graph. Each line on the figure represents how

the relative maximum γ-clique size changes as p increases for every fixed n.

In the previous section we proved the fact that for any fixed p < γ with probability 1

lim
n→∞

lγn
n
= 0 ,
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and for any fixed p > γ with probability 1

lim
n→∞

lγn
n
= 1 .

Therefore, intuitively, as n increases, the relative size of the maximum γ-clique should

decrease and tend to zero for any fixed p < γ. Clearly, the obtained results are quite

supportive to that. Also, as n increases, the changes in the relative maximum γ-clique

size around the point p = γ become more abrupt.

Figure 4-1. Relative size of the maximum γ-cliques in the uniform random graphs for
γ = 70%, n=500, 1000, 5000, 1000, 20000, and 0 < p < 0.8.

Table 4-1. Average maximum γ-clique sizes in the uniform random graphs for n = 100,
and γ=90%. There are 100 scenarios generated for every p. The lower and
upper bounds are calculated from (4–27).

p Lower Bound (k1n ) Upper Bound (kγn ) Scenario Average
0.05 3.07 3.88 3.09
0.06 3.27 4.16 3.19
0.07 3.46 4.44 3.43
0.08 3.65 4.71 3.82
0.09 3.82 4.97 4.13
0.10 4.00 5.50 4.35
0.11 4.17 5.77 4.61
0.12 4.34 6.04 4.87
0.13 4.51 6.04 4.97
0.14 4.68 6.31 5.02
0.15 4.85 6.59 5.05
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Table 4-2. Average maximum γ-clique sizes in the uniform random graphs for n = 100,
and γ=85%. There are 100 scenarios generated for every p. The lower and
upper bounds are calculated from (4–27).

p Lower Bound (k1n ) Upper Bound (kγn ) Scenario Average
0.05 3.07 4.32 3.09
0.06 3.27 4.66 3.19
0.07 3.46 4.98 3.43
0.08 3.65 5.30 3.82
0.09 3.82 5.62 4.13
0.10 4.00 5.94 4.43
0.11 4.17 6.26 4.68
0.12 4.34 6.58 4.97
0.13 4.51 6.91 5.12
0.14 4.68 7.25 5.32
0.15 4.85 7.59 5.65
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CHAPTER 5
IMPLIED COPULA CDO PRICING MODEL: ENTROPY APPROACH

The market of credit risk derivatives was booming before the recent financial crisis.

Collateralized Debt Obligations (CDOs) accounted for a significant fraction of this

market. The appeal of CDOs was in high profit margins. CDOs offered returns that were

sometimes 2-3% higher than corporate bonds with the same credit rating. A CDO is

based on so called “credit tranching”, where the losses of the portfolio of bonds, loans or

other securities are repackaged. In our work we consider synthetic CDOs in which the

underlying credit exposures are taken with Credit Default Swaps (CDSs) rather than with

physical assets. Typically, in a CDO, four tranches are designated as senior, mezzanine,

subordinate, and equity. Losses are applied to the later classes of debt before earlier

ones. From the underlying pool of instruments, a range of products are created ranging

from the very risky equity debt to the relatively riskless senior debt. Each tranche is

specified by its attachment and detachment points as the percentages of the total

collateral. The lower tranche boundary is called the attachment point, while the upper

tranche boundary is called the detachment point. The CDO tranche loss occurs when

the cumulative collateral loss exceeds the tranche attachment point.

The tranche spread is defined as a fraction of the total collateral. The amount

of money that the originating bank should pay per year (usually, payments are made

quarterly) to have this tranche “insured” is the spread times the tranche size. The pricing

of CDO contracts is a difficult quantitative problem faced by credit risk markets. The

main issue is uncertainty about obligors default risk. This chapter considers a so-called

“implied copula” CDO pricing model for calibrating obligor hazard rates. The idea of this

model is that, conditional on different market states, the obligors have different hazard

rates. For example, if the market goes up then the obligor may have a lower risk of

default (low hazard rate), or if the market goes down then it is more likely for the obligor

to default during the contract period (high hazard rate).
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To find the probability distribution of hazard rates, Hull and White [27] suggested the

so-called “implied copula” model. This is not a specific copula like Gaussian, Student-t,

or double-t. It is called implied because it can be deduced from market quotes. The

CDO tranche quotes are used for calibration. We considered the simplest version of the

implied copula approach in which it is assumed that all companies being modeled have

the same hazard rates and the same recovery rates (homogeneous case). Depending

on the market scenario these hazard rates are different. To satisfy market quotes

we need a search for probabilities to apply to individual hazard rates. The Hull and

White [27] model minimizes the sum of deviations from no-arbitrage equations and a

smoothing term. The motivation in the deviation term comes from the equality between

the mid-price of the CDO tranche and the expected payoff on this tranche (no-arbitrage

constraint in risk-neutral setting). This equality may not be feasible for some CDO price

quotes. The smoothing term is introduced to reduce the noise in the distribution. We

observed, however, that the optimal solution is quite sensitive to the smoothing term

coefficient.

This chapter proposes an alternative “entropy approach” to the implied copula

model. We found the distribution by maximizing the entropy with no-arbitrage constraints

based on bid and ask prices of CDO tranches. In our numerical experiments these

constraints were feasible and we did not need to introduce the deviation from no-arbitrage

constraints. To reduce the noise in the distribution we introduced a new class of

distributions, called “CCC distributions.” This is a wide class of distribution functions

containing the normal, gamma, and the F distributions. By definition, for the continuous

distributions in this class, the PDF is convex from the beginning to some point,

then it is concave to some further point, and then it is again convex to the end. We

called this class of distributions the CCC distributions (CCC is the abbreviation for

convex/concave/convex). For discrete distributions we generalized this property to the
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points where the discrete distribution is defined. By a discrete distribution we mean a

function which assigns some probability to each of finitely many hazard rates.

The chapter presents a case study implementing the Hull and White model and

our entropy approaches. We have demonstrated the approaches with the December,

2006 iTraxx tranche quotes. The data were obtained from the Arnsdorf and Halperin

[29] paper. We decided to use their data since there is information about bid and ask

quotes. We also demonstrate results for the more recent data where the market was in

unstable condition. To do the case study we used the Portfolio Safeguard [31] package

(MATLAB Environment) by American Optimal Decisions, Inc. The case study shows

that the entropy approach has a stable performance, while the Hull and White model is

sensitive to the smoothing coefficient and the number of hazard rates on the grid.

5.1 Conventional Copula and the Implied Copula

This section summarizes the implied copula approach proposed by Hull and White.

For a full model description a reader may refer to the Hull and White [27] paper. A

one-factor Gaussian copula model, first introduced by Li [32], has became an industry

standard. It models default intensities as a weighted sum of a market factor and an

idiosyncratic term, a firm-dependent component. The model provides a correlation

structure between default intensities of different obligors.

Define default intensities Xi(1 ≤ i ≤ n) by:

Xi = αiV +
√
1− α2iWi , (5–1)

where V is a market factor andWi is an idiosyncratic term (firm-dependent component).

Let Qi(t) be the cumulative distribution of (unconditional) time to default of company

i and let Fi(t) be the cumulative distribution of Xi . Default intensity is then mapped to

default time τi as Fi(Xi) = Qi(τi).

A convenient way of defining Qi is through a company hazard rate. The latter

has an interpretation of default intensity if the default is modeled as the first event in
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a nonhomogeneous Poisson process. The hazard rate λi(τ) is related to Qi(t) in the

following way:

λi(τ) =
1

1−Qi(τ)
dQi(τ)

dτ
. (5–2)

Hazard rates are popular in credit risk applications due to ease of implementation,

convenient analytic expressions and clear physical interpretation.

We define a grid λ1, ...,λI of possible hazard rates. The hazard rate can be viewed

as the severity of the credit environment over the life of the CDO contract. We assume

that in each scenario the hazard rate is constant and the same for all obligors. As in Hull

and White [28], we set the lowest hazard rate such that there is almost no chance to

default (λ1 = 10−8), and the highest hazard rate such that almost all companies default

immediately (λI = 100). The intermediate hazard rates are chosen so that the lnλk

are equally spaced. We present results for the number of hazard rates on the grid from

100 to 1,000. We try to find out if the increasing number of scenarios of hazard rates

leads to some limiting distribution. This property is expected from a “well defined” model

where the precision increasingly improves the performance of the model. For a specific

value of the market factor, defaults of each company or obligation are independent and

described by their conditional hazard rates. These hazard rates are simultaneously

higher or lower. Hull and White proposed a so-call “implied copula” model prescribing

the same unconditional hazard rate to each company and then moved all hazard rates

simultaneously (or, more precisely, proportionally) so that the collateral hazard takes

on pre-defined values λ1, ...,λI . They also proposed an extension to this model where

they assume a correlation between obligors [27]. The scenarios for hazard rate λi have

probabilities pi to occur.

To fit the probability distribution for hazard rates to the market we consider CDO

price data. We use the 5-year quotes for iTraxx index tranches on December, 2006.

We use the data from [29]. We found that paper useful since it provides the bid and
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ask quotes. By sampling default scenarios corresponding to each level of λi , the net

payoff (the difference between expected present value of premium leg payments and

default leg payments) of each tranche j can be determined, conditional on the hazard

rate scenario λi . Denote this payoff by aij . Note that this net payoff is calculated with

the mid-quotes for the spreads for every tranche. Later, we will describe how the bid

and ask quotes can be used in no-arbitrage consideration. A probability pi is assigned

to λi to form a probability distribution of hazard rates. No-arbitrage considerations in a

risk-neutral setting assume that the expected net payoff of each CDO tranche is equal to

zero1

I∑
i=1

aijpi = 0 j = 1, ... , J . (5–3)

The numerical experiments with the market data show that in some cases Equation

(5–3) is infeasible. In such cases we need to find a distribution approximately solving

Equation (5–3). Some criterion has to be defined to choose a distribution the closest to

a feasible one. Hull and White [27] proposed solving the following optimization problem

to find a suitable probability distribution:

Problem A

min
p
(D(p) + S(p))

subject to

probability distribution constraints

I∑
i=1

pi = 1 , (5–4)

1 Tranche payoffs (with both payment legs included) have to be zero under
no-arbitrage assumptions. The tranche spread has to be established at such a level
that the expected payoffs through the premium leg are precisely equal to the expected
default losses, in other words, so that the premium leg has the same present value as
the default leg.
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pi ≥ 0, i = 1, ... , I . (5–5)

where D(p) is a deviation term

D(p) =

J∑
j=1

(
I∑
i=1

piaij

)2
, (5–6)

and S(p) is a smoothing term

S(p) = c

I−1∑
i=2

[
pi+1 + pi−1 − 2pi
0.5(di+1 − di−1)

]2
. (5–7)

The deviation term penalizes large deviations from zero of the net expected payoff

of every tranche. The smoothing term enforces that every three consecutive points on

the hazard rate distribution are approximately on the same line. The smoothing term is

larger for larger differences from the straight line.

The smoothing term introduces distortion into resulting distribution, but a reasonable

level of distortion may be better than a ragged distribution shape. The smoothing effect

appears to decrease with the increase in the number of atoms in the distribution. Also,

the coefficient c has to be chosen by trial and error.

Let us consider for instance the case presented in the paper of Hull and White

[27]. We ran the case study to analyze results. First, we used the data from Figure

5-1 to simulate the expected cash flows on every tranche for different hazard rates.

Then we solved the optimization Problem A. Figures 5-2 and 5-3 show graphs of

optimal distributions obtained for different numbers of points and different values of the

smoothing term coefficient c .

It seems that if we find a “good” smoothing coefficient c for a particular number

of atoms in the distributions, it will not work the same way if we change the number of

atoms. Therefore, the smoothing coefficient c should be chosen individually for every
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number of points on the hazard rate grid. Moreover, we can not find a “reasonable”

justification for why one smoothing coefficient is better then any other one.

The next section proposes an alternative approach which we call the “entropy

approach” for finding the “best” probability distribution. With this approach we tried to

exclude from the model arbitrary parameters, such as the smoothing coefficient.

5.2 Implied Copula: Entropy Approach

This section proposes an entropy approach to the implied copula model, discusses

the reasons why and when such an approach is useful, and provides a heuristic

algorithm to find the “best” probability distribution for hazard rates. Hull and White

[27] minimize the sum of squared deviations of tranche payoffs from “perfect fit” (5–6)

and the smoothing term (5–7). In their recent paper [28] there is another approach to

find a suitable probability distribution. The authors assume that the distribution is a

log-t and calibrate its parameters to fit the market quotes. We propose an alternative

maximum entropy principle and suggest finding the distribution in the class of CCC

distributions (which will be described later).

The Maximum Entropy Principle (first introduced by Shannon, see also Golan [33])

is popular in information theory. This principle is actively used in financial applications;

see for instance Miller and Liu [34], Chu and Satchell [35]. The essence of the Maximum

Entropy Principle is that with some given information about the distribution (specified

through equations and constraints) we maximize the entropy and select the most

“unknown” distribution. Therefore we are trying to find the most “unknown” distribution

containing only available information about the distribution.

In this respect we want to point out that the information which is used in Hull and

White model is not complete. The non-arbitrage equations are used for mid-spreads for

tranches. That may be a reason why the constraints may not have a feasible solution.

We argue that additional information is available in the bid and ask prices.
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Instead of mid prices, we use bid and ask prices. Denote by aij and aij the expected

net payoff of tranche j conditional on hazard rate i for ask and bid prices, respectively.

Then, the no-arbitrage constraints are as follows: for ask prices the expected net

payoff (
∑I
i=1 aijpi ) of each CDO tranche is nonpositive and for bid prices (

∑I
i=1 aijpi ) is

nonnegative.

We maximize Shannon entropy H(p) = −
∑I
i=1 pi ln pi subject to these no-arbitrage

constraints. In other words, we propose to solve the following problem:

Problem B

min
p

−H(p)

subject to

no-arbitrage constraints

I∑
i=1

aijpi ≤ 0 , j = 1, ... , J , (5–8)

I∑
i=1

aijpi ≥ 0 , j = 1, ... , J , (5–9)

probability distribution constraints

I∑
i=1

pi = 1 , (5–10)

pi ≥ 0, i = 1, ... , I . (5–11)

We want to emphasize that the set of probability distributions satisfying Constraints

(5–8), (5–9) is larger than the set satisfying Constraints (5–3). Therefore, Constraints

(5–8), (5–9) may have a feasible set and we may not need to introduce the deviation

term D(p) to the objective.

Hull and White add a smoothing term to the objective function in (5–7). As we

indicated earlier in the previous section, the optimal solution is very sensitive to
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the choice of c in (5–7) and to the number of points I on the grid (Figures 3 and 4).

Furthermore, it seems that with an increasing number of points I in the optimization

Problem A, the optimal solution does not stabilize. Some kind of stabilization can be

seen for c = 10−5 at the right bottom graph in Figure 4. But, again, it is unclear why

c = 10−5 should be used.

Here we want to quickly mention what we did next and how we came up to the

conclusion to introduce the new class of functions. We solved Problem B for different

numbers of points also. We found that the shape of the optimal solution eventually

stabilized. Beyond the number of points being equal to 500, the optimal solutions have a

similar shape. But we saw also that some “noise” was present in the optimal distribution.

To cope with that we will later define the CCC class of discrete probability distributions.

We start with the general definition of CCC class of functions (not only distributions).

We say that a function belongs to this class if it is convex on the left up to some point,

then concave up to a further point, and then again convex on the right. CCC is the

abbreviation for convex/concave/convex. Figure 5-1 shows an example of CCC function.

By definition, a function f : R → R is convex if for any x1, x2,λ : λ ∈ [0, 1] the

following inequality holds:

λf (x1) + (1− λ)f (x2) ≥ f (λx1 + (1− λ)x2)

Let x3 = λx1 + (1 − λ)x2; then λ(x2 − x1) = x2 − x3. Therefore, there is one to one

correspondence between λ and x3 and the convexity property can be rewritten as

follows:

for any x1, x2, x3 such that x1 ≤ x3 ≤ x2 following inequality holds:

(x2 − x3)f (x1) + (x3 − x1)f (x2) ≥ (x2 − x1)f (x3).

With this observation we can generalize the concavity/convexity property to any set

X ⊂ R not necessarily convex, closed, etc. We say that f : X → R is convex on X if for
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any x1, x2, x3 ∈ X :

(x2 − x3)f (x1) + (x3 − x1)f (x2) ≥ (x2 − x1)f (x3)

Below is the formal definition of the CCC class of functions in general case.

Definition 4 (general case). Let f : X → R. Then f (x) belongs to CCC class if and only

if there exist wl ,wr ∈ R such that the following inequalities hold:

• wl ≤ wr ,

• (x2 − x3)f (x1) + (x3 − x1)f (x2) ≥ (x2 − x1)f (x3), for all x1 ≤ x3 ≤ x2 ∈ (−∞,wl ] ∩ X ,

• (x2 − x3)f (x1) + (x3 − x1)f (x2) ≤ (x2 − x1)f (x3), for all x1 ≤ x3 ≤ x2 ∈ [wl ,wr ] ∩ X ,

• (x2 − x3)f (x1) + (x3 − x1)f (x2) ≥ (x2 − x1)f (x3), for all x1 ≤ x3 ≤ x2 ∈ [wr , +∞) ∩ X .

First, we define the CCC class of continuous distributions.

Definition 5 (continuous case). Let f : R → R be a continuous density function of some

continuous distribution. Then f (x) belongs to CCC class of distributions if f (x) is a CCC

function.

In our model we deal with discrete distributions. Let us define the CCC class of

discrete distributions.

Definition 6 (discrete case). Let f : {d1, ... , dI} → [0, 1] be a probability measure

function on a sequence of points d1, ... , dI : d1 < d2 < · · · < dI , i.e
∑I
i=1 f (di) = 1. Then

f (x) belongs to CCC class of discrete distributions if the probability measure f belongs

to the class of CCC functions.

Clearly, f (x) belongs to the CCC class if and only if the inequalities 2-4 in the

definition of the CCC class of functions hold for every three consecutive points

di−1, di , di+1. In other words, the following proposition holds.

Proposition 5.1. Let f : {d1, ... , dI} → [0, 1] be a probability measure function on a

sequence of points d1, ... , dI : d1 < d2 < · · · < dI , i.e
∑I
i=1 f (di) = 1. Then f belongs to

the CCC class if and only if there exist indices wl ,wr such that the following inequalities

hold:
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• 1 ≤ wl ≤ wr ≤ I ,

• (di+1 − di)f (di−1) + (di − di−1)f (di+1) ≥ (di−1 − di+1)f (di), for all i : 1 < i < wl ,

• (di+1 − di)f (di−1) + (di − di−1)f (di+1) ≤ (di−1 − di+1)f (di), for all i : wl < i < wr ,

• (di+1 − di)f (di−1) + (di − di−1)f (di+1) ≥ (di−1 − di+1)f (di), for all i : wr < i < I .

The proof is obvious and we do not present it here.

Later, we suppose that the distance between every two consecutive points di , di+1 is

the same. In this case Proposition 5.1 simplifies to:

Proposition 5.2. Let f : {d1, ... , dI} → [0, 1] be a probability measure function

(
∑I
i=1 f (di) = 1) on a sequence of points d1, ... , dI : d1 < d2 < · · · < dI , such that the

distance between every two consecutive points di , di+1 is the same . Then f (x) belongs

to CCC class if and only if there exist dwl , dwr such that the following inequalities hold:

• 1 ≤ wl ≤ wr ≤ I ,

• f (di−1) + f (di+1) ≥ 2f (di), for all i : 1 < i < wl ,

• f (di−1) + f (di+1) ≤ 2f (di), for all i : wl < i < wr ,

• f (di−1) + f (di+1) ≥ 2f (di), for all i : wr < i < I .

As was mentioned earlier our goal is to assign a probability pi to every hazard rate

λi to meet the market constraints. In this case, by a discrete distribution corresponding

to a vector (p1, ... , pI ) we mean a probability measure function f : {λ1, ... ,λI} → [0, 1]

such that f (λi) = pi , i = 1, ... , I .

We want to solve Problem B under the additional condition that the distribution

belongs to the CCC class. The CCC class can be specified in the optimization problem

by linear constraints. CCC constraints “regularize” the solution by reducing “noise” and

they play the same role as the smoothing term S(p) in Problem A. In this way we can

avoid arbitrariness in the choice of the smoothing coefficient c . Also, the increasing

number of points λi on hazard rate grid does not lead to additional noise in distribution.

96



The drawback is that there is no economic argument allowing us to claim that the

real hazard rate distribution belongs to the CCC class. It is easy to imagine situations

when some future event is expected to seriously affect the hazard rates, and investors

are divided into two camps with very different expectations of hazard rates. Still, the

advantage is that any “noise” is being effectively filtered out.

To solve Problem B in the CCC class of distributions we use Proposition 5.2 to

introduce CCC constraints. We want to mention again that all ln(λi) are equally spaced

on the interval [ln(10−8), ln(100)] in this setting.

The CCC constraints include constraints on the left slope, right slope and hump:

Convexity of the left slope:

pi−1 + pi+1
2

≥ pi , i = 2, ...,wl − 1 , (5–12)

Concavity of the hump:

pi−1 + pi+1
2

≤ pi , i = wl + 1, ...,wr − 1 , (5–13)

Convexity of the right slope:

pi−1 + pi+1
2

≥ pi , i = wr + 1, ..., I − 1 , (5–14)

The points w1,w2 may vary for different discrete distributions, therefore we incorporate

them into the optimization problem as variables. By adding the CCC constraints to

Problem B we have the following optimization problem:

Problem C

min
wl ,wr ,p

−H(p)

subject to

no-arbitrage constraints
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I∑
i=1

aijpi ≤ 0 , (5–15)

I∑
i=1

aijpi ≥ 0 , (5–16)

CCC constraints:

constraints on inflection points

1 ≤ wl ≤ wr ≤ I , (5–17)

convexity of the left slope

pi−1 + pi+1
2

≥ pi , i = 2, ...,wl − 1 , (5–18)

concavity of the hump

pi−1 + pi+1
2

≤ pi , i = wl + 1, ...,wr − 1 , (5–19)

convexity of the right slope

pi−1 + pi+1
2

≥ pi , i = wr + 1, ..., I − 1 , (5–20)

probability distribution constraints

I∑
i=1

pi = 1 , (5–21)

pi ≥ 0, i = 1, ... , I . (5–22)

Let us look at a subproblem of this problem. To formulate this problem suppose that

we fixed wl ,wr .
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Problem C(wl ,wr)

min
p

−H(p)

subject to

no-arbitrage constraints

I∑
i=1

aijpi ≤ 0 , (5–23)

I∑
i=1

aijpi ≥ 0 , (5–24)

CCC constraints:

convexity of the left slope

pi−1 + pi+1
2

≥ pi , i = 2, ...,wl − 1 , (5–25)

concavity of the hump

pi−1 + pi+1
2

≤ pi , i = wl + 1, ...,wr − 1 , (5–26)

convexity of the right slope

pi−1 + pi+1
2

≥ pi , i = wr + 1, ..., I − 1 , (5–27)

probability distribution constraints

I∑
i=1

pi = 1 , (5–28)

pi ≥ 0, i = 1, ... , I . (5–29)

Clearly, to solve Problem C we need to solve Problem C(wl ,wr) for all possible pairs

of integers wl ,wr such that 1 ≤ wl ≤ wr ≤ I , and then choose the minimum among
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these solutions. Theoretically, the minimum should exist, but it may not be unique. In this

case, we can pick any solution with this minimum. The number of subproblems (Problem

C(wl ,wr)) to solve is the order of n2. Recall that originally we proposed to solve Problem

B, but since in our experiments its solutions have a noise, we suggested to find the

solution to Problem B in the CCC class of functions (Problem C). We provide a heuristic

algorithm for solving Problem C. We solve at first Problem B and then a sequence of

Problem C(wl ,wr )’s for different pairs of (wl ,wr). We do not prove that this algorithm

provides an exact solution for Problem C.

Here is the formal description of algorithm. Explanations are provided after the

formal description.

Algorithm:

Step 0. Initial optimal solution.

• Solve Problem B and denote its solution obtained for optimization problem by p∗.

• Initialize wl = wr = argmax{p∗i : i = 1, ... , I}2 , k = 0,H0 =∞.

Step 1. Solve Problem C(wl ,wr )

• Set k = k + 1, exit flag = 0.

• Solve Problem C(wl ,wr ) and obtain the optimal solution p∗k and Hk = H(p∗k).

Step 2. Shifting wr to the right

• If wr < I and Hk ≤ Hk−1 then set wr = wr + 1, exit flag = 1, and go to Step 1.

Step 3. Initialization of shifting wl to the left

• If wl > 1 then set wl = wl − 1.

2 If the maximum is not unique, the algorithm should be performed for eash point in
the set argmax{p∗i : i = 1, ... , I}, and then the solution with the least objective value
should be choisen.
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• If wl = 1 then stop the algorithm, and p∗k−1 is an approximation of the optimal
solution.

Step 4. Solve Problem C(wl ,wr ) (the same as Step 1)

• Set k = k + 1.

• Solve Problem C(wl ,wr ) and obtain the optimal solution p∗k and Hk = H(p∗k).

Step 5. Shifting wl to the left

• If wl > 1 and Hk ≤ Hk−1 then set wl = wl − 1, exit flag = 1, and go to Step 4.

• If exit flag = 1, then go to Step 1.

• If (wl = 1 or Hk > Hk−1) and exit flag = 0, then stop the algorithm, and p∗k−1 is an
approximation of the optimal point.

The idea of this algorithm is that we step-by-step change inflection points wl ,wr

and solve Problem C(wl ,wr ). In Step 0 we solve Problem B and obtain an optimal

solution p∗. Then we set wl = wr = argmax{p∗i : i = 1, ... , I}. In other words, we find

the maximum component of optimal vector p∗ and make wl ,wr equal to its index. In

Step 1 we solve Problem C(wl ,wr ) with these wl ,wr and obtain the optimal point and

its objective value. Then, we shift wr to the right if it is possible, making wr = wr + 1.

After that we go to Step 1 and again solve Problem C(wl ,wr ) to obtain the optimal point

and its objective value. Then we compare this objective value with the previous one

obtained in Step 1 (Hk and Hk−1). This procedure stops when the new objective value

is greater then the previous one (Hk > Hk−1), or wr = I . In Steps 3 to 5 we run the

same procedure, but now we shift wl to the left. The procedure also stops when the

new objective value is larger then the previous one (Hk > Hk−1) , or wl = 1. If during

the steps 1 through 4 the less objective value is found by shifting wr or wl , then these

steps are needed to be performed again. In other words, we shift the points wr and

wl to reach local optimality. Finally, the algorithm returns p∗k−1 which is considered as

an optimal point. We do not prove that this algorithm provides an optimal solution to
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Problem C. What we observe in our case study is that this algorithm works faster than

solving Problem C and provides a reasonable solution.

5.3 Case Study

We used Portfolio Safeguard [31] in MATLAB environment to do the case study. For

the case study we have considered iTraxx index with different maturities.

First, we used 5-year iTraxx tranche quotes to simulate the expected cash flow

matrices. For bid prices, mid prices and ask prices we simulated different matrices

(aij)
j=1,...,J
i=1,...,I , (aij)

j=1,...,J
i=1,...,I ,

(
aij
)j=1,...,J
i=1,...,I

for I=100, 200,. . . , 1,000. The number of tranches in

the iTraxx index is six, so J = 6.

For particular i , j we simulated the times to default of 125 companies in the iTraxx

index and the corresponding tranche cash flows 10,000 times and than took the

average. As we mentioned earlier, the time to default of each company is exponentially

distributed with parameter λj . For simulation we used the minimum hazard rate

λ1 = 10
−8, the maximum hazard rate λI = 100, and the distances between ln(λi )

are equal. We assumed that the tranche payments are made quarterly, the recovery rate

in case of default subject to to 40% and the annual risk free rate is 4%. The reader may

refer to the Hull and White [27] to find more details on the simulation procedure. This is

a quite common technique and we do not focus on it.

We solved Problem A for I=100, 300, 500 and 1,000 points. It should be noticed

that in their recent paper Hull and White tested another approach [28]. They used

optimization procedure to find a log-t distribution fitting the distributions of hazard rates.

In this chapter we compared our approach to the approach by Hull and White [27]. We

used six different smoothing term coefficients in Problem A to compare results. The

graphs are presented in Figures 5-2 and 5-3. The distribution functions in the graphs are

not the actual solution vectors. We scaled them so that the areas under the graph are

equal and the horizontal axis represents ln(λ). These graphs can be viewed as implied
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densities of hazard rate distributions. The results are quite sensitive to the parameters c

and I .

With our approach we ran the proposed heuristic algorithm described at the end of

Section 2 for 100, 200, 300, 500, 800 and 1,000 points. The entropy maximization

problem can be easily solved with PSG in MATLAB environment by calling PSG

“riskprog” optimization subroutine. We only need to put the matrix of constraints

and “entropyr” as parameters for this subroutine.3 Figure 5-5 shows six hazard rate

distribution graphs for the six different values of I mentioned above and how the final

distribution p̃1 differs from the intermediate p̃0 which is the optimal solution for Problem

B. We found that imposing CCC function constraints has not changed significantly the

shape of implied density functions. Some irregularities (which we call “noise”) were

streamlined.

Figure 5-4 compares the final distributions p̃1 for different numbers of hazard rates

(I = 100, 200, 300, 500, 800, and 1, 000) on the grid. We also scaled them so that the

areas below the graphs are equal. The last three graphs are almost identical, which

seems quite natural. We did not observe the similar stability in the Hull and White model

even with a fixed smoothing coefficient c .

We applied our approach to the iTraxx tranches with different contract periods: 5

years, 7 years and 10 years. It should show whether the implied copula model can be

used with the homogeneity assumption, i.e that hazard rate of the company stays the

same during the whole contract period. If this approach is reasonable, we should obtain

a similar distribution of hazard rates for different contract periods. We simulated the

matrices of expected cash flows using the prices from Table 5-1 for I=100 for 5, 7 and

3 We conducted the case study on a laptop with processor Intel Core 2 CPU @2GHz.
The optimization time for Problem B varied from 0.01 sec. for I = 100 to 0.06 sec. for
I = 1, 000, for Problem C it varied from 0.36 sec. for I = 100 to 600 sec. for I = 1, 000.
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10-year contracts. Then, we used these matrices to solve Problem B and proposed

heuristics. Figure 5-6 represents the solutions scaled the similar way and with ln(λ)

on the horizontal axis. The graphs are quite similar and show little dependence of the

length of the contract period.

We want to point out that the analyzed data were the market quotes for 5, 7, 10-year

iTraxx on December 20, 2006. At that time the credit derivatives market was flourishing

and expanding very fast. We also tested this model for the data taken for the recent

times when the market was very unstable.

First, we used the data for the market quotes for the 5-year iTraxx on four different

dates: 10/31/07, 12/31/07, 6/30/08 and 9/30/08. The data available to us contains only

the closing prices. To get the bid and ask prices we used typical bid-ask spreads for

that times varying from 2% to 7% depending on the tranche. Then, using the simulation

technique described in the beginning of this section, we simulated expected cash

flow matrices for the bid and ask prices with the number of hazard rate grid points

I = 100. The implied density functions were obtained by solving Problem B. Figure

5-7 shows corresponding graphs. The graphs show the evolution of the hazard rate

distribution function over the time. We want to mention that Problem C is infeasible with

the assumed bid-ask spreads.

Second, we picked the two latest dates for which we have the price information

for the market quotes for 5, 7, 10-year iTraxx. The expected cash flow matrices were

simulated the same way. Figure 5-8 shows the hazard rate distribution functions for this

case.

Finally, we want to mention that the obtained hazard rate distributions can be used

for the pricing of various credit risk instruments.
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Table 5-1. Market quotes for 5, 7, 10-year iTraxx on December 20, 2006. Quotes for the
0 to 3% tranche are the percent of the principal that must be paid up front in
addition to 500 basis points per year. Quotes for other tranches and the index
are in basis points. The data was obtained from Arnsdorf and Halperin [29].

Maturity Low Strike (%) High Strike(%) Bid (%) Ask (%)
20-Dec-11 0 3 11.75 12.00
20-Dec-11 3 6 53.75 55.25
20-Dec-11 6 9 14.00 15.50
20-Dec-11 9 12 5.75 6.75
20-Dec-11 12 22 2.13 2.88
20-Dec-11 22 100 0.80 1.30
20-Dec-11 0 100 24.75 25.25

20-Dec-13 0 3 26.88 27.13
20-Dec-13 3 6 130.00 132.00
20-Dec-13 6 9 36.75 38.25
20-Dec-13 9 12 16.25 18.00
20-Dec-13 12 22 5.50 6.50
20-Dec-13 22 100 2.40 2.90
20-Dec-13 0 100 33.50 34.50

20-Dec-16 0 3 41.88 42.13
20-Dec-16 3 6 348.00 353.00
20-Dec-16 6 9 93.00 95.00
20-Dec-16 9 12 40.00 42.00
20-Dec-16 12 22 13.25 14.25
20-Dec-16 22 100 4.35 4.85
20-Dec-16 0 100 44.50 45.50

Figure 5-1. Example of a CCC distribution, wl = 30 and wr = 50
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Figure 5-2. Distributions of the collateral hazard rate, as implied in 5-year iTraxx tranche
spreads. The prices from Table 5-1 are used. The implied copula of Hull and
White approach is used.The distributions were found as solutions to Problem
A for numbers of variables 100 and 300, and different smoothing term
coefficients c.
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Figure 5-3. Distributions of the collateral hazard rate, as implied in 5-year iTraxx tranche
spreads. The prices from Table 5-1 are used. The distributions were found
as solutions to Problem A for numbers of variables 500 and 1000, and
different smoothing term coefficients c.
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Figure 5-4. Distributions of the collateral hazard rate, as implied in 5-year iTraxx tranche
spreads. The prices from Table 5-1 are used. The distributions were found
as solutions to Problem B, and the proposed heuristic algorithm to find a
solution in the CCC class for 100, 200, 300, 500, 800, 1000 decision
variables.
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Figure 5-5. Distributions of the collateral hazard rate, as implied in 5-year iTraxx tranche
spreads. The prices from Table 5-1 are used. The distributions were found in
the CCC class using the proposed heuristic algorithm for 100, 200, 300, 500,
800, 1000 decision variables.
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Figure 5-6. Distributions of the collateral hazard rate, as implied in 5, 7 and 10-year
iTraxx tranche spreads. The prices from Table 5-1 are used. The
distributions were found as solutions to Problem B (upper chart) and in the
CCC class (lower chart) using the proposed heuristic algorithm for 100
decision variables.
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Figure 5-7. Distributions of the collateral hazard rate, as implied in 5-year iTraxx tranche
spreads in different dates. The distributions were found as solutions to
Problem B for 100 decision variables.
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Figure 5-8. Distributions of the collateral hazard rate, as implied in 5, 7 and 10-year
iTraxx tranche spreads in two different dates. The distributions were found as
solutions to Problem B for 100 decision variables.
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CHAPTER 6
OPTIMAL STRUCTURING OF CDO CONTRACTS

An optimal structuring techniques may help to increase profitability of CDOs and

other similar derivatives. In a typical CDO contract the attachment and detachment

points for each tranche are the same for the whole contract period. Therefore, the

bank-originator should make the same payments every period (if tranche is not

defaulted). This chapter considers step-up CDOs where the attachment/detachment

points may vary during the life of the CDO (typically increase each time period). A

specific risk exposure can be built in each time period before the contract maturity. This

chapter also presents an optimization approach for determining the attachment points in

a CDO contract and selecting a set of instruments in the CDO pool. We consider several

problem statements.

With the first problem statement we change only attachment/detachment points

in a CDO: the goal is to minimize payments for the credit risk protection (premium

leg) while maintaining specific credit ratings of tranches. In this case the pool of

instruments and income spreads are supposed to be fixed. We considered several

variants of the problem statement with various assumptions and simplifications.

With the second problem statement we put a restriction on the total income spread

payments and simultaneously optimize the set of instruments in a CDO pool and the

attachement/detachment points, maintaining credit ratings of tranches.

The case study solves the problem under different credit rating and other constraints.

It is based on the time to default scenarios for obligors (instruments) generated by

Standard & Poors CDO Evaluator R⃝ [30] for some example data. We used Portfolio

Safeguard package [31] to build optimal CDOs. The results show that using a step-up

CDO versus a standard CDO allows a bank originator to save about 25%-35% of

outgoing tranche spread payments.
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Next section provides a brief description of CDOs and discusses general ideas

involved in CDO structuring. Then, we describe optimization models, provide formal

optimization problem statements and optimality conditions, and present the case study.

6.1 Step-up CDO Background

This section provides a brief description of CDOs and ideas involved in CDO

structuring. CDO is a complex credit risk derivative product. Cash CDO includes

a pool (portfolio) of assets with some future cash flows such as bonds, loans, or

other securities. This pool is used to create a new set of fixed income securities.

Every constructed security has its own risk-return profile and passes some fraction of

credit risk to other investors. An investor may buy constructed securities according to

risk-return preferences.

This chapter considers a so-called synthetic CDOs. A CDO consists of a portfolio

of Credit Default Swaps (CDS). A CDS is a credit risk derivative with a bond as an

underlying asset. It can be viewed as an insurance against possible bond losses due to

credit default events. The CDS buyer pays a certain cash flow (CDS spread) during the

life of the bond. If this bond incurs credit default losses, the CDS buyer is compensated

for that losses. Typically, the higher the rating of the underlying bond, the smaller the

spread of the CDS. It should be noted that the CDS buyer does not need to hold the

underlying bond in its portfolio.

A synthetic CDO consists of a pool of CDSs. The CDO receives payments (CDS

spreads) from each CDS and covers credit risk losses in case of default. Therefore,

this portfolio covers possible losses up to the total collateral amount. CDO originator

repackages possible credit risk losses to “credit tranches”. Typically, four tranches are

designated as senior, mezzanine, subordinate, and equity. Losses are applied to the

later classes of debt before earlier ones. Therefore, from the basket of CDSs, a range of

products are created ranging from a very risky equity debt to a relatively riskless senior

debt.
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The tranche spread payment is defined as a fraction of the collateral in this tranche.

To “insure” credit losses in a tranche CDO should (pay per year) spread times the

tranche size. Usually, payments are made on quarterly basis. The spread of a tranche

is mostly determined by its credit rating which is based on default probability of this

tranche.

Figure 6-1 shows the structure of CDO cash flows. The bank-originator sells the

CDSs. Then the bank repackages losses and buys an “insurance” (credit protection) for

each tranche. If the sum of spreads of CDSs in a CDO pool is greater than the sum of

tranche spreads, the CDO originator locks in an arbitrage. The next section discusses

optimization models for minimizing the sum of tranche spreads conditioning that the pool

of CDSs is fixed. Further these models are extended to the case when bank originator

simultaneously chooses CDSs to the pool and adjusts attachment/detachment points of

tranches.

Each tranche in a CDO contract can get it’s own rating, e.g., AAA, AA, A, BBB, in

Standard and Poor’s (S&P) classification. A tranche rating corresponds to a probability

of default estimated by a credit agency. For example, a tranche has AAA S&P rating if

the probability that the loss will exceed the attachment point during the contract period

is less than 0.12%. In a standard CDO contract the attachment/detachment points for

each tranche are the same for the whole contract period. Therefore, the bank-originator

should make the same payments every period to have CDO tranches “insured”. The

losses are cumulated over time; therefore, the probability that a loss will hit a tranche

attachment point in the first period is much smaller than the probability that a loss

will hit it in the last period. We show that by changing tranche attachment points, we

can maintain tranches credit ratings and decrease the cumulative amount of spread

payments from the bank originator.

Therefore, we consider a CDO with increasing over time attachment/detachment

points (Figure 6-2). Such a CDO creates a desirable risk exposure in each time period.
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6.2 Optimization Models

This section presents several optimization models for CDO structuring, i.e., the

selection of CDO underlying instruments and attachment/detachment points. The

objective is to maximize profits for the bank-originator.

6.2.1 Optimization of Attachement/Detachment Points (with Fixed Pool of Assets)

First, we consider a structuring problem for a CDO with a fixed pool of assets. We

select optimal attachment/detachment points for tranches. Consider a CDO with a pool

of I different equally weighted CDSs, a contract period T , and fixed number of tranches

M. Note that there are only M−1 attachment/detachment points to be determined, since

the attachment point for the first tranche is fixed and it is equal to zero. Let

• sm = tranche m spread;

• Lt = cumulative collateral loss by period t + 1;

• x tm = attachment point of tranche m in period t.

Henceforth, we always assume that x t1 = 0, and x tM+1 = 1 for all t = 1, ... ,T .

All the values above are measured in the fraction of the total collateral. The CDO is

usually structured so that each tranche, among other possible features, has a particular

credit rating. Here we assume that the tranche spread on this type of CDOs is fully

determined by its credit rating. In other words, the vector of spreads (s1, ... , sM) is fixed

if we assure appropriate ratings for tranches. Notice that s1 > s2 > · · · > sM since the

higher the tranche number the higher its credit rating and the lower its spread. During

the CDO contract period the losses are accumulating and the bank-originator makes the

payments only for the remaining amount of the total collateral. The payments are usually

made quarterly. For instance, if the size of the tranche M (super senior) is 70% of the

size of the total collateral, then the bank originator should pay (100%−max(30%,Lt))×

sM in the period t to have this tranche (or its remaining part) “insured”. Then, the total
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payments for all tranches in the period t are

M∑
m=1

(x tm+1 −max(x tm,Lt))+sm ,

where the function ( )+ is defined as

x+ =


x , x ≥ 0,

0, x < 0.

The vector L = (L1, ... ,LT ) is a random vector. In our case study we use

Standard & Poors CDO Evaluator R⃝ to generate the time to default scenarios for obligors

(instruments) and calculate the vector Ls = (Ls1, ... ,LsT ) for a particular scenario s.

We want to find the attachment points {x tm}1,...,T2,...,M in order to minimize the present

value of the expected spread payments over all periods for all tranches. We impose

constraints on default probabilities of tranches (to assure credit rating) and some

constraints on attachment points. Let

• pratingm = upper bound on default probability of tranche m corresponding to its credit
rating;

• pTm = default probability of tranche m (i.e., probability that the cumulative collateral
loss exceeds the tranche attachment point at least once in periods 1, ... ,T )
calculated from the generated scenarios;

• ptm = probability of default of tranche m at the period t having that it has not
defaulted before the period t (singe period default probability) calculated from the
generated scenarios;

• qtm = upper bound for the single-period default probability ptm;

• r = one period interest rate.

In these definitions m = 2, ... ,M, since the attachment point of the lowest tranche is

fixed (x t1 = 0).

The optimization problem is formulated as follows
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Problem A

minimize present value of expected spread payments

min
{x tm}t=1,...,Tm=2,...,M

T∑
t=1

1

(1 + r)t

M∑
m=1

E
[
(x tm+1 −max(x tm,Lt))+sm

]
subject to

rating constraints

pTm ≤ pratingm , m = 2, ... ,M , (6–1)

single period default probability constraints

ptm ≤ qtm, m = 2, ... ,M ; t = 1, ... ,T , (6–2)

attachment point constraints

x tm > x tm−1, m = 3, ... ,M ; t = 1, ... ,T , (6–3)

0 ≤ x tm ≤ 1, m = 2, ... ,M ; t = 1, ... ,T , (6–4)

other linear constraints.

Note that Constraint (6–1) maintains the credit ratings of tranches. The other

constraints might be driven by the bank-originator requirements or some other

considerations. For example, the lowest tranche (equity) detachment point may not

be constant over time and may be more that or equal to 3%. The expected values in the

objective function are taken over all simulated losses Ls . A typical CDO contract with

constant over time attachment points can be defined by linear constraints:

x tm = x
t−1
m , m = 3, ... ,M ; t = 1, ... ,T . (6–5)
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To solve Problem A we derive an equivalent representation of the objective function.

Theorem 6.1 (Equivalent Representation of Objective). Let ∆sm = sm − sm+1,m =

1, ... ,M − 1, and ∆sM = sM , then the following equality holds

T∑
t=1

1

(1 + r)t

M∑
m=1

E
[
(x tm+1 −max(x tm,Lt))+sm

]
=

T∑
t=1

1

(1 + r)t

M∑
m=1

∆smE
[
(x tm+1 − Lt)+

]
.

Proof. See Appendix B.

With Theorem 6.1 we write an equivalent formulation for Problem A.

Problem A (Equivalent Formulation)

minimize present value of expected spread payments

min
{x tm}t=1,...,Tm=2,...,M

T∑
t=1

1

(1 + r)t

M∑
m=1

∆smE
[
(x tm+1 − Lt)+

]
subject to Constraints (6–1)-(6–4) and other linear constraints.

6.2.2 Simultaneous Optimization of CDO Pool and Credit Tranching

This section considers the problem of selecting both the assets in the CDO pool and

the attachment points. We want to maximize expected profit of CDO. We assume that

I is the number of CDSs for selecting to the CDO pool. The CDSs pool composition is

defined by the vector y = (y1, ... , yI ), where yi is the weight of instrument i (i.e., CDS i ).

We require that each yi is bounded by value u. Let us define the following parameters:

• ci = income spread payment for instrument i ;

• −θti = random cumulative loss of instrument i by period t + 1 1 ;

1 The CDS loss occurs when the obligor of an underlying asset defaults. The loss
amount is calculated as the following product (total amount of collateral)*(1- (recovery
rate)), where recovery rate is a random number.
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• Lt(θ, y) = −
I∑
i=1

θti yi = random cumulative loss of the portfolio by period t + 1;

• l = lower bound on CDO spread income payments;

• u = upper bound on the weight on any instrument in the CDO pool.

Here is the formulation of optimization problem.

Problem B

minimize present value of expected spread payments

min
{y , {x tm}t=1,...,Tm=1,...,M}

T∑
t=1

1

(1 + r)t

M∑
m=2

∆smE
[
(x tm+1 − Lt(θ, y))+

]
subject to

rating constraints

pTm ≤ pratingm , m = 2, ... ,M , (6–6)

income spread payments constraints

I∑
i=1

ciyi ≥ l , (6–7)

budget constraints

I∑
i=1

yi = 1, (6–8)

instrument weight constraints

0 ≤ yi ≤ u, i = 1, ... , I , (6–9)

single period default probability constraints
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ptm ≤ qtm, m = 2, ... ,M ; t = 1, ... ,T , (6–10)

attachment point constraints

x tm ≥ x tm−1, m = 3, ... ,M ; t = 1, ... ,T , (6–11)

0 ≤ x tm ≤ 1, m = 2, ... ,M ; t = 1, ... ,T , (6–12)

other linear constraints.

With the income spread Constraint (6–7) we bound from below the income

payments to CDO. This constraint is active and the CDO incoming payments are

defined by the average spread l . With the fixed incoming payments we minimize the

expected present value of the outcoming payments. We can solve many instances of

Problem B with different values of the average spread l and select the most profitable

CDO.

6.2.3 Simplification 1: Problem Decomposition for Large Size Problems

For a moderate number of scenarios (e.g., 50,000) and a moderate number

of instruments (e.g., 200) the Problem A can be easily solved with the proposed

formulations. However, for solving Problem A of a larger size (e.g., 500,000 scenarios),

we decompose the problem into M − 1 separate sub-problems, i.e, we find the optimal

attachment points for each tranche separately and then combine the solutions. We show

that the following inequality (minimum of the sum is always greater than the sum of

minimums of its parts)

min
{x tm}t=1,...,Tm=2,...,M

T∑
t=1

1

(1 + r)t

M∑
m=1

∆smE
[
(x tm+1 − Lt)+

]
≥

≥
M∑
m=2

min
{x tm}t=1,...,T

T∑
t=1

1

(1 + r)t
∆smE

[
(x tm − Lt)+

]
+

T∑
t=1

1

(1 + r)t
∆sM+1E

[
1− Lt

]
, (6–13)
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under certain conditions becomes equality, where we use the fact that x tM+1 = 1. The left

hand side of this inequality is the objective of Problem A. Thus, to solve Problem A we

can solve M − 1 following problems for each m = 2, ... ,M.

Problem A(m)

minimize present value of expected size of trance m

min
{x tm}t=1,...,T

T∑
t=1

1

(1 + r)t
E
[
(x tm − Lt)+

]
(6–14)

subject to

rating constraints

pTm ≤ pratingm , (6–15)

single period default probability constraints

ptm ≤ qtm, t = 1, ... ,T , (6–16)

box constraints for attachment point

0 ≤ x tm ≤ 1, t = 1, ... ,T , (6–17)

other linear constraints.

Note that we omit the term ∆sm in Objective (6–14) since it is a fixed nonnegative

number, and it does not impact the optimal solution point. Below is the formal proof that

Problem A can be decomposed to Problems A(m), m = 2, ... ,M.

Theorem 6.2 (Decomposition). If optimal solutions for Problems A(m), m = 2, ... ,M

satisfy inequalities

x tm ≥ x tm−1, m = 3, ... ,M, t = 1, ... ,T
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then these optimal solutions taken together is the optimal solution of the corresponding

Problem A.

Proof. Denote the optimal objective values for Problems A(m) by Am and the optimal

objective value for the corresponding Problem A (with the same parameters and data) by

A. We can rewrite (6–13) as

A ≥
M∑
m=2

Am∆sm +

T∑
t=1

1

(1 + r)t
∆sM+1E

[
1− Lt

]
.

The optimal solutions of Problems A(m) satisfy (6–3); hence, these optimal solutions

satisfy all Constraints (6–1)-(6–4). Therefore, these optimal solutions taken together

form a feasible point of Problem A. Thus,

A ≤
M∑
m=2

Am∆sm +

T∑
t=1

1

(1 + r)t
∆sM+1E

[
1− Lt

]
.

Consequently,

A =

M∑
m=2

Am∆sm +

T∑
t=1

1

(1 + r)t
∆sM+1E

[
1− Lt

]
.

and the theorem is proved.

6.2.4 Simplification 2: Minimization of Lower and Upper Bounds

This section considers a problem of minimizing a lower and upper bounds of an

objective function in Problem A(m). It shows that the problems of minimizing a lower and

upper bounds are equivalent. Using the fact that the cumulative losses Lt are always

nonnegative, we can write

x tm ≥ E
[
(x tm − Lt)+

]
≥ E

[
x tm − Lt

]
= x tm − E

[
Lt
]

for any m = 2, ... ,M; t = 1, ... ,T .

Thus, the objective in Problem A(m) can be bounded by

T∑
t=1

x tm
(1 + r)t

≥
T∑
t=1

1

(1 + r)t
E
[
(x tm − Lt)+

]
≥

T∑
t=1

x tm
(1 + r)t

−
T∑
t=1

E [Lt ]

(1 + r)t
(6–18)

123



Since E [Lt ] does not depend on x tm, then the problems of minimizing an upper and

lower bounds in (6–18) are equivalent in the sense that they give the same optimal

vectors (although optimal objective values are different).

The objective function can be written as

min
{x tm},t=1,...,T

T∑
t=1

1

(1 + r)t
x tm (6–19)

We can optimize this objective for either a fixed pool of assets with Constraints

(6–1)-(6–4), or not fixed pool of assets with Constraints (6–6)-(6–12). Our numerical

experiments show that there is no significant difference between the optimal solutions

of Problems A(m) and the optimal solutions of an upper bound minimization (6–19).

Such a small difference can be explained by the fact that the cumulative CDO losses Lt

are usually pretty small with respect to x tm. The higher the tranche number the closer

becomes (x tm − Lt)+ and x tm. The advantage of such a simplification is that the objective

function of the simplified problem in (6–19) is a linear function of x tm and requires much

less time to solve.

In addition to our mathematical expressions we provide an intuitive explanation

that leads to the same simplification. It comes from the fact that the higher the rating of

the tranche, the lower its spread. Therefore, the larger the size of the highest tranche,

the less is the cost for the total “insurance”. Thus, we may start finding the “best”

attachment point for the super senior tranche while maintaining its credit rating. When

the attachment point for the super senior tranche is found, one can proceed with the next

lower tranche (suppose it is senior) by solving the same optimization problem for the

new rating. Every attachment point that is found serves as a detachment point for the

lower tranche. Thus, the attachment points can be obtained recursively for all tranches.

Optimizing the single tranche is an independent problem as soon as higher tranches are

fixed.

The objective can be written as
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min
{x tm},t=1,...,T

T∑
t=1

1

(1 + r)t
x tm , (6–20)

what is the same as (6–19).

The problem formulation is very simple and its solution may be a good starting point

for the deeper analysis. Therefore, the use of it may provide a preliminary analysis on

the assets one might want to include in the portfolio.

6.3 Case Study

We solved optimization problems with Portfolio Safeguard [31]. There are several

documented case studies concerning CDO structuring in the standard version of the

PSG package2 . This chapter reports numerical results for some of the optimization

problems described in the previous section. A reader may refer to the standard PSG

installation to find some other case studies.

Consider a CDO with T = 5 years, and M = 5 (number of tranches). The times of

the adjustments in attachment points are

t1 = 1, t2 = 2, t3 = 3, t4 = 4, t5 = 5.

The spread payments are usually made quarterly. For simplicity, we assume that during

the period i all the spread payments are made in the middle of the one year period,

so that we discount payments with the coefficient 1/(1 + r)ti−0.5. We set interest rate

r = 7%. The credit ratings (S&P) of the tranches are BBB, A, AA, AAA. These ratings

correspond to the maximum default probabilities

pAAA = 0.12%, pAA = 0.36%, pA = 0.71%, pBBB = 2.81%.

2 These case studies and the data are available in the Regular Edition of
PSG, free trial of PSG allowing downloading data and results is available at
http://www.aorda.com/aod/psg.action
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The attachment point of the lowest tranche is fixed (x t1 = 0), therefore there is no rating

constraint on it. The number of assets in the pool is I = 53. We use Standard & Poors

CDO Evaluator R⃝ to generate the time to default scenarios for the CDSs (instruments).

6.3.1 Case 1a

In this case we optimized Problems A(m) with rating constraints for each tranche m

separately m = 2, ... ,M:

Optimization Problem 1a

minimize present value of expected size of trance m

min
{x tm}t=1,...,5

5∑
t=1

1

(1 + r)t−0.5
E
[
(x tm − Lt)+

]
subject to

rating constraints

p5m ≤ pratingm , (6–21)

constraints on attachment points

0 ≤ x tm ≤ 1, t = 1, ... , 5 . (6–22)

For this case we use 10,000 time to default scenarios.

6.3.2 Case 1b

To investigate the difference between the step-up CDO with changing over time

attachment points and the standard CDO with constant over time attachment points we

optimized the same problem with the fixed attachment points over all contract period.

Optimization Problem 1b

minimize present value of expected size of trance m
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min
{x tm}t=1,...,5

5∑
t=1

1

(1 + r)t−0.5
E
[
(x tm − Lt)+

]
subject to

rating constraints

p5m ≤ pratingm , (6–23)

attachment point constraints

x tm = x
t−1
m , t = 2, ... , 5 , (6–24)

0 ≤ x tm ≤ 1, t = 1, ... , 5 . (6–25)

6.3.3 Case 2

Also, we want to see the difference between Problem A(m) solution and the solution

of the simplified problem in (6–19). We optimized the simplified objective function

described in the previous section with the same data for the same standard CDO

contract for each tranche m (m = 2, ... ,M).

Optimization Problem 2

minimization of an upper bound of objective function of Problem A(m)

min
{x tm},t=1,...,5

T∑
t=1

1

(1 + r)t−0.5
x tm

subject to

rating constraints

p5m ≤ pratingm , (6–26)

attachment point constraints
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0 ≤ x tm ≤ 1, t = 1, ... , 5 . (6–27)

Figure 6-1 shows the table with the computational results. Clearly, there is a pretty

substantial difference between the optimal points and the optimal objectives for Problem

1a and Problem 1b. The difference between the optimal objectives is around 25%-35%,

and it is the difference between the average spread payments for each tranche in the

step-up CDO and the standard CDO. The results show that using a step-up CDO allows

the bank originator to save a pretty substantial amount of money.

The solutions for Problem 1a and Problem 2 show no significant difference. This

observation justifies the proposed simplification in (6–19).

6.3.4 Case 3

Finally, we simultaneously optimized the CDO portfolio and credit tranching with the

suggested simplification. For each tranche m (m = 2, ... ,M) we optimized the following

problem.

Optimization Problem 3

minimize present value of expected size of trance m

min
{x tm,t=1,...,5;y1,...,y53}

T∑
t=1

1

(1 + r)t−0.5
x tm

subject to

income spread payments constraints

53∑
i=1

ciyi ≥ l , (6–28)

instrument weight constraints

0 ≤ yi ≤ u, i = 1, ... , 53, (6–29)
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rating constraints

p5m ≤ pratingm , (6–30)

attachment point constraints

0 ≤ x tm ≤ 1, t = 1, ... , 5 . (6–31)

We considered two different budget constraints: l = 0.93% and l = 0.97%. The

upper bound u was set to u = 2.5%. Figure 6-2 shows the table with the results. There

is a significant difference between the solutions with different income spread payment

constraints.

Actually, an “efficient frontier” should be created by variation the spread payment

constraint l . Then, the parameter l can be selected by maximizing the difference

between incoming spread payments l and outcoming spread payments described by the

objectives of optimization problems.

Alternatively, it is possible to formulate a problem of maximizing the difference

between incoming and outcoming spread payments. However, these issues are beyond

the scope of this chapter.
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Figure 6-1. Synthetic CDO spreads flow structure

Figure 6-2. CDO attachment and detachment points structure
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Table 6-1. Attachment points (in decimals) of the 5-period CDO contract obtained from
optimization Problem 1a, Problem 1b and Problem 2 for every m.

Tranche Rating Period 1 Period 2 Period 3 Period 4 Period 5 Objective
Problem 1a

BBB 0.1491 0.1837 0.2213 0.2604 0.2910 0.5797
A 0.1768 0.2147 0.2611 0.2947 0.3342 0.7261
AA 0.1877 0.2239 0.2722 0.3141 0.3502 0.7814
AAA 0.2258 0.2554 0.2942 0.3307 0.3671 0.8908

Problem 1b
BBB 0.2639 0.2639 0.2639 0.2639 0.2639 0.7818
A 0.3043 0.3043 0.3043 0.3043 0.3043 0.9524
AA 0.3212 0.3212 0.3212 0.3212 0.3212 1.0240
AAA 0.3500 0.3500 0.3500 0.3500 0.3500 1.1460

Problem 2
BBB 0.1513 0.1816 0.2213 0.2598 0.2910 0.9170
A 0.1768 0.2099 0.2652 0.3011 0.3299 1.0650
AA 0.1877 0.2239 0.2722 0.3141 0.3502 1.1199
AAA 0.2290 0.2554 0.2923 0.3307 0.3671 1.2308

Table 6-2. Attachment points (in decimals) of the 5-period CDO contract obtained from
optimization Problem 3 for every m (u = 2.5%, l = 0.93 and 0.97).

Tranche Rating Period 1 Period 2 Period 3 Period 4 Period 5
l=0.93 BBB 0.1184 0.1509 0.1896 0.2221 0.2581

A 0.1388 0.1722 0.2146 0.2545 0.2870
AA 0.1398 0.1829 0.2299 0.2665 0.2938
AAA 0.1460 0.1925 0.2445 0.2865 0.3238

l=0.97 BBB 0.1616 0.1991 0.2491 0.2866 0.3241
A 0.1916 0.2416 0.2783 0.3283 0.3616
AA 0.2000 0.2500 0.3000 0.3416 0.3666
AAA 0.2000 0.2500 0.3229 0.3729 0.4229
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CHAPTER 7
CONCLUSION

7.1 Dissertation Contribution

Theoretical modeling and optimization approaches for ensuring robustness in

complex systems is a challenging task that has been extensively addressed over

the past decade. A significant amount of work has been done on studying structural

properties of networked systems in terms of their connectivity; however, the research on

various characteristics of complex networks is far from complete. In this dissertation we

have considered certain types of network configurations (clique relaxations) that ensure

a sufficient degree of “robust connectivity” between the nodes.

We have developed linear integer programming techniques that allow one to find

exact solutions of maximum k-club problems substantially more efficiently than the

previously known formulations. In particular, the proposed formulations are efficient

for finding maximum k-clubs for any k > 2, which provides a significant advantage

compared to the formulation previously developed by [17] and [3]. In addition, we

introduced the new concept of an R-robust k-club and developed the corresponding

compact formulation for the maximum R-robust k-club problem. Moreover, in the

special case of R-robust 2-clubs, one can guarantee and theoretically justify important

robustness characteristics of these network clusters, in particular, their error and attack

tolerance properties.

We have also investigated “weak” and “strong” attack tolerance properties of

known network configurations (in particular, clique relaxations) and specifically focused

on networks of diameter 2 (2-clubs). Maintaining both overall connectivity and small

diameter after attacks on multiple network components has been identified as an

important network characteristic in the situations where all nodes in a network need

to communicate either directly or through at most one intermediary. We have shown

not only that an R-robust 2-club is the necessary and sufficient structure that provides
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the strong edge attack tolerance property, but also that an optimal R-robust 2-club can

be identified analytically in certain special cases, and that the optimal configuration

is cost-efficient for any k ≥ 2 (at most O(Rn) edges) compared to cliques and other

clique relaxations. We have also proved necessary and sufficient conditions for weak

attack tolerance properties of diameter-2 networks and identified optimal network

configurations (2-club/2-core) for this type of network design problems. Although the

considered network design and enhancement problems are NP-hard, the obtained

analytical solutions can potentially be used to develop efficient heuristics for these

problems.

We also considered another type of robust network clusters (quasi-cliques) that

is based on relaxing the requirement on edge density (i.e., the ratio of the number of

edges in the cluster to the maximum possible number of edges). We have developed

the most compact known linear mixed-integer formulation for the maximum quasi-clique

problem, analyzed the asymptotic behavior of these clusters in uniform random graphs

and derived explicit analytical formulas that characterize the size of the maximum

quasi-clique in a uniform random graph depending on its parameters. We have also

proved that there exists an abrupt jump of the order of magnitude of the maximum

quasi-clique size, which to our knowledge is the first mathematically rigorous proof of

such behavior.

Besides networked systems, we have utilized robust modeling techniques to

develop optimization models in the financial area. The market of credit risk derivatives

was booming before the recent financial crisis. Collateralized Debt Obligations (CDOs)

accounted for a significant fraction of this market. The recent recession showed that

the pricing of CDO contracts is a difficult quantitative problem. The main issue is

uncertainty about obligors default risk. A so-called “implied copula” CDO pricing model

is considered for calibrating obligor default rates. In this dissertation we proposed an

alternative “entropy approach” to the implied copula model. The case study showed that
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the entropy approach has a stable performance. We also considered an optimization

framework of structuring CDOs. In addition to ”standard” CDOs we have studied so

called “step-up” CDOs. We showed that step-up CDOs can save about 25%-35% of

tranche spread payments (i.e., profitability of CDOs can be boosted by about 25%-35%).

7.2 Future Work

Directions of further research include the development of mathematical programming

formulations and solution algorithms for the general case of the maximum R-robust

k-club problem with internally node-disjoint paths. It also should address computational

efficiency issues for the introduced problems, as well as possible extensions of the

proposed concepts. In particular, analytical construction of provably optimal R-robust

k-clubs for any fixed diameter k is a subject of special interest for future research.

Considering the CDO pricing models it would be interesting to analyze the

performance of the introduced “entropy approach” in the non-homogenous case. I this

case not only different default rates can be considered, but also a certain correlation

structure can be assumed. Several possible extensions have been proposed in

[28]. Further research should also address the issue of how proposed optimal CDO

structuring models can be applied to other similar exotic products to mitigate financial

risks.
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APPENDIX A
MINIMAL NUMBER OF EDGES IN ATTACK TOLERANT 2-CLUBS

Theorem A.1. Let G(V ,E) be a 2-club/2-core (n = |G |), then |E | ≥ (3n − 3)/2.

Proof. Let deg(j) be a degree of node j in the graph G(V ,E). Pick a node i so that

∀j ∈ V , deg(j) ≥ deg(i) .

In other words, node i has a minimum degree in G(V ,E). If deg(i) ≥ 3, then |E | ≥

3n/2 > (3n − 3)/2 and the theorem statement is valid. Therefore, we only need to

consider the case where deg(i) = 2, since in a 2-core any node has a degree of least 2.

Let δ(i) be the neighborhood of node i , formally defined as

δ(i) = {j ∈ V : (i , j) ∈ E} .

Since we know that deg(i) = 2, then let δ(i) = {s, t}. Define S = δ(s) \ {i , s, t}, and

T = δ(t) \ {i , s, t}. Note that since G(V ,E) is a 2-club, then V = {i , s, t} ∪ T ∪ S , and

|T ∪ S | = n − 3. Without loss of generality we always assume that |T | ≥ |S |

Consider 2 different cases:

• T ∩ S ̸= S , and |T ∩ S | = k , |S | > 0;

• T ∩ S = S , and |S | = k .

In these two cases k might be equal to zero, indicating that either sets T and S have no

common nodes, or the set S is empty.

In the first case let T ′ = T \ S , and S ′ = S \ T . Both sets T ′ and S ′ are nonempty.

By the definitions of T ,S as “neighbors” of nodes t, s there are at least n − 3 − k

(|T ′ ∪ S ′| = n − 3− k) edges going from {t, s} to T ′ ∪ S ′. Plus there are 2k edges going

from {t, s} to T ∩ S . Totally, we have n− 3 + k edges going from to {t, s} to T ∩ S . Also,

we know that any node in T ′ should be connected to any node in S ′ directly, or through

some intermediary node. This intermediary node can only belong to T ∪ S , so any path

is contained in T ∪ S . Thus, from any node k ∈ T ′ there is a path in T ∪ S to any other
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node in S ′, and from any node k ∈ S ′ there is a path in T ∪ S to any other node in T ′.

Therefore, there are at least |T ′ ∪S ′| − 1 = n− 4− k edges in the subgraph T ∪S . Then,

totally, we have at least 2 + (n − 3 + k) + (n − 4− k) = 2n − 5 edges in G(V ,E), what is

greater than (3n − 3)/2 (for n ≥ 6).

In the second case we have a set S as a subset of T . Let also T ′ = T \ S (|T ′| =

n−3−k) and fix n−3−k edges going from node t to any node in T ′, and 2k edges going

from t, s to S . By definition of 2-club, there should be a path from node s to any node

T ′. If there is no edge (s, t), then all these paths are going through S , what requires

k(n−k−3) edges going from S to T ′. Then, totally, |E | ≥ 2+(n−3−k)+2k+k(n−k−3)

what is greater than (3n − 3)/2 for any k > 0 (with k=0 the edge (s, t) must exist).

Now assume that the edge (s, t) exists in this graph and recall that G(V ,E)

is a 2-core, so every node in T ′ should have a degree of at least 2. But we have

only counted a degree of 1 of each node in T ′. Therefore, there should be at least

(n − 3 − k)/2 edges in T ′. Thus, totally, we have 3 + (n − 3 − k) + 2k + (n − 3 − k)/2

edges, what is equal to (3n − 3 + k)/2.

So, G(V ,E) should have at least (3n − 3)/2 edges. This ends the proof of the

theorem.

Theorem A.2. Let G(V ,E) be an R-robust 2-club with n ≥ 3R+
√
5R2−4R
2

(n = |G |), then

|E | ≥ Rn − (R(R + 1)/2).

Proof. First, note that in any R-robust 2-club a degree of any node is at least R. Let

deg(j) be a degree of node j in the graph G(V ,E). Pick a node i so that

∀j ∈ V , deg(j) ≥ deg(i) .
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In other words, node i has a minimum degree in G(V ,E), say R + k (k ≥ 0). Let δ(i) be

a neighborhood of node i , formally defined as

δ(i) = {j ∈ V : (i , j) ∈ E} .

Now, let us divide all nodes in the G(V ,E) into three non-overlapping subsets: i , δ(i)

and V \ (δ(i)∪ i). Note that |δ(i)| = R + k , and |V \ (δ(i)∪ i)| = n−R − k −1. This allows

us to find some non-overlapping subsets of edges in the G(V ,E) to establish a lower

bound on |E |. They are described below item by item with the bounds on the number of

edges they have.

• There are R + k edges between subgraphs i and δ(i).

• By definition of R-robust 2-club, for any node j ∈ δ(i) there are at least R distinct
paths between nodes i and j of length at most 2. Obviously, all these paths belong
to subgraph i ∪ δ(i), so the degree of node j in the subgraph i ∪ δ(i) is at least R.
There is an edge (i , j) ∈ E , then the degree of node j in the subgraph δ(i) is at
least R − 1 Thus, the subgraph δ(i) has at least (R + k)(R − 1)/2 edges.

• By definition of R-robust 2-club, for any node j ∈ V \ (δ(i) ∪ i) there are at least
R distinct paths between nodes i and j of length at most 2. Since there is no edge
between nodes i and j ((i , j) /∈ E ), then all the paths from node i to j of length at
most 2 go through δ(i). Hence, the number of edges between subgraphs j and δ(i)
is at least R. Thus, there are at least R(n − R − k − 1) edges between subgraphs
δ(i) and V \ (δ(i) ∪ i). Assume that we fix exactly R number of edges going from j
to δ(i), or R(n − R − k − 1) edges between subgraphs δ(i) and V \ (δ(i) ∪ i).

• The degree of any node j ∈ V \ (δ(i) ∪ i) is at least R + k . We have already fixed
R number of edges going from j to δ(i). Therefore, other k edges within the node j
can either be within subgraph δ(i), or V \ (δ(i) ∪ i). Thus, there should be at least
k(n − R − k − 1)/2 edges that we did not count by this time.

The subsets of edges in all four items that are described above are non-overlapping.

Hence,

|E | ≥ R + k + (R + k)(R − 1)
2

+ (n − R − k − 1)R + k(n − R − k − 1)
2

,

137



what after doing arithmetic operations becomes

|E | ≥ Rn − R(R + 1)/2 + k(n − 2R − k)/2 . (A–1)

If n ≥ 2R + k , then the last part in the right hand side of Inequality (A–1) is non-negative;

thus,

|E | ≥ Rn − R(R + 1)/2 , (A–2)

and the theorem is proved.

If n ≤ 2R + k , then we consider another bound on |E |. Note that R + k is the

minimum degree of any node in the graph G(V ,E). Then, the total number of edges in

this graph is bounded by

|E | ≥ (R + k)n
2

. (A–3)

Since n ≤ 2R + k , then R + k ≥ n − R. Therefore, Inequality (A–3) can be rewritten as

|E | ≥ (n − R)n
2

. (A–4)

To see how that relates to (A–2) we can rewrite it as

|E | ≥ Rn − R(R + 1)/2 + n
2 − 3Rn + R2 + R

2
. (A–5)

Using the formula for the root of the quadratic equation, we can conclude that with

n ≥ 3R +
√
5R2 − 4R
2

the last term in the right hand side of Inequality (A–5) is non-negative; thus, (A–2) holds,

and the theorem has been proved.
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Figure A-1. Illustration of the non-overlapping sets of edges and nodes used in the proof
of Theorem A.1

Figure A-2. Illustration of the non-overlapping sets of edges and nodes used in the proof
of Theorem A.2
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APPENDIX B
EQUIVALENT REPRESENTATION OF OBJECTIVE IN THE OPTIMAL CDO

CONTRACT STRUCTURING MODEL

Theorem B.1 (Equivalent Representation of Objective). Let ∆sm = sm − sm+1,m =

1, ... ,M − 1, and ∆sM = sM , then the following equality holds

T∑
t=1

1

(1 + r)t

M∑
m=1

E
[
(x tm+1 −max(x tm,Lt))+sm

]
=

T∑
t=1

1

(1 + r)t

M∑
m=1

∆smE
[
(x tm+1 − Lt)+

]
.

Proof. Let F t(z) be the cumulative distribution function of the cumulative collateral loss

Lt . Then, by definition of the expectation

E
[
Lt
]
=

+∞∫
−∞

zdF t(z) .

Since

(
x tm+1 −max(x tm,Lt)

)+
=


x tm+1 − x tm, Lt < x tm ,

x tm+1 − Lt , x tm ≤ Lt ≤ x tm+1 ,

0, Lt > x tm+1 ,

then,

E
[
(x tm+1 −max(x tm,Lt))+

]
= (x tm+1−x tm)F t(x tm)+

x tm+1∫
x tm

(x tm+1−z)dF t(z)+0×(1−F (x tm+1)) =

= (x tm+1 − x tm)F t(x tm) + x tm+1(F t(x tm+1)− F t(x tm)) +

x tm+1∫
x tm

(−z)dF t(z) =

= x tm+1F
t(x tm+1)− x tmF t(x tm)−

x tm+1∫
x tm

zdF t(z) . (B–1)

With the integration by parts rule for functions u(z) and v(z)

b∫
a

u(z)dv(z) = u(b)v(b)− u(a)v(a)−
b∫
a

v(z)du(z)
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for a = x tm, b = x tm+1, u(z) = z , v(z) = F t(z), we have

x tm+1∫
x tm

zdF t(z) = x tm+1F
t(x tm+1)− x tmF t(x tm)−

x tm+1∫
x tm

F t(z)dz . (B–2)

Finally, (B–1) and (B–2) imply

E
[
(x tm+1 −max(x tm,Lt))+

]
=

x tm+1∫
x tm

F t(z)dz (B–3)

Then, with sm =
M∑
i=m

∆si , m = 1, ... ,M, the first sum in the objective can be rewritten as

M∑
m=1

E
[
(x tm+1 −max(x tm,Lt))+sm

]
=

M∑
m=1

sm

x tm+1∫
x tm

F t(z)dz =

M∑
m=1

M∑
i=m

∆si

x tm+1∫
x tm

F t(z)dz .

By changing the order of the summation, we get

M∑
m=1

M∑
i=m

∆si

x tm+1∫
x tm

F t(z)dz =

M∑
i=1

i∑
m=1

∆si

x tm+1∫
x tm

F t(z)dz =

M∑
i=1

∆si

i∑
m=1

x tm+1∫
x tm

F t(z)dz . (B–4)

From (B–3), putting x tm = 0 and knowing that Lt is always non-negative we have

x ti+1∫
0

F t(z)dz = E
[
(x ti+1 − Lt)+

]
. (B–5)

Finally, with (B–4), (B–5) we have that

M∑
i=1

∆si

x ti+1∫
0

F t(z)dz =

M∑
m=1

∆smE
[
(x tm+1 − Lt)+

]
=

M∑
m=1

E
[
(x tm+1 −max(x tm,Lt))+sm

]
.
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