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Counter terrorism is the practice and technique that governments and militaries 

adopt to prevent terror threats. The illegal use of explosives has become a daily event in 

the modern world. For terrorist organization and insurgents, explosive devices have 

become a weapon of choice, which are being used to kill or harm civilians, military 

personnel and equipment/infrastructure. Hence, the detection of explosives is a 

paramount issue in security.  

Keeping this in mind, our group has developed an explosives detector. Our 

explosives detector can detect trace quantities of explosives on the surface of a 

baggage using the technique called differential reflectometry. This technique measures 

the optical absorption of energetic materials. These optical characteristics consist of 

characteristic shoulders between 370 nm and 490 nm; for example at 420 nm for 

Trinitrotoluene (TNT) and 480 nm for Triaminotrinitrobenzene. 

From our prototype, the differential reflectogram of these explosives has results at 

these characteristic shoulders. Our prototype was automated to increase the overall 

efficiency of the system.  
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The explosives detection is a combination of several components: light source, 

camera, spectrometer and a computer with dedicated software. In this study, noise were 

produced and hence noise characterization study for each of them becomes vital for 

knowing its exact effect on the signal. Our goal is to reach high sensitivity, i.e., a very 

good Signal-to-Noise ratio. Understanding the noise of our system will allow us to 

propose several strategies to improve such a Signal-to-Noise ratio. 

In order to reduce the noise, several imaging filters (median, average, disk, 

Gaussian, moving average and hybrid filters) were tested. A comparative study was 

made among the filters using Signal-to-Noise Ratio (SNR) as a metric. It was 

discovered that a combination of two filters, namely median filter and moving average 

filter, having filter size 10 and 4 respectively, lead to the best results. 

In conclusion, our study was helpful in achieving our goal (increasing the 

sensitivity of our explosive detection prototype). With improved noise reduction, it is a 

two-fold advantage. First of all, the limit of detection can be improved and secondly, the 

false positive alarm rates can be reduced which, in turn, will increase the efficiency of 

our explosives detector 
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CHAPTER 1 
INTRODUCTION TO THE PRESENTED RESEARCH 

1.1 Motivation 

For several decades, acts of terrorism have been rampant and weapons of mass 

destructions have been used [1]. The July 7, 2005 London attack and the recent 

November 26 2008, Mumbai, India terror attacks have a deep impact in our daily lives. 

In all these attacks, one of the underlying areas of fault was the “security lapse” [2-3]. 

Hence, it is highly critical to have a robust application which detects explosives to 

ensure the safety of human lives. Our research group, under the guidance of Prof. 

Hummel, has developed an explosives detection prototype using a technique called 

Differential Reflectometry.  

1.2 Approach: Explosives Detector Baggage Scanner 

The purpose of the explosives detector baggage scanner is to identify and detect 

explosives on luggage surfaces. The principal material used for this study is 2, 4, 6 – 

Trinitrotoluene (TNT). This system is fully automated with the help of image processing 

software algorithms. 

Chapter 2 introduces TNT and Triaminotrinitrobenzene (TATB) and their 

respective chemistry. The concept of differential reflectometry is reviewed and applied 

to the detection of explosives. 

In Chapter 3, the various components that make up our explosives detector and 

the image processing algorithms are presented. Additionally, a comparison of other 

techniques with our new prototype is presented. 
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In Chapter 4, a system characterization is performed in order to study the 

parameters (Exposure time, gain, offset and distance between collection optics and 

sample) which influences the overall output of the explosives detector. 

The presence of noise affects the behavior of our explosives detector (for 

example, increasing the number of false positives). The various sources of noise are 

examined and studied in detail in Chapter 5. 

In order to reduce the noise, various filter design were tested. Our studies show 

how such filters reduce the influence of noise. Chapter 6 presents the details of each 

filter and compares them with one another. Finally, Chapter 7 summarizes our study 

and presents future work regarding the possible improvements of our system. 
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CHAPTER 2 
PROPERTIES OF ENERGETIC MATERIALS 

2.1 Explosive Material 

The first widely used explosive in warfare and mining was black powder, even 

though thermal weapons have existed previously. During the 19th century, black powder 

was replaced by nitro-glycerin and nitro-cellulose. Eventually, they were replaced by 

modern explosives such as 2, 4, 6 Trinitrotoluene (TNT) and Triaminotrinitrobenzene 

(TATB) [4]. 

2.1.1 Definition 

An explosive material is a substance that contains a great amount of stored 

energy that can produce a sudden expansion of the material after initiation, usually 

accompanied by the production of light, heat, sound and pressure. They are 

characterized by their sensitivities [5]. Sensitive materials that can be initiated by a 

relatively small amount of heat or pressure are called primary explosives (Lead Azide) 

and materials that are relatively insensitive are called secondary explosives. TNT and 

TATB are examples of secondary explosives. Explosives are also called energetic 

materials. The larger the heat of formation, the greater the amount of energy is stored. 

Explosion of the material is caused by the release of energy upon decomposition.  

2.1.2 Physical Properties of 2, 4, 6 Trinitrotoluene 

TNT is one of the most commonly used explosives for military and industrial 

purposes [6]. It is highly valued because of its insensitivity to shock and friction, which 

reduces the risk of accidental detonation. It is highly stable compared to other high 

explosives. 
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Figure 2-1. Single molecule structure of TNT at room temperature with monoclinic TNT 
molecule conformation [7] 

The molecular structure of TNT at room temperature is shown in Figure 2-1, as it 

appears in the molecular crystals (either monoclinic or orthorhombic). TNT increases 

the explosive power in improvised or home-made explosives made from ammonium 

nitrate fuel and is considered an ignition source in this case. 

2.1.2 Physical Properties of TriAminoTrinitroBenzene 

TATB is one of the most powerful explosive known. It is extremely insensitive to 

shock and vibration. The high stability of TATB favors its use in military and civilian 

applications when insensitive high explosives are required. TATB is among the many 

explosives that belong to a family which are nitrate-based [8]. The molecular structure of 

TATB is shown in Figure 2-2. 
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Figure 2-2. Single molecule structure of TATB at room temperature. 

2.2 Optical Properties of Energetic Materials 

Optical properties are quite significant because they provide a nondestructive 

means for providing the characteristics of each energetic material. It has been observed 

that due to the chemical compositions, each energetic material has a unique optical 

property in the ultraviolet region. The ultraviolet region of the electromagnetic spectrum 

is generally defined to be between 10 nm to 400 nm and the visible region from 400 nm 

to 750 nm as shown in Figure 2-3.  

Our region of interest is the near UV– Visible spectrum, between 200 nm and 550 

nm. Explosive materials such as TNT and TATB have characteristics features in the 

ultraviolet and the visible region [7]. 
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Figure 2-3. Electromagnetic radiation spectrum. Our region of interest is between 200 
nm and 550 nm  

2.3 Detection Method: Differential Reflection Spectrometry  

There are many methods for the detection of explosives such as ion mobility, 

Millimeter wave technology and Raman Scanner. Even though these techniques are in 

current use, there is a great demand for a simple, fast, accurate and contact-less 

detection system [7]. Differential reflection spectrometry (DRS), also called differential 

reflectometry, was developed at the University of Florida in 1970 by Prof. Rolf. E. 

Hummel. It is a fast, simple and non-destructive surface analytical technique [9-11]. It 

reveals details of the material’s electronic structure of materials. Because of it’s 

differential mode, it removes instrumental variations [7][12-15]. The first experimental 

work [16-17] carried out on a bench top differential reflectometry system which consists 

of a 75 W Xenon light source, a vibrating mirror and a photomultiplier tube (PMT). The 

current system which also uses differential reflectometry technique employs a different 

geometry, tailor-made to make multiple measurements at a time, adapted to the airport 

security needs. 
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CHAPTER 3 
EXPLOSIVE DETECTOR BAGGAGE SCANNER: AN OVERVIEW 

The design of our explosives detector has been designed so that it can be added 

to the current X-ray airport baggage scanner. A detailed schematic of our prototype is 

given in this chapter.  

3.1 Explosives Detector: System Description 

As shown in Figure 3.1., the explosives detector consists of a light source (Ultra 

Violet- Blue light), a spectrometer and a detector (camera). These components can be 

fitted in conjunction with a conventional airport baggage scanner (conveyor belt and X-

ray machine). 

 

Figure 3-1. Model of our explosives detector. Ultra Violet –Blue light shines on the 
baggage moving on the conveyor. The detector analyzes the reflected light 
from the baggage. 

3.2 Description of the Light Source 

We used a 300 W Xenon light source as shown in Figure3.2.The majority of the 

light is generated within a 1 mm cloud of plasma situated at the point where the electron 
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stream leaves the face of the cathode. Electrons passing through the plasma cloud 

strike the anode, causing it to heat.  

 

Figure 3-2. 300 W Xenon light source used for our explosives detector which produces 
light in the UV-blue light region. 

The light source has a bluish white spectrum and high UV output, with a cut-off 

wavelength near 300 nm. This is of particular interest to our prototype system since the 

main structure of TNT and other explosives lie in the near-UV region. 

3.3 Spectrometer 

A spectrometer (shown in Figure 3-3) is an instrument used to diffract light over a 

portion of the electromagnetic spectrum. The design was custom made for our 

application by Jobin Yvon(France). 
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Figure 3-3. Photograph of our custom design spectrometer from Jobin Yvon. 

 

 

Figure 3-4. Schematic of our custom made spectrometer.  

Figure 3-4 shows a working schematic of our spectrometer. It operates in the 

range between 200 nm-550 nm and has a resolution better than 6 nm with a 100 
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micrometer slit width at the entrance. The exit produces a dispersed beam such that 1 

nm wavelength is spread over 18 µm (1 pixel width on the camera) 

3.4 Charge-Coupled-Device (CCD) Camera 

The detector of our prototype is an image sensor in the form of a Charge-Coupled-

Device (CCD) Camera. The camera has a resolution of 512X512 pixels with a pixel size 

of 18 µmX18 µm and provides a maximum frame rate of 300 frames per second .The 

camera is shown in Figure 3-5. Several parameters of the camera alter the overall 

output of the system which includes the exposure time, gain setting and offset. The 

influences of such functions on our system will be explained in Chapter 4. 

 

Figure 3-5. Picture of our Charge Coupled Device camera (Sarnoff model CAM 

UV512). 

3.6 Experimental Setup: Explosives Detector Baggage Scanner  

The light from a 300 W Xenon source is directed via fiber-optics and focuses on 

the conveyor belt producing a line of 5 mm width by 50 cm length (which is about the 

width of airport carry-on luggage) depicted as scanning beam in Figure 3-6. The 
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reflected light is then collected and analyzed with the spectrograph and computer 

system. 

 

Figure 3-6. Schematics of the explosives detector. Light is projected on the conveyor 
belt. The reflected light is collected and analyzed with a spectrograph and 
computer. 

Carbon pads are used as standard substrate as shown in Figure 3.7a. Carbon 

pads absorb most of the light, both in the UV and the visible region of the system and 

minimize the noise from the background. The line of light shun on a mock suitcase that 

is placed on the conveyor belt is shown in Figure 3-7b. 
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Figure 3-7. Example of a sample and its placement on the conveyor belt a) Crystalline 
TNT is placed on carbon-pad using a glass substrate b) The line of light on a 
mock suitcase. 

The operating system (computer) processes the data and calculates the 

differential reflectivity (explained in the next section). Image processing techniques are 

performed to classify the spectrum in order to identify the material being investigated. 

3.7 Mathematical Analysis using Image Acquisition 

The methodology involving data processing is explained in this section. 

The TNT is illuminated by a light source. At that instance, an image frame is 

acquired. The intensity of each pixel is recorded and stored. Let this frame be called R1. 

As the conveyor belt moves, a second frame R2 is captured. For each line of pixels, the 

differential reflectivity is calculated [15] as follows: 

  

 ̅
 
 (     )

(     )
 

Where the numerator (R1-R2) is the difference of reflectivities of the two sample 

parts while the denominator (R1+R2)/2 represents the average of the reflectivity between 

the two sample parts, thus yielding a normalized difference in reflectivity. Such 
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normalization decreases the influence from intensity variation of spectral output of the 

light source, the spectral sensitivity variation of the detector and the spectral 

reflectivities of the mirrors or the substrate [15]. All of these steps are implemented by 

the use of a graphical user interface, an interface tool developed to automate the entire 

process from image acquisition to the data processing. [See Appendix A for details] 

 

Figure 3-8. Schematic of light (blue) collection from sample on conveyor belt. R1 and R2 
are two frames, each frame containing 512 pixels along the width of the 
conveyor belt. 

As shown in Figure 3.8, the differential reflectivity (
  

 ̅
) calculation is performed 512 

times along the width of the conveyor belt, thus rendering a resolution of 1 mm X 5 mm 

on the surface to be analyzed. The differential reflectograms (
  

 ̅
 versus wavelength), 

thus obtained can be used to identify energetic material. 
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3.8 Differential Reflectogram of Trinitrotoluene 

The differential reflectogram of TNT, shown in Figure 3-9, is obtained by using the 

method discussed in the previous section. It is observed from Figure 3-9 that there is a 

characteristic shoulder from 380 nm – 430 nm which is unique for TNT. This feature is 

referred as the “420 nm feature” [15].The differential reflectogram of TATB is shown in 

Figure 3-10 which has a unique shoulder like that of TNT but is right shifted by 65 nm to 

485 nm. 

 

 
Figure 3-9. Differential reflectogram of TNT obtained by differential reflectometry. The 

characteristic shoulder around 420 nm is observed. 
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Figure 3-10. Differential reflectogram of TATB obtained by differential reflectometry. The 
characteristic shoulder is shown at 485 nm. 

3.9 Summary 

In this chapter, the different components (light source, CCD camera and 

spectrometer) that make up our instrument were studied. The working methodology of 

the explosive detector using the differential reflectometry system was reviewed. It has 

been observed that TNT and TATB provide distinctly different absorption peaks. 
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CHAPTER 4 
CHARACTERIZATION OF SYSTEM PARAMETERS 

In this chapter, the parameters of the explosives detector (exposure time, gain 

setting, offset setting and distance between the collection optics and sample) are varied 

and their effect on Signal-to-Noise ratio is presented in this chapter. 

4.1 Signal-To-Noise-Ratio: Metric for Comparative Study 

One common metric associated with noise is the Signal-to-Noise-Ratio (SNR). 

SNR is defined as the ratio of signal power to the noise power corrupting the signal. The 

higher the ratio, the greater is the signal strength. 

If Psignal and PNoise correspond to the average power of signal and background 

noise respectively, then SNR can be written as  

     
       
      

 

Since powers are measured across the same impedance (i.e. same sensor), it can 

be expressed in squares of their amplitude, as follows, 

      
       
 

      
  

Generally, it is represented in the logarithmic decibel (dB) scale, hence 

              
       
      

 

In image processing, the amplitude of the signal is the mean while the noise is 

characterized by the standard deviation. Thus the SNR is the ratio of mean to standard 

deviation of a signal measurement, i.e [18].  

   (  )            
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where µ is the mean signal and σ is the standard deviation. The above relation is used 

in the calculation of SNR throughout this thesis. The differential reflectogram of TNT is 

characterized by its shoulder at 420 nm. The signal is the mean of this shoulder height. 

The noise is characterized as the standard deviation of the curve. The SNR is computed 

according to the above imaging equation. The higher the dip in magnitude at the 420 

nm region, the greater and better is the quality of the result. This definition is only valid if 

the associated variables are positive, such as photon counts or luminance.  

4.2 Camera-Exposure Time 

In our camera, the amount of time over which the acquisition (or the exposure) 

takes place can be varied between 5 ms and 99 ms. The purpose of exposure 

adjustment is to control the amount of light coming from the subject that is allowed. A 

long exposure time signifies more signal, increases contrast (if noise does not increase 

as fast as signal) and adds more sharpness. This is shown in Figure 4-1.  

a) b) 

Figure 4-1. Frame acquired at (a) 99 ms exposure time and (b) 50 ms exposure time. A 
longer exposure time is characterized by a brighter image while a smaller 
exposure time is characterized by a darker image. 
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Figure 4-2 depicts various differential reflectograms (
  

 ̅
 versus wavelength) as a 

function of exposure time. It is observed that the shoulder height between 20 ms and 40 

ms (curves represented by top most red, green and blue), though present, is lower in 

magnitude when compared to the shoulder height between 50 ms and 80 ms (curves 

represented by yellow, pink, cyan and black).  

 

Figure 4-2. Differential reflectograms of TNT as a function of exposure time as listed on 
the curves at gain setting of 700 a.u., offset = 1 and distance between sample 
and collection optics = 7 cm from the detector. The curves have been shifted 
for clarity. 

In Figure 4-3, the SNR is plotted versus the exposure time, using the data 

contained in Figure 4-2. It can be seen SNR increases considerably up to about 75 ms 

and then saturates. In other words, long exposure times lead to saturation of pixels, 

thereby resulting in overshadowing the actual reflectivity signal from the TNT material. 

Thus, long exposures time settings (80 ms and 99 ms) are not recommended. For this 

reason, the exposure times between 60 ms and 75 ms would probably give optimum 

results. 
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Figure 4-3. Signal-to-Noise Ratio as a function of exposure time. The data is plotted 
with blue diamond. The solid blue line is used as a visual aid to model the 
behaviour of SNR.The point in the circle is not considered in the model (solid 
line).  

4.3 Camera-Gain and Offset Variation Effect 

The concept of Gain is explained as follows. The signal, coming off the CCD 

Camera is typically pre-amplified which allows the signal to be boosted by a variable 

amount called the gain. We can also shift the signal by another variable amount called 

offset.  

Let’s illustrate this with an example. For pixel counts corresponding to 0.1, 0.3, 1.2 

and 1.3, the Analog-to-Digital-Converter (ADC) (which cannot handle fractional 

numbers) would output 0,0,1,1. Thus a quantization error occurs. On the other hand, if 
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we scaled up the signal (introduce some gain) for example by 10, these numbers would 

become 1, 3, 12 and 13, the quantization errors therefore disappears. Also in practice, 

the noise can make the signal negative. Since the ADC cannot take in a negative input, 

an offset is added to the signal to make sure that all signals coming off the CCD camera 

are positive. When the CCD camera captures an image, the output of the CCD camera 

pixel is proportional to the amount of light falling onto it. Saturation occurs when the 

recording device just cannot hold more light, then the signal is recorded as the 

maximum value of the camera (in our case: 4095). This is called clipping, and no details 

are recorded. The gain settings can be varied from 100 to 1023 units. A relationship 

between the wavelength and intensity is shown in Figure 4-4 indicating the clipping 

phenomenon at gain settings of 700 between 460 nm and 500 nm. For gain settings 

beyond 800, there is extensive clipping. Figure 4-5 shows a relationship between gain 

settings and the intensity of a pixel measured at 410 nm (green triangle), 420 nm (red 

squares), 480 nm (purple diamonds) and 520 nm (blue cross). As seen in Figure 4-5, for 

a gain setting of 800, the intensity quickly reaches the saturation level for the 520 nm 

pixel whereas the intensity is only at 1555 for the 410 nm pixel. As a result, reflected 

data from the 520 nm pixel might not be accurate. We observe the best gain setting 

close to 700, since there are no instances of clipping. Hence, a gain setting of 800 and 

above should not be employed. 
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Figure 4-4. Intensity as a function of the wavelength for various gain settings from 100 
to 1023.Intensity is the reflected data before the process of differencing. At 
high gain, cliiping may occur, as marked on the graph. 
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Figure 4-5.Intensity as a function of the gain settings of a point pixel at 410 nm (green), 
420 nm(red), 480 nm (purple) and 520 nm (blue). At high gain, clipping may 
occur, as marked on the graph. 

The differential reflectograms at various gain settings are shown in Figure 4-6 and 

a relationship between the SNR and the gain settings is shown in Figure 4-7. The signal 

(420 nm feature height )and noise are extracted from the differential reflectograms of 

TNT (Figure 4-6) for each gain settings. From this, we calculate the SNR and plot it as a 

function of the gain (Figure 4-7). From the model (solid red line), it can be seen that the 

SNR linearly increases until a gain setting of around 750; above this the SNR 

decreases. Having observed the clipping effects in Figure 4-5 and seen the SNR 
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improvement in Figure 4-7, the optimum gain setting can be chosen to be between 650 

and 750. 

 

 

Figure 4-6. Differential reflectogram of TNT with increasing gain settings at exposure 
time= 70 ms, offset =1 and distance between the collection optics and sample 
= 7 cm from the detector. The curves have been shifted for clarity. 

 



 

39 

 

Figure 4-7. Signal-to-Noise-Ratio as a function of the gain settings (blue cross).The red 
solid line is used as a visual aid to indicate the behaviour of the SNR.  

In addition to the gain, an offset can be added to the signal. The offset settings can 

be varied from 1 to 255. Differential reflectograms of TNT as a function of the offset are 

plotted in Figure 4-8. Figure 4-9 displays the SNR extracted from Figure 4-8 (Signal = 

420 nm feature height, noise = standard deviation) as a function of the offset. 
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Figure 4-8. Differential reflectograms of TNT with different offset settings as listed in 
legend at gain setting = 700, exposure time = 70 ms and distance between 
the collection optics and sample = 7 cm from the detector. The curves have 
been shifted for clarity. 

 

Figure 4-9. Signal-to-Noise Ratio as a function of the offset settings. The red solid line is 
used as a visual aid to model the behaviour of the SNR. The SNR is 
maintained constant, indicating that the offset has no effect. 
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prominence at all values of offset (Figure 4-8). However, it is best to set the offset 

settings to the smallest value which prevent any negatives signal to go into the ADC, as 

it offers a larger dynamic range. 

4.4 Effects of the Distance between Collection Optics and Sample 

Since a standoff optical method is employed, the effect of distance at which the 

material is placed from the collection optics plays a very important role in determining 

the signal intensity. The shoulder height around 420 nm feature, from Figure 4-10, is 

found to be larger in magnitude at short distances (between 5.1 cm and 11.3 cm). It 

should be noted that the noise is essentially constant throughout and only the signal 

decreases as seen in Figure 4-11. The camera parameters (gain, offset and exposure 

time) are kept constant in this section. This confirms that external noise effect (stray 

light) is negligible. From the results shown in Figure 4-12, a decreasing linear trend 

(solid blue line) is fitted to the data (blue diamonds). The SNR decreases from 8 dB at 5 

cm to about 2 dB at 30 cm. 
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Figure 4-10. Differential reflectogram of TNT as a function of distance between the 
collection optic and the sample at gain setting= 700, exposure time=70 ms 
and offset =1. The curves are shifted for clarity. 

 

Figure 4-11. Signal (Blue diamonds) and Noise (Red squares) as a function of the 
distance between collection optics and sample. The blue and red solid lines 
are used as visual aids to indicate the behaviours of the signal and noise 
respectively. 
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`  

Figure 4-12. Signal-to-Noise Ratio as a function of the distance between collection 
optics and sample (blue diamonds). The blue solid line is used as a visual aid 
to indicate the behaviour of the SNR. 

4.5 Summary 

The parameters used in this study (exposure time, gain settings and offset 

settings, distance between the collection optics and the sample) were studied and 

compared with a newly introduced concept in this chapter namely the Signal-to-Noise 

Ratio. The exposure time is observed to work best between 65 ms and 75 ms. In low 

light conditions, the gain has to be increased. For optimum performance, gain settings 

between 650 and 750 units is recommended. Though, there is not much effect of the 

offset on the SNR, it is best to keep it at the lowest value possible to get the largest 

dynamic range. Finally, the shorter the distance between the sample and collection 

optics, the stronger is the signal. 
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CHAPTER 5 
EXPLOSIVES DETECTOR - NOISE CHARACTERIZATION OF COMPONENTS 

In our explosives detector prototype, the majority of the noise contribution comes 

from the camera and the light source. In this chapter, we characterize the noise from 

these components.  

5.1 Charge-Coupled Device Camera Noise Characterization 

The main goal using a Charge-Coupled-Device (CCD) camera is to produce the 

best image possible. Achieving low noise images from CCD camera requires basic 

understanding of the working of CCD and the different sources of noise that can reduce 

the quality of images. 

CCD cameras operate by converting photons into electrons which they store in 

each pixel. The number of electrons stored in each “pixel well” is proportional to the 

number of photons that strike that pixel. After an exposure has been completed, the 

electrons for each pixel are shifted out of the CCD camera and converted to a number, 

indicating how dark or light each particular pixel is. 

5.2 Sources of Noise from Charge-Coupled-Device Camera 

In the ideal situation, each photon that strikes a pixel would be converted into 

exactly one electron, but there are always some unwanted light variations in pixel 

(noise). Noise in the CCD Camera can manifest in many ways such as the “Graininess” 

in dark background image and the faint horizontal or vertical lines that become visible in 

low signal areas.The metrics used in CCD camera should also be considered. Often, 

CCD manufacturers measure noise as a number of electrons RMS (Root Mean Square) 

or counts. 
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5.2.1 Readout Noise 

Readout noise is the noise produced when signals are converted from analog to 

digital data in an A/D converter present in the CCD Camera. In the output of the CCD 

image, readout noise is created in each pixel every time the array is read-out. Thus, this 

noise is present in all the images, regardless of the exposure time, gain settings or 

offset and more importantly it has constant amplitude. 

5.2.2 Dark Noise 

Dark noise is the relatively small electric current that flows through the CCD even when 

no photons are entering the device. Dark noise is present in long exposure time images 

taken with the CCD camera. This noise shows up as bright pixels in the image where 

they shouldn’t be. Dark noise is one of the noises which can be decreased by reducing 

the exposure time. 

5.2.3 Noise Equation 

The noise sources discussed above could be put together into an equation to calculate 

the overall uncertainty or standard deviation. In terms of standard deviation, [19] 

    √               

     √                            

      √       
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5.3. Charge-Coupled-Device Camera Noise Characterization: Experimental 
Procedure 

5.3.1 Readout Noise Measurement 

In imaging applications, a bias frame is an image obtained from a CCD Camera with no 

actual exposure time or the smallest allowed value per the instrument specifications (in 

our case 5 ms) with the shutter closed. The bias image so obtained contains the 

readout noise which has been explained in Section 5.2.1. A total of 32 bias frames in 

immediate succession were acquired in the dark at 5ms exposure time. The 32 frames 

were considered pair-wise for the purpose of calculation. The difference between the 

two images was taken and the standard deviation of the differenced image calculated. 

The standard deviation per image is observed to be at 1.68 counts. 

5.3.2 Dark Noise Measurement 

A dark frame is an image captured with the CCD camera in the dark at a given 

exposure time. With the shutter closed, a series of 8 dark frames were acquired at 

different exposure times (5 ms to 95 ms). Using a Labview algorithm (Courtesy of Dr. 

Thierry Dubroca), two dark frame images were considered in a time interval and its 

difference computed. By considering two frames at a time, the spatial noises (external 

noise from space) are not considered in the calculation; since forming the difference will 

essentially remove the spatial noise. The standard deviation is calculated from such 

differential images which allow to correlate the dark noise with the exposure time. 

5.3.3 Experimental Results 

Figure 5-1 depicts the noise of the camera as a function of the exposure time. The read-

out noise was found to be 1.68 counts (extrapolated at zero exposure time). The 

equation explained in section 5.2.3 is used to model the noise as follows:  
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       √   (                ) 

    Where                 

                 

For example, at 99 ms exposure time, the noise is 1.83 counts, i.e., a readout noise of 

1.68 counts and a dark noise of 0.72 counts. In effect, the dark noise is less than half of 

the readout noise. 

 

Figure 5-1. Characterization of noise from camera. Read out noise is measured to be 
1.68 counts (extrapolated to zero exposure). The dark measurement data is 
represented in red squares The red solid line is used as a visual aid to model 
the behaviour of the noise. 

It is observed that at low exposure times, the readout noise is more dominant over the 

dark noise. There is a gradual increase in the dark noise as function of the exposure 
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time. The plot in Figure 5-1 is an average of several measurements (8 frames) and the 

read-out noise was observed to be consistent for all of them. 

Similarly, the dark noise was measured from an exposure time of 5 ms to 99 ms. The 

model (red line in Figure 5-1) is well correlated with the collected data (coefficient of 

correlation = 0.98). Finally, this is consistent with the manufacturer maximum noise 

specifications (3 counts). 

5.4 Light Source Noise Characterization 

The choice of a proper light source is critical as it has a major influence on the 

output of our explosives detector. Hence, the choice of the light source is critical. In this 

section, several light sources and their associated noises are characterized and 

compared.  

5.4.1 Experimental Procedure for Noise Characterization of Light Sources 

Different light sources were placed at different distances from the detector so that the 

detector output was about 5 V. The light was directed towards a bright surface and the 

reflected data recorded. The acquisition time was 10 seconds for this experiment at a 

sampling rate of 10 kHz. The detector voltage intensity is obtained with respect to the 

acquired time in milliseconds. Also, a Fast Fourier Transform (FFT) computation was 

performed on the raw light intensity data to understand the behavior of the light source 

in the frequency domain. The noise present for all the light sources is measured in the 

form of standard deviation of the signal intensity. Experimental results for each of the 

light source are shown in the subsequent sections. Note : These experiments were 

measured in the dark. 
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5.4.2 Lamp-Off Characterization – Control Experiment 

This experiment was carried without any light source to determine the actual noise of 

the measurement system itself. Even in the absence of light, the detector and Data 

Acquisition (DAQ) card produce noise and is measured to be 0.8 mV (standard 

deviation of the detector voltage) which will be used as a base for comparing the 

different light sources.  

Figure 5-2 shows the detector voltage as a function of time when no lamp is used while 

Figure 5-3 displays a FFT computation on the detector voltage as a function of time for 

the control experiment. 

 

Figure 5-2. Detector voltage as a function of time when no lamp is used (Control 
experiment). Noise = 0.8 mV. 
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Figure 5-3. Fast Fourier Transform amplitude of detector voltage as a function of time 
for the control experiment. The presence of harmonics (first, second and 
fourth) from the power outlet and white noise having an amplitude 0.15x10-4 is 
observed. 

There are 4 harmonics produced, wherein, the fundamental harmonics at 60Hz is 

most pronounced. Apart from these spike-like noises, we observe that the magnitude of 

the background noise is constant, characteristic of white noise. White noise is a random 

signal with a flat power spectral density. In the control experiment, the sources of noise 

are the white noise and harmonic spike noise. The white noise has amplitude of about 

0.15x10-4. This is the noise floor for our measurements in this section.  

5.4.3 Quartz Tungsten Halogen 

Quartz Tungsten Halogen (QTH) lamps are made up of doped tungsten filament inside 

a quartz envelope. They are often filled with a rare gas and a small amount of halogen 

such as iodine or bromine.QTH is strong in the high visible - near infra-red region [20-

21] but does not produce enough light in the UV region. The QTH consumes a power of 

50 W.  The standard deviation of the detector voltage is the measured noise. 



 

51 

 

Figure 5-4. Detector voltage as a function of time for the QTH Lamp at 50W. Noise = 8.9 
mV. 

Figure 5-4 shows the variation of the detector voltage with respect to the time for the 

QTH. The noise of the QTH lamp is measured to be 8.9 mV (standard deviation of the 

detector voltage). This is 10 times larger than the noise from our control experiment. 

This confirms the validity of our experiment (i.e. the detector and the DAQ card noise 

are essentially negligible). 



 

52 

Figure 5-5 shows the Fast Fourier Transform amplitude detector voltage as a function of 

time for the QTH light source. 

 

Figure 5-5. Fast Fourier Transform amplitude of detector voltage as a function of time 
for our QTH Lamp. The presence of first, second and fourth harmonics is 
indicated in red. 

The presence of first (60 Hz), second (120 Hz) and fourth (240 Hz) harmonics is due to 

the spikes from the power supply from the wall outlet. From Figure 5-5, the white noise 

is measured to be around 0.2x10-3 in amplitude. Most of the white noise is evenly 

distributed through the frequency range of 0-300 Hz.There is small noise around 5 Hz 

adding to the white noise.  

5.4.4 75W Xenon Lamp 

This experiment is to characterize the noise arising from a 75 W Xenon lamp. The 

noise is observed to be 66 mV (standard deviation of the detector voltage). This is 7 

times noisier than the QTH lamp. 
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Figure 5-6. Detector voltage as a function of time for 75 W Xenon light. Noise =65.9 mV. 

 

 

Figure 5-7. Fast Fourier Transform amplitude of detector voltage as a function of time 
for a 75 W Xenon light source. The initial high amplitude irregularity comes 
from noise in the Xenon light. The white noise is now negligible below 25 Hz. 
The amplitude of noise is around 0.2 units below 25 Hz. 



 

54 

From Figure 5-7, we observe a periodic variation of the light source. As seen in 

QTH, the fundamental harmonics are very strong at multiples of 60 Hz from power 

supply from the wall outlet and the DAQ card. The important aspect to note is the initial 

increase in the amplitude of about 0.02 near 12 Hz. This is attributed to the Xenon light 

bulb. The white noise is negligible below 25 Hz. The magnitude of noise from this light 

source is about 10 times larger in amplitude when compared to the QTH, while it is 

about 100 times larger in amplitude compared to the control experiment. When this light 

source is used, additional filters in conjunction with white noise filters and spike noise 

filters must be employed. 

5.4.5 White Light Emitting Diode 

A white Light-emitting-diode (LED) is a semiconductor device which converts electricity 

into light. This is battery powered and hence runs on a DC source. As seen in Figure 5-

8, the LED has noise characteristics similar to the QTH light source. The noise 

amplitude is 10.7 mV (standard deviation of the detector voltage), slightly higher than 

that of the QTH lamp (8.9 mV). 
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Figure 5-8. Detector voltage as a function of time for a white LED. Noise = 10.7 mV. 

 

 

Figure 5-9. Fast Fourier Transform amplitude of detector voltage as a function of time 
for white LED. More pronounced harmonic spikes at multiples of 60 Hz. The 
noise is also homogenously distributed. 

From the FFT plot in Figure 5-9, we do observe the spike-like harmonic peaks at 

multiples of 60 Hz. They are coming from the power supply from the wall outlet through 
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DAQ card and the detector, as explained in the control experiment (Section 5.4.2). Even 

though LED behavior is similar to the QTH lamp, the important point to be noted is that 

noise amplitude at around 5 Hz is about twice that of the QTH lamp. The noise 

amplitude is about 3x10-4, which is 20 times noisier than the control experiment 

(0.15x10-4). It is homogenously distributed throughout the spectrum above 10 Hz. The 

background is mostly white noise. 

5.4.6 Xenon Arc Lamp (300W) 

The Xenon light source intensity was measured at two different time intervals. The first 

measurement is recorded immediately after the source is turned on, while the second 

set is measured 30 minutes after the warm up period. 

 

Figure 5-10. Detector voltage as a function of time for Xenon 300 W light source 
immediately after turn-on. Noise =33.9 mV. 

From Figure 5-10, we find that the noise (=34 mV) produced by the Xenon lamp at 

300 W is lower in magnitude by one half, when compared to the 75 W Xenon lamp (=66 

mV). It is about 30 times larger in magnitude when compared to the control experiment 
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and about 4 times larger when compared to the non-UV light generating sources (QTH 

and LED). 

 

Figure 5-11. Fast Fourier Transform amplitude of detector voltage as a function of time 
for Xenon 300 W immediately after turn on. Below 70 Hz, the noise is very 
large and not white. 

From the FFT spectrum shown in Figure 5-11, we find strong noise from the light 

source below 70 Hz. It is also non-uniform in that region. Similar to the LED and QTH 

light sources, we see a sudden and a very high amplitude increase between 5-10 Hz. 

The noise due to the light source is present up to 70 Hz, above which the noise is white. 
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Figure 5-12 Detector voltage as a function of time for Xenon 300 W light source 30mins 
after turn-on. Noise is 22 mV. 

Waiting 30 minutes for the Xenon lamp to stabilize makes a difference towards 

noise reduction, which is evident from Figure 5-12. It is observed that the noise is 

reduced by a factor of 1.5(22 mV after 30 minutes against 34 mV when taken 

immediately after turn on). Now, this reduction brings the noise a little closer to the 

baseline experiment or the QTH sources when compared to the other types of Xenon 

sources. The other non-UV emitting light sources are only about half the noise 

magnitude compared to this Xenon lamp after it stabilized. 
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Figure 5-13. Fast Fourier Transform amplitude of detector voltage as a function of time 
for Xenon 300 W 30 mins after warm up period. 

Inspecting Figure 5-13, the FFT amplitude of the detector voltage tells us that the 

initial increase around 5-10 Hz is reduced from 8x10-3 to 5x10-3. After 10 Hz, we also 

observe that the maximum noise is reduced in magnitude by half compared to the 

Xenon source with no waiting time(from 4x10-3 to 2x10-3). The noise from this stabilized 

source starts to fade out at 50 Hz (as compared to 70 Hz to the previous section), after 

which there is only white noise and harmonic spike noise. Reduction of noise amplitude 

at lower frequencies means that the starting frequency for operation of our explosive 

detector can be lowered to 50 Hz itself (instead of 70 Hz if we do not wait for the 

stabilization period). 

5.5 Summary 

In this chapter, the camera and the light sources noise have been studied. We 

were able to measure the noise from the camera to be 1.68 counts. While the readout 
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noise is present and its amplitude constant in all measurements, the dark noise 

increases with exposure time but remains negligible even at the highest exposure time.  

A summary of the noise present in various light sources is plotted in Figure 5-14.  

 

Figure 5-14. Characterization of noise from light sources. 75 W Xenon produces the 
largest noise. The noise (0.8 mV) from the control experiment is inherent in all 
sources and is essentially negligible. QTH lamps and LED have similar 
characteristics. It is best to allow the Xenon lamp to stabilize for 30 mins and 
then perform data acquisition  

Of all the sources investigated above, the QTH has the lowest noise. Our main region of 

interest is in the Ultraviolet region but the QTH does not produce much UV. LED has a 

slightly higher noise but has the same drawback as the QTH. It does not produce light in 

the UV. The Xenon lamp having higher power produces less noise, than the lowered 

powered source. It is best to stabilize the Xenon lamp as it is found to reduce the noise 
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by 30%. The lowest possible operating frequency also decreases from 70 Hz to 50 Hz 

when stable. 

Now that we have characterized some possible light sources and selected the best 

candidate (300 W Xenon light source), we can investigate more easily our de-noising 

strategies. De-noising strategies are discussed in the following chapter. 



 

62 

CHAPTER 6 
DENOISING STRATEGIES 

 Our goal is to achieve a low limit of detection for explosives and a high sensitivity, 

i.e., a very good Signal-to-Noise ratio. The need for proper noise suppressing strategies 

needs to be incorporated. 

6-1.Method to Reduce Noise during Frame Acquisition 

 Although the source of noise is well known, it is difficult to change the internal metrics 

of the hardware due to manufacturing restrictions. As shown in Figures 5-12 and 5-13, 

the Xenon light sources has an inherent high noise factor in the low frequency range of 

0- 50 Hz. The current rate at which the two image frames, R1 and R2 are taken is (as 

shown in Figure 6-1) 5 seconds. Due to the processing time, in particular data storage, 

the operating frequency is around 0.1 Hz (exposure time is negligible when compared to 

the processing time), which is in the range where the noise is the strongest.  

 

Figure 6-1. Schematic of the image acquisition and storage modes. (A) External data 
storage takes considerable time (5 seconds) compared to which the exposure 
time (5 ms) becomes negligible. (B) Acquisition with internal storage time 
results in working at low exposure time (5 ms) in order to be outside the high 
noise region. 
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In order to be outside this high noise region (0-50 Hz), a target between 50-100 Hz 

should be achieved (excluding the frequency at 60 Hz). For this, we would have to work 

at a very low exposure time between 10 ms to 20 ms. If the data is stored in an external 

location (Excel Spreadsheet), the time consumed would be more than when the data is 

stored internally within the same application. From Section 4.2 of Chapter 4, we have 

seen that operating at very low exposure would result in a low signal strength (Figure 4-

3). A methodology is proposed and illustrated in Figure 6-2 to improve the SNR. At t=0, 

the light is shun at the sample and a pair of consecutive frames are acquired from the 

same sample. On averaging over multiple frames, the noise is reduced [30-31]. This 

can be achieved by trigger-control of the conveyor belt by means of the computer 

acquisition program. At t=10 ms, the conveyor belt is moved and subsequently another 

pair of frames are acquired. 
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Figure 6-2. Timing of image acquisition on the conveyor belt. The yellow spot 
represents the light source shining on the sample. The movement of the 
conveyor belt is in the forward direction as shown. Frames R1 and R’1 are 
acquired after which the belt moves acquiring frames R2 and R’2 
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Figure 6-3 Proposed methodology to reduce the effect of noise and increase SNR. 2 
frames (instead of the conventional 1 frame) of the same sample are acquired 
simultaneously and differential reflectogram computed. 

This is schematically shown in Figure 6-3. The two frames (R1, R’1) acquired at 5ms are 

averaged to produce A. Similarly, the next pair of frames (R2, R’2) is acquired and an 

averaged B is obtained. A differential reflectogram is performed on A and B and their 

effects on SNR studied. A comparative measurement with this methodology was 

conducted on TNT and is presented in Figure 6-4. 
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Figure 6-4. Differential reflectograms of TNT when one frame is acquired (blue) having 
a SNR of 19.7 dB while acquisition of two frames (red) has a SNR of 23.7 dB. 

The blue curve indicates the conventional differential reflectogram measurement 

without any averaging and the exposure was set at 80 ms. The measured SNR was 

19.7 dB, while the red curve indicates the frames measurement being taken pair-wise in 

quick succession at 20 ms each. The SNR was found to be 23.6 dB and is increased. 

The data were stored externally and hence the operating frequency was 0.1 Hz. If we 

were not limited by the frequency (working frequency of more than 50 Hz) and stored 

the data internally, we would take more frames and average them. Then we could 

potentially observe more improvement in the SNR. However, this process is more time 

consuming and additional software is required for rapid data processing as the number 

of acquired frames increases and requires trigger controlling of the conveyor belt. 

6-2.Post-Processing Filtering Methods 

Post-Processing filtering is defined as the process of improving the perceived 

quality of the acquired frame. Imaging filters (median, average, disk, Gaussian and 
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hybrid filters) have been applied to our explosives detector in order to reduce the noise. 

A comparative filter study is presented in this section. 

6.2.1 Median Filter 

A window is defined as a group of neighboring pixels (i.e., a set of elements) 

around a given one. It is often called a “filter size” or “mask” (i.e. it hides those elements 

which are not being considered). 

The median filter [22-23] is a windowed, nonlinear digital filtering technique, used 

to remove destructive noise while preserving the amplitude of the signal. Its 

performance is particularly good for removing spike noise. Spike noise are dominant in 

the 300W Xenon light sources (Figure 5-13, Chapter 5). 

6.2.1.1 Understanding Median Filter 

In one dimension, the median filter is represented in Figure 6-5. Each vertical bar 

represents the pixel intensity. 

 

Figure 6-5. Schematic working of the median filtering. The filtered output is the median 
value of the sorted pixel intensities in ascending order. 

Let’s consider five pixels in some random order of intensities. The median filter sorts 

through all the pixel intensities in ascending order. Then, the median of the window is 

taken, based on the size of the filter. The principal idea of this filter is to run through the 
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entire frame, replacing each entry with the median of the neighboring entries. In our 

example (Figure 6-5), the filtered output is the pixel number 5 as it corresponds to the 

median of ascending pixel intensities. At the edges of the frame, the first and the last 

values are repeated, in order to be consistent with the filter size. 

6.2.1.2 Experimental Results  

Different filter sizes were applied to the raw differential reflectogram of TNT (no 

filtering represented by the red curve). From Figure 6-6, it is noted that with increasing 

filter size, more smoothing takes place and the noise of the differential reflectograms is 

reduced. 

 

Figure 6-6. Differential reflectograms of TNT with increasing sizes of median filter. The 
red curve is the unfiltered data while the green curve (filter size 2), blue curve 
(filter size 4) and black curve (filter size 8) show the filtered data. The 
amplitude difference of TNT features for red and black curves are shown for 
comparison.  

The signal shoulder around 420 nm has fewer perturbations in it, which is also very 

important for achieving the limit of detection. The amplitude of the feature is not 

reduced.  
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From this data, a SNR calculation was also performed on the various filter sizes 

and shown in Figure 6-7.Initially there is a rapid increase in the SNR from 18 dB to 23 

dB for a filter size of 4. From then on, the rate at which the SNR increases reduces. 

From looking at the graph, the SNR approaches saturation at filter size of 12. This 

occurs at 28 dB. Thus, the maximum achievable SNR improvement is 9 dB from 19 dB 

(unfiltered data) to 28 dB (filter size of 12). 

 

Figure 6-7. SNR as a function of the median filter size for differential reflectograms of 
TNT. The SNR(=27 dB) saturates at  about 10, having a SNR improvement of  
8 dB. 

6.2.2 Average Filter and Disk Filter 

An often used terminology used in imaging filters is the kernel concept. A kernel is a 

matrix which is applied to every pixel in the image. The kernel contains multiplication 
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factors to be applied to the pixels and its neighbors. Once all the values have been 

multiplied, the pixel is replaced with the multiplied new number. By choosing different 

kernels, different types of filtering can be applied.  

The average filter [24] is a windowed filter of linear class, that smoothes the signal and 

image. Average filter is characterized by its kernel size. The filter works as a low pass 

filter. When the size of the kernel increases, the smoothing effect increases.  

 

6.2.2.1 Understanding Average Filter and Disk Filter 

The basic schematic of the average filter is shown in Figure 6-8. We consider that 

there are 5 pixels in an array (1D representation) and the pixel intensities are all 

different. The average of the pixel is taken when the kernel is applied to the pixel.  

 

Figure 6-8. Schematic principle of the average filter (filter size = 5). The filtered output is 
the average value of the pixel intensities. 

For example, in an image, a 3x3 average square kernel filter is applied to the 

pixels as shown below: 

   
 

 
[
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The kernel can be made slightly different. For example, by arranging the kernel in a 

circular fashion, it will result in disk orientation, compared to a square orientation in the 

case of the average kernel. Orientation is referred to the kernel matrix is arranged. This 

orientation is called disk filter [25]. It is represented in Figure 6-9. 

 

Figure 6-9. Representation of the disk filter with disk size =3.Brown rectangles are 
included in computation while shaded rectangles correspond to pixels that are 
ignored in filtering process. 

The kernel matrix for the disk filter is as shown below:  

   
 

 
[
   
   
   

] 

6.2.2.2 Experimental Results 

The differential reflectograms of TNT with the application of disk filter is shown in 

Figure 6-10. The differential reflectograms become more smoothed when we apply the 

disk filter with large filter sizes. As seen from the figure, the presence of distortion is 

clear as the amplitude of features (TNT feature and Peak A) get reduced by different 

amounts depending on their frequencies. 
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Figure 6-10. Differential reflectograms of TNT with increasing sizes of disk filters. The 
red curve is the unfiltered data while the green curve (filter size 4), blue curve 
(filter size 6) and black curve (filter size 8) show filtered data. The filtered 
curves have been multiplied by 5 for clarity. 

The TNT feature (filter size = 8) is reduced by 15 times (ratio of TNT feature of the red 

curve to the TNT feature of the black curve multiplied by 5) in amplitude compared to 

unfiltered data. Also, let us consider the peak A at 484 nm. We can observe that peak A 

(higher frequency than the TNT feature) is diminished by 70 times in amplitude when we 

apply the disk filter with a filter size of 8. Hence, the amplitude features decrease non-

uniformly as a function of their frequency and the filter size. The schematic drawing 

(Figure 6-11) help to visualize the distortion of spectral features as a function of filter 

size. In general, the disk filter is used to reduce frequency noise higher than the feature 

carrying the information (i.e. signal). Hence the cut-off frequency is a critical parameter 

in the filter size choice. 
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Figure 6-11. Schematic of feature amplitudes as a function of the frequency for the disk 
filter of various sizes.f4, f6 and f8 are the cut-off frequencies for filter size 4, 6 
and 8 respectively. 

From Figure 6-11, we are able to see that the feature amplitude decreases with 

increasing filter size, in addition to the decreasing cut off frequency of the filter. Features 

with much higher frequencies than the cut-off frequency will be lost. Peak A decreases 

much faster in amplitude than the TNT feature because it has a higher frequency. Let us 

take the example of TNT and TATB, which were presented in an earlier chapter. The 

shoulder of TATB is sharper (higher frequency) than that of the TNT. If the disk filter of 

size 8 is applied, the TNT feature will not be distorted but the TATB feature will. This will 

result in incorrect classification of the material. Even though applying the disk filter (size 

8) shows an improvement of 11 dB (Figure 6-12), it is equally important to have a filter 
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that has a uniform signal reduction throughout a large portion of the frequency spectrum 

in order to avoid distortion and data loss. Hence, only a small filter size disk filter (4) can 

be considered for our application. Since the disk filter of filter size 4 increase the SNR 

by 6 dB only, it is less effective than the median filter presented in the previous section. 

 

Figure 6-12. SNR as a function of the disk filter size for the differential reflectograms of 
TNT. The SNR(30 dB) saturates at size=10, having a SNR improvement of  
11 dB. 
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Figure 6-13. Differential reflectograms of TNT with increasing sizes of average filter. 
Red curve is the unfiltered data while the green curve (filter size 4), blue 
curve (filter size 6) and black curve (filter size 8) show the filtered data. The 
amplitude difference of TNT features for red and black curves are shown for 
comparison. The filtered curves have been multiplied by 5 for clarity. 

Differential reflectograms of TNT for average filters is shown in Figure 6-13. As 

seen, the presence of distortion is clear as the different features get reduced by different 

amounts depending on their frequencies. The TNT shoulder feature (filter size = 8) is 

reduced 7 times (ratio of TNT feature of the red to the TNT feature of the black curve) 

compared to the unfiltered data. The peak A (higher frequency than the TNT feature) is 

diminished by 17 in amplitude for average filter size 8. We observe a similar effect of 

non-homogeneity in amplitude reduction at the TNT feature to that of the disk filter. The 

disk filter has a 4:1 ratio of amplitude reduction while the average filter has a ratio of 2:1 

of amplitude reduction. As a result, a higher threshold can be set in order to select the 

filter size compared to the disk filter. 
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Figure 6-14. SNR as a function of the average filter size for differential reflectograms of 
TNT. The SNR saturates at 28 dB and filter size 13, having a SNR 
improvement of 9 dB 

From the SNR comparison in Figure 6-14, we find that the SNR increases up to 

filter size of 13 before it saturates. The maximum achievable SNR improvement is 9 dB 

from 19 dB (unfiltered data) to 28 dB (filter size of 13). However, at the saturation filter 

size, we would definitely observe the distortion effect. Hence, a filter size of 5 can be 

chosen which increases the SNR by 5 dB while limiting the distortion effect. 

 

6.2.3 Gaussian Filter 

As discussed in Section 5.3.3, the read-out noise of the camera is the white noise. This 

type of noise model is Gaussian in nature [26-27]. Hence, the Gaussian filter can be 

used to reduce this type of noise. The Gaussian kernel filter is defined by the size and 

the standard deviation.  
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6.2.3.1 Understanding Gaussian Filter 

The Gaussian function is characterized by a bell shaped function according to the 

probability theory. The formula  ( ) of a Gaussian curve is given by: 

 ( )   
 

 √  
 
 
( ) 

    

The typical kernel filter of a gaussian filter of size x=3 and standard deviation, σ = 0.5 

using the above equation, is as follows: 

   [
                  
                   
                   

] 

6.2.3.2 Experimental Results 

Differential reflectograms of TNT are plotted for different sizes of the Gaussian 

filter as shown in Figure 6-15.The patterns are very similar to the disk and average 

filters. 
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Figure 6-15. Differential reflectograms of TNT with increasing sizes of Gaussian filter. 
The red curve is the unfiltered data while the green curve (filter size 4), blue 
curve (filter size 6) and black curve (filter size 8) show the filtered data. The 
filtered curves have been multiplied by 5 for clarity. 

The TNT feature (filter size = 8) is reduced by 7 times in amplitude (ratio of TNT 

feature of the red curve to the TNT feature of the black curve multiplied by 5) compared 

to unfiltered data. The peak A is diminished 15 times in amplitude for the Gaussian filter 

of size 8. The Gaussian filter has a 2:1 ratio in amplitude reduction which is less than 

the disk filter (4.5:1) and equivalent to the average filter (2:1). 
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Figure 6-16. SNR as a function of the Gaussian filter size for differential reflectograms 
of TNT. The SNR(27 dB) saturates at size=15, having a SNR improvement of 
8 dB. 

The SNR of differential reflectograms of TNT for different Gaussian filter sizes is 

shown in Figure 6-16. The rate of increase is large at low filter sizes. The SNR (27 dB) 

reaches saturation at filter size 15. The maximum achievable SNR improvement is 8d B. 

From the previous discussion related to the distortion effect presented in this section, 

the filter size between 7 can be considered although it only improves the SNR by 6dB. 

This is more effective than the disk filter and average filter but is poor in comparison to 

median filter. 

6.2.4 Moving Average Filter 

6.2.4.1 Understanding Moving Average Filter 

The prime motive for using a simple moving average filter is that it is able to reduce 

random noise or white noise while retaining the spectral shape [28-29]. 
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The general working principle of this filter can be represented in an equation as follows: 

  ( )   
 

 
∑[ (   )]

   

 

 

where     ( )                                                   

                   

     (   )                     (   )       

The schematic of the moving average is shown in Figure 6-17. 

 

Figure 6-17. Schematic of the Moving Average Filter (filter size 4) A) Pixel 4 is the 
reference filter. The average is computed using the reference pixel and the 
previous 3 pixels (1, 2, 3) (B) The subset is shifted forward and pixel 5 is 
considered the reference and an average computed between pixel 2 to 5. 

If we consider a given series of numbers and a given subset size (the filter size), 

the moving average can be obtained by first taking the average of the first subset. The 
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fixed subset size is then shifted forward, creating a new subset of numbers, which is 

again averaged. This process is repeated over the entire series of pixels. The plot 

connecting all the averages of each subset is the moving average. The difference 

between the average filter and the moving average is that a kernel matrix is not used 

and the pixels ahead of the reference pixel are not considered.  

6.2.4.2 Experimental Results 

A differential reflectogram of TNT is compared with its filtered differential reflectogram 

using moving average filter. We observe that the noise around the TNT feature from 

356 nm to 470 nm is reduced and the signal is smoothed out considerably as we 

increase the filter size. There was no observable decrease in the amplitude as it was 

the case for the disk, average and Gaussian filters. However, there is one major 

drawback to this filter: significant spectral shift. There is a 7nm shift from unfiltered data 

to filtered data of size 8. To explain this shift in detail, another set of measurements 

experiments have been carried and are presented in the next section. 
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Figure 6-18. Differential reflectograms of TNT with increasing sizes of moving average 
filter. The red curve is the unfiltered data while the green curve (filter size 2), 
blue curve (filter size 4) and black curve (filter size 8) show the filtered data. 
The amplitude difference of TNT features for red and black curves are shown 
for comparison.  

 

 

Figure 6-19. SNR as a function of the moving average filter size for the differential 
reflectograms of TNT. The SNR=30 dB and no noticeable saturation is 
observed. 
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The SNR, as shown in Figure 6-19, increases gradually. It does not saturate even up to 

filter size 16. We are able to achieve an improvement of 11 dB until a filter size of 16. 

The curves would probably saturate at a larger filter sizes. 

6.2.4.3 Effect of Spectral Shift on the Differential Reflectogram of TNT 

As explained in the previous section, the moving average filter has one major drawback, 

i.e. it shifts the features spectrally. The shift is seen in Figure 6-20 and becomes more 

prominent at higher filter sizes. Even though the curve becomes very smooth (i.e. higher 

SNR), one should keep in mind that this shift can be very disturbing since the spectral 

shift will cause an increase in false positives and true negatives rate in the classification 

of materials. 

 

Figure 6-20. The signal (shoulder) shifting towards the larger wavelengths when the 
size of the moving average filter increases. 
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The wavelength of the inflection point of the shoulder around 420nm is considered. 

Figure 6-21 display the effect of filter size on the inflection point of the TNT feature. 

Large filter size will shift the inflection point, while small filter size will minimally shift the 

spectral features. 

 

Figure 6-21. Inflection point as a function of the filter size from differential reflectograms 
of TNT.The picture in the inset shows where the inflection point is located on 
the TNT feature. 

In order to consider the best filter output, we should keep in mind that a maximum 

spectrum shift of 3 nm to 5 nm is acceptable, therefore the maximum filter size allowed 

for our application is 4. In this case the SNR improvement is 4 dB. 

6.3 Custom based Hybrid Filter 

Several imaging filters have been presented in detail. From the differential 

reflectograms of disk, average and Gaussian filters, amplitude features decrease non-
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homogenously as a function of the filter size whereas there is no amplitude reduction in 

the TNT feature for the median and moving average filters. Therefore, we conclude that 

the median and the moving average filters are the best options compared to other filters 

presented. As discussed in the Chapter 4, the white noise and the spike-like noise are 

inherent to all light sources. The spike-like noise and the high frequency noise observed 

in the xenon lamps (Section 5.4.4 and 5.4.6) are reduced by the median filters. On the 

other hand, the moving average filter is better at reducing the white noise. Therefore, it 

would be the best to take advantage of both filters (moving average and median) that is 

to use the median filter of size 10 as explained in Section 6.2.1.2. The signal 

improvement is 8 dB. As concluded in the previous section, it is best to keep the 

spectral shift to a minimum, therefore we will use the moving average filter of size 4. 

The SNR increases by 3 dB when filter size of 4 is used. 

From the above discussion, we propose that a hybrid filter be used. The hybrid 

filter works in the following way. The unfiltered data is first passed through the median 

filter of size 10. The spikes at 60 Hz (and its multiples) and the initial high amplitude 

noise seen from the Xenon lamp are therefore reduced. Now, the data contains mostly 

white noise. The data is now passed through the moving average filter of size 4. This 

decreases the random noise. The result of the hybrid filter is shown in Figure 6-22. We 

again look at the two important aspects: spectral features and SNR improvement. There 

is no reduction in the amplitude feature or spectral distortion as seen in the Figure 6-23. 

The SNR improves from 19.0 dB (unfiltered) to 26.7 dB (median filter) and then finally to 

29.3 dB (hybrid filter). Applying the hybrid filter helps to increase the explosives 

detection sensitivity, i.e., Signal-to-Noise ratio. 
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Figure 6-22. Differential reflectogram of TNT and application of different filters as 
marked on the graph. The hybrid filter is combination of median filter (size 10) 
and moving average (size 4). 
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6.4. Summary 

The study of various image processing filters is best summarized below in a table 

format. 

Table 6-1. Comparison of image processing filters. 

 
Median 
Filter  

Average 
Filter  

Disk 
Filter  

Gaussia
n Filter  

  Moving 
Average 
Filter 

Hybrid 
Filter 

Type of 
noise 
reduced  

Spike 
noise 
from 
power 
outlet, 
large 
amplitude 
in 
spectral 
density  

High 
frequency 
noise  

High 
frequency 
noise  

Read-
out 
noise  

White 
Noise 

All types 
of 
explained 
here 

Maximum 
SNR(dB) 
achieved 
 

27  28  30  27  30  29.3 

Presence of 
spectral shift 
(more than 
3nm)  
 

No No No  No  Yes (size 
5 and 
greater) 

No 

Filter size at 
which SNR 
saturates 
 

10 13 10 15 Very high 
filter size 
(not 
measured) 

10 

SNR 
improvement 

8 9 11 8 11 10.3 

Spectral 
distortion 

No Yes Yes Yes No No 
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CHAPTER 7 
CONCLUSION AND FUTURE WORK 

7.1. Conclusion 

Optical properties of energetic materials (TNT and TATB) are quite significant 

because they provide a nondestructive, standoff means for providing the characteristics 

of these materials. It has been observed that due to the chemical compositions, each 

energetic material results unique optical properties. The principle of differential 

reflectometry, serves as a mean for fingerprinting the explosive materials in the near 

UV-Visible spectrum (200 nm-550 nm). For example, TNT and TATB have features 

around 420 nm and 480 nm respectively. The system’s parameters (exposure time, gain 

settings, offset and distance between the collection optics and the sample) were 

discussed and the Signal-to-Noise Ratio (SNR) compared. The optimumal working 

range for the exposure time is between 65 ms and 75 ms. While the offset has no effect 

on the SNR, a gain setting between 650 and 750 is chosen for optimum performance. 

The shorter the distance between the sample and collection optics, the stronger is the 

signal. The components (camera, light source and spectrometer) that make up our 

explosive detector, were analyzed, in particular the noise they produce. From this study, 

we observed that the light sources contain white noise, periodic noise (60 Hz) and other 

large amplitude noises. Additionally, CCD camera noise was characterized. Dark noise 

and read out noise are the two main sources. The read out noise is inherent and 

measured to be 1.68 counts, while the dark current noise is dependent on the exposure 

time and was measured to be 0.72 counts at the maximum exposure time. The control 

experiment indicated that there are spurious effects at the 60 Hz and its harmonics 

coming from the power supply of the wall outlet. The QTH lamp and LED produced the 
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least noise. However, they cannot be used since they don’t produce enough ultra violet 

light. The 300 W Xenon arc lamp after 30 min warm up time was found to be the best 

among the UV producing light sources. To reduce the characterized noise from the 

lamp and detector, several filters were investigated (median, average, disk, moving 

average and hybrid filters). The hybrid filter was found to be the best for our application. 

It is applied using a two-step process. The unfiltered data is passed through a median 

filter of size 10. This result is passed through a moving average filter of size 4. We 

observe that the hybrid filter is able to reduce most of the noise. Additionally it does not 

shift the spectrum or reduce the feature amplitude. Finally, the SNR is improved by 11 

dB using such a filter. Through this study, it is ensured that smooth, lossless and low 

noise signals can be obtained, which in turn, would provide an effective means to 

identify explosives especially near the limit of detection i.e., when the signal becomes 

very small. An additional consequence is the decrease false positives rate when 

classifying explosives versus non-explosives materials. 

7.2 Future Work 

Having progressed reasonably in achieving our goal (increase significantly the 

SNR), there is still more to do in order to optimize and improve our explosives detector 

system. A few of the potential areas of work are listed below. 

On the hardware aspect, the present light source produces a lot of noise in the low 

frequency area and this is the region where our prototype currently functions. It is not 

possible to work in the higher frequencies due to the limitation from the CCD camera 

(the current camera employed is the best commercial product available for our 

application). Hence, it is very important to look for other possible light sources. From the 

discussion presented in Chapter 5, it has been shown that the usage of LED would be 
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very promising. It’s constant light output and the absence of arc formation increases its 

efficiency many folds. We are currently developing an array of 26 LED’s which emit light 

at specific wavelengths between 200 nm and 550 nm.  

On the software aspect, the computation time has to be evaluated at first, in order 

to comply with the working speed of the prototype. The data acquisition and data 

processing bottle necks should be minimized. This could be achieved, for example, by 

multi-threading processes, wherein several threads could be effectively run in parallel. 

Finally, the filter design in conjunction with the computation time must be studied. 

Presently, the computation time is not used to choose or optimize our filter. A 

systematic clocking technique should be put in place to accurately clock the speed of 

each filter and optimize its design. 
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APPENDIX A 
GRAPHICAL USER INTERFACE 

A short description of the Graphical User Interface (GUI) is provided. The GUI 

developed is custom made for our explosives detection system. The motive for 

developing the GUI is to fully automate the operation of the explosives detector. The 

GUI was written in C++ using the Microsoft Foundation Class (MFC). There are 

three main windows for this GUI. The first window is dedicated to control of the CCD 

camera. The exposure time, gain setting and offset for each channel tap can be 

adjusted. For our application, the camera runs in the continuous mode. This is 

shown in Figure A-1. 

 

Figure A-1. GUI window for CCD Camera settings control. 

 

The next window (Figure A-2) is the Pixel depth adjustment window. This GUI 

indicates the maximum pixel depth values that the camera can take. It can be varied 
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from 255 (28 bits) to 4095 (212 bits). It is generally set at 4095 counts for best 

brightness and contrast. 

  

Figure A-2. GUI window for selecting the camera pixel depth (8, 10 or 12 bits). 

The third window is the video frame acquisition window, shown in Figure A-3 

 

Figure A-3. GUI window for frame acquisition from the camera video stream. 
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This is the main GUI window where the data viewing takes place. In this window, 

“Snap” acquires every frame on a continuous basis. Once the frame is acquired, 

video streaming resumes. “Grab” acquires a particular frame and waits to process 

the acquired data. “Freeze” acquires that particular frame of “Grab” and saves to an 

external storage location (Excel spreadsheet).Repeating the operation is necessary 

to provide 2 frames, then the differential reflectogram of the two frames are 

computed and displayed in an external application (Excel spreadsheet). 

More features are being added to minimize the user interaction. The addition of 

filters, a method to store data locally and viewing the differential reflectograms 

dynamically during run time are some examples of future GUI options. 
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