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Optical Networking with Wavelength Division Multiplexing (WDM) has the immense 

potential to satisfy the future needs of avionics systems (both military and commercial), due to 

huge bandwidth, low interference, reliability, light weight and the potential for a unified network 

with protocol independence. Moreover, the predominantly passive nature of the optical 

components provides for greater simplicity and robustness and has the potential to deliver lower 

life-cycle costs, in spite of the significantly higher bandwidth and greater levels of integration 

optical networks will be expected to support. 

Despite these many major advantages, there are many challenges when considering optical 

network technology to realize a high-performance, local-area network (LAN) onboard an 

aircraft. It requires continually feeding data to and receiving data from many different 

subsystems, from life-sustaining to weather sensors. Additionally, the aerospace environment is 

very hostile and imposes many constraints on the system design. So to design a network that 

strictly meets the requirements of the avionics community poses an increasingly difficult 

challenge. 

 In an attempt to leverage the strengths of current and emerging optical networking 

technologies as a potent for future avionic applications, an X-Y routing based two-tiered Torus 
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Architecture with redundant ports (XYTARP) is proposed. It is imperative that the system be 

fault tolerant to ensure its availability even during harsh environments to serve the mission 

critical avionic applications. A fault tolerant routing algorithm is proposed that provides optimal 

performance in the absence of faults, shows minimal degradation in the presence of faults, and 

can tolerate reasonable number of faults based on their physical occurrence. In the presence of 

fault, the routing algorithm dynamically reroute the packets along non-faulty links. 

A library of optical components is modeled in Artifex, a discrete-event simulator, and the 

proposed XYTARP architecture and routing protocols are built and evaluated above this library. 

The computer aided modeling approach to network design proves its advantage in terms of 

flexibility in design, cost and time delay associated with building and testing of physical test bed. 

Various experimental scenarios are considered to test the fault tolerance of the network and the 

design proves to sustain the minimum requirement of three network faults in a worst case 

scenario. 

The three main contributions in this work include architecture analysis, resource 

management and routing, and fault tolerance analysis. Various possible architectures are 

evaluated for the current application and the advantages of the proposed mesh torus architecture 

are analyzed. An efficient circular wavelength assignment strategy is proposed along with the X-

Y routing protocol for the XYTARP and is analyzed using virtual prototyping and simulations. 

The importance of fault isolation, detection and recovery mechanism is analyzed and accordingly 

the routing protocols are modified to provide reliability and to meet the requirements. 

 



 

14 

CHAPTER 1 
INTRODUCTION 

The avionics community has been predicting the entry of fiber optic technology into both 

military and commercial aircrafts because of its projected benefits. However this widespread 

deployment or application has been impeded by technical, economic and perceived risk factors. 

The copper cable technology has been a favorite among the community, even though it poses 

some penalty in terms of reliability, maintenance and weight on an aircraft. The fear that a fiber 

or optical component failure may bring down the entire network, and the absence of standards 

for commercial components creates a risk factor that prevents an emerging new platform of 

advancing fiber optic technology.  

A networked architecture, with a command response control approach that was designed 

for real time applications, that is, MIL-STD-1553 has dominated the military aircraft 

environment and uses twisted shielded pair (TSP) copper wire as the transmission medium. 

Commercial aviation has similarly adopted an electrical bus standard through the Airlines 

Electronics Engineering Committee (AEEC). The benefits of such networked architectures are 

well recognized throughout the avionics industry. A fiber optic implementation of the command 

response protocol was visualized as MIL-STD-1773 for military aircrafts, but it was short lived 

as it provided the same performance as the TSP (with added EMI/EMP immunity) at a higher 

cost.  

The initiation of integrated avionics during the development of new military aircrafts like 

F-22, A-12 and RAH-66 provided a platform for new avionics architectures incorporating high 

speed fiber optic networks. Here, a high speed fiber optic data bus replace was proposed to the 

existing MIL-STD-1553 as the main avionics bus used to interconnect the integrated racks and 

functional sub-systems. A token passing protocol based on Society of Automotive Engineering 
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(SAE) standard AS4074.1 and a linear star-coupled topology was adopted. As this is only the 

first generation of fiber optic aircraft network that is currently being developed and qualified, a 

novel adaption of next generation avionic systems with WDM is required to operate in hostile 

aerospace environment without any additional environmental conditioning.  

Table 1-1, clarifies the comparison between a copper/TSP cable and fiber optic 

implementations in avionic platforms [1]. In order to compare the latency performance of copper 

and fiber optics, let’s assume a common transmission length of 100 meters for both, packet size 

of 100 bytes and assuming that copper operates at a rate of 10 Mbps compared to 1Gbps 

transmission speed of an optical laser. The packet latency includes both transmission delay and 

propagation delay. Since both copper and fiber allows propagation at 2/3 the speed of light the 

propagation delay for both would be the same. In the above example the packet latency is 

0.085ms for copper cables and 1.3us for fiber optics. 

Table 1-1. Comparison between copper/TSP cable and fiber optics in avionic platforms 
Parameters Copper/TSP cable Fiber optics 

Bandwidth 250 KHz – 2 GHz Up to 25 THz 

Data rate 10 -100 Mbps  40 Gbps – 1 Tbps 

Propagation speed 2*108 m/s 2*108 m/s 

Weight High Light weight 

Emi immunity Poor Better Immunity 

Average latency In milli seconds In micro or nano seconds 

Cost Low Higher but expected to come down 

   

Avionics Network Requirements 

Traditionally, WDM based fiber optics are reserved for long-haul links and high-

bandwidth trunks. But in avionics environment, the links are numerous and relatively short, with 

a maximum length of 100m, and signals are routed among several nodes thus forming a local 
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area network (LAN). In this section, the needs or requirements of a network user that are critical 

and specific to a system operating in the avionics domain is analyzed.  

Functional Requirements 

The configuration flexibility and scalability are key issues that determine the enduringness 

and therefore longevity of a network. Flexibility ensures easy installation, rearrangement and 

removal of avionics devices without the costly business of modifying the physical network 

topology. Such “plug’n’play” type network suites reconfiguration in the event of an in-flight 

failure. The network must support high speed transmission between any two nodes in the 

network with the number of nodes in the network spanning to a maximum of 256. While 

operation at full scale is important, it is desirable for a unified architecture that can be 

implemented for contemporary platforms, which may contain fewer than 256 nodes. 

A failure in the avionics network can have potentially disastrous consequences and it 

clearly requires more stress on the networks robustness and sustainability. A successful fault 

recovery mechanism requires the existence of a survivable physical network topology, which 

implies that a failed nodal element does not obstruct the normal operation of the network i.e. no 

single point failure. Clearly the network should be ideally multiple-failure tolerant and the 

existence of alternative, independent paths between sub-systems allows for graceful performance 

degradation after three faults as opposed to a catastrophic failure. 

The required performance of an avionics LAN is not different from that of a traditional 

LAN that are generally high bit-rate, low bit-error systems. These are real time systems requiring 

the transit of mission critical information with very low latency, in the order of microseconds. 

The network performance should not be affected by the precise location of components or fiber 

length and this is termed as installation transparency.  
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Environmental Requirements 

The hostile aerospace operating environment imposes many a constraints on the 

engineering and design of avionics systems. A pertinent problem is the temperature sensitivity of 

the components which may require heaters or thermo-electric coolers that in turn translates into 

heavier generators and greater fuel consumption. Various optical components like optical lasers, 

filters and some sensors are subjected to spectral drift due to temperature fluctuations. WDM 

systems are highly sensitive to temperature where wavelength channel drifting due to refractive 

index and wavelength variations may result in crosstalk between adjacent channels. A full 

military temperature specification includes functioning even at -55C to +125C [1].  

The military aircraft operates generally at altitudes between 1000 feet and 70, 000 feet and 

are subjected to linear acceleration. In such cases the network designed must tolerate mechanical 

and acoustical vibration/shocks up to 30g peak. 

Cost and Life Cycle Requirements 

The cost of optical technology is at present relatively higher than the traditional copper-

based networks, but as the optical components and technology matures and the momentum of 

telecommunications continues to cut down the prices, the reverse can soon be visualized. The 

most important cost associated with such a network is its weight and power consumption, both of 

which directly affect the aircraft fuel consumption. The fiber optics has a huge bandwidth to 

weight advantage over copper and power consumption is comparable in both the systems. A 

significant part of the costs lies in the maintenance over the operational life span and therefore 

there is an apparent drive towards lowering such costs. Design of reliable components and 

system in total, increases the life cycle of the entire network and is highly desirable in terms of 

meeting the cost requirements. 
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It’s obvious that a reliable system with built-in fault diagnosis procedures costs less and is 

also favored due to quick and easy replacement of faulty parts. The network is also expected to 

offer a reduced functionality operational mode to allow an aircraft to return to base for any acute 

servicing. 

SAE Standards Activity 

The SAE Avionic Systems Division (ASD) Technical Committee on Aerospace Avionic 

Systems sub-committee on Fiber Optics and Applied Photonics (AS-3) formed a standards 

working group, AS-5659 “Aerospace Wave Division Multiplexed Local Area Network 

Standard”, in April 2005 with the goal of developing a standard for WDM LANs (wavelength 

division multiplexed local area networks) for aerospace applications. The main objective is to 

architect a new standard WDM fiber optic network architecture for aerospace platforms that will 

not just supplement current networks, but completely replace all legacy networks to maximize 

the benefits of fiber optic network technology and revolutionize networking in aerospace 

platforms.  

The novel WDM technology supports numerous independent data to be transmitted 

simultaneously at different optical wavelengths on a single strand of optical fiber. This provides 

protocol transparency on different wavelengths and the electronic bottleneck associated with 

time division multiplexed (TDM) systems is avoided. One of the goals of the availability of a 

WDM LAN standard is to help put in place metrics to evaluate and compare candidate 

architectures, providing an objective perspective on the various merits and complexity associated 

with each.  Modeling and simulation tools are critical for addressing and realizing this goal.  

Designing, modeling, and simulating a high-speed WDM network to be deployed in an 

aerospace environment with its unique requirements is a challenging task that requires the use of 

sophisticated modeling and simulation tools. 
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STTR Phase 1 Objective and Findings 

The work for this thesis was supported by a Small business Technology TRansfer (STTR) 

grant from the United States Navy, under Award No. N68335-06-C-0386-P00001, which 

provided an industry/university partnership between RSoft Design Group, Inc. and the Wireless 

And Mobile Systems Laboratory at the University of Florida. Phase 1 of the STTR project tasks 

were shared by team members at the High Performance Computing Systems (HCS) Laboratory 

at the University of Florida and OptoNet, Inc., the former focusing on networking and systems 

issues, and the later focusing on sub-system and design issues [2]. The main goals of this group 

towards the development of aerospace WDM LAN standard and deployment of systems include: 

• Identify types of architecture that are capable of being evaluated within the scope of 
modeling and simulation capabilities 

• Describe the criteria for evaluation of architectures within the scope 

• Develop a requirements specification for WDM LANs for aerospace application 

• Map, analyze and model commercial products (legacy and emerging) 

Throughout Phase 1 of the STTR project, the team made major strides in moving towards 

creating and efficiently evaluating a wide range of network architectures and models to support 

analysis of them. A new optical component modeling library, LION (Library for Integrated 

Optical Networks) was developed as a primary tool for evaluating and comparing various 

architecture and protocol designs [2]. The work established the feasibility to develop a candidate 

architecture solution in the Phase 2 that addresses the challenging and unique requirements of the 

military and commercial avionic networks.  

STTR Phase 2 Objective and Findings 

Phase 2 of the STTR project was undertaken by the Wireless And Mobile Systems 

Laboratory at the University of Florida and RSoft Design Group, Inc. It builds upon the results of 
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Phase 1 and has worked towards a unified architecture with promising control and data protocols 

for WDM LANs [3]. The research group at University of California at Santa Barbara (UCSB), 

whose work include analysis of legacy, new, and emerging device technologies, supports the 

architecture and protocol design by leading the down-select of the most promising suite of 

optical node devices. The key objective of the current work includes: 

• Define network node requirements to implement an optimized open systems aerospace 
WDM network standard 

• Perform a network control and data protocol analysis 

• Experiment and evaluate of system architecture taxonomy 

• Perform fault tolerance analysis using in-depth modeling and simulations 

• Validation of the developed simulation models through a small scale test bed that models 
the necessary network controllers and the proposed protocols 

Accomplishments in the Phase 2 include 

• Creation of a two-tiered “XYTARP” architecture that satisfies the needs and requirements 
of the avionics environment.  

• Extension of the LION library designed in phase 1- encoded in Artifex environment as 
DRAGON (Design of Reliable Avionic Generic Optical Networks), with extended list of 
optical components modeled and refined according to the trends in current optical research. 

• The Quality of Service (QoS) needs of the various communication types aboard the aircraft 
were identified and data traffic between sub-systems was prioritized accordingly during 
simulations.  

• Numerous test scenarios were developed and simulated to demonstrate the reliability and 
fault tolerance of the network under various harsh conditions. 

• The test bed experiments were used to prove the feasibility of the designed architecture and 
protocol details and also exhibited the scalability and flexibility of the down-selected 
WDM LAN architecture.  

Study Overview 

The remainder of thesis is organized as follows. Chapter 2 elucidates the efforts in 

constructing our optical component model library in Artifex, including enhancements made from 
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previous optical component models. In Chapter 3, the candidate architecture selected for avionic 

WDM LANs is explained. The need for prioritizing the data traffic, wavelength assignment 

strategies and the proposed routing protocols are described in Chapter 4. The architectures fault 

detection and isolation performance is analyzed in Chapter 5. The experimental configurations to 

test the candidate architecture, proposed protocols and fault tolerance are presented in Chapter 6. 

Finally in Chapter 7 conclusion and achievements of Phase 2 of the project are provided. 
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CHAPTER 2 
OPTICAL COMPONENTS MODELING 

For accurate modeling of optical network behavior and obtaining more realistic simulation 

results, the physical layer features of optical components need to be captured for innovative 

network architecture simulation. In the current phase of Avionics WDM LAN project, LION is 

redesigned in Artifex simulation environment as DRAGON and several new optical components 

are appended into the extensive library and the underlying structure has been improved to 

perform more accurate and flexible simulations [4]. Here the detailed physical modeling needed 

for the physical design and characterization of individual devices (commonly referred to as 

TCAD in electronic design automation, or device-level tools in photonic design automation) is 

not considered, but rather the needs for network simulation is given priority. Simulations for 

network design typically cover the physical layer, data link layer, and network layer of the OSI 

reference model.  

Artifex Simulation Environment 

Discrete-event network simulation can be used to model the logical and dynamic behavior 

of networks and systems running various protocols.  Network simulation typically focuses on 

layers above the physical layer such as the data link and network layers of the OSI reference 

model.  For example, data traffic, protocols, and protection switching may be modeled using 

discrete event network simulation, as well as applications such as HTTP.  Discrete-event 

network simulation can be used to validate a network architecture design including its 

management, control, and protocols. Artifex is a Petri Net based discrete event simulator that 

supports the design and validation of network architectures, protocols and policies. 

Petri Nets are an efficient, visual approach to model the dynamic behavior of queues and 

protocols, and are translated into a language suitable for simulation.  This approach allows 
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validation at each design step, ensuring that further modeling is always made on sound grounds. 

The Extended Petri Nets formalism is object-based and allows hierarchical design.  It naturally 

addresses the issue of scaling the complexity of switches and routers as well as end-to-end 

network protocols. The basic Petri Nets formalism consists of a very small set of symbols and 

concepts such as parallelism and synchronization are expressed with a few icons.  Petri Nets are 

defined in terms of three symbols: 

• Place (may be represented by a circle) to model states, conditions, events and queues 

• Transition (may be represented by a rectangle) to model state transitions and activities 

• Arc (may be represented by oriented lines) to define cause/effect relationships by 
connecting places and transitions.  Arcs going from Places to a Transition define the 
Transition's input Places; whereas Arcs going from a Transition to Places define the 
Transition's output Places.  A Place is often an input to a Transition and an output from 
other Transitions at the same time. 

 

Figure 2-1. A simple Petri-net 

Current states (i.e. true conditions or occurring events) are represented by drawing a dot 

within a suitable Place.  Such a dot is called a token.  Petri Nets evolve by moving tokens from 

an initial state defined by a set of initial tokens until no more tokens can be moved according to 

the following simple rule: “When all the input Places of a Transition contain at least one token 

the Transition can fire. The effect of a Transition firing is to remove tokens from some Places 
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and to create tokens in some other Places.  When a Transition fires, it fetches one token from 

each of its input Places and releases a new token in each of its output Places.” Figure 2-1 

exemplifies Artifex’s Petri Net based simulation environment. 

Artifex can literally track each and every event in a complex event-driven system and 

includes a simple but powerful graphical layout of equipment and network’s dynamic behavior. 

A debugger and a report generator facilitate the model deployment and project tracking 

respectively, and an integrated module for pre-calculated or user defined metrics measurements 

allows system performance assessment. Extensions of the language-based on place and transition 

constructs- include the capability to embed C/C++ code into the model and to represent the 

concept of object classes and instances [5].  

Modeling Delay Factors in DRAGON 

While modeling the optical components as a part of DRAGON in Artifex, considering the 

varied delays introduced by the components holds bearing on the effect on network throughput 

and ultimate performance. Unlike in traditional electrically-based computer networks where the 

physical layer effects can be easily modeled, the delay effects require attention in order to obtain 

an accurate system model. The modeled delays include propagation delay in optical fiber, tuning 

delay induced by tunable lasers, detectors and wavelength converters, and switching delay 

incorporated by dynamic optical switches. However, the true processing delays are not 

considered during simulation setups as the current goal is simply to develop a virtual prototype 

that mimics the avionic WDM LAN network performance.  

Modeling Signal Degradation and Noise Effects in DRAGON 

To accurately represent a system and reduce the design margin, the modeling environment 

has to consider the optical signal degradation and noise effects introduced as the modulated data 

bearing optical signals pass through various components. This may be of particular interest in 
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systems with significant amplified spontaneous emission (ASE) noise, nonlinearities, and 

multimode effects such as differential modal delay, differential modal attenuation, modal noise, 

etc. By using detailed physical device models and simulating actual time-domain waveforms, a 

simulation tool can be used to perform a comprehensive analysis of an optical link starting from 

the transmitted electrical waveform and ending with the received optical eye diagram and BER 

curves vs. received optical power or other simulation parameters.  Simulation results such as the 

output signal waveform signal to noise ratio, eye diagrams, and signal spectra can be analyzed 

between the transmitter and receiver to evaluate signal degradations throughout the link.  The 

results of system-level simulations can also be used as input into network-level simulations and 

network-level metrics.  System-level model parameters contribute to the network-level 

performance metrics. 

Modeling Continuous Events in a Discrete Event Environment 

Discrete event simulators have proven worthy in network domain, but when it comes to 

modeling optical signals that are continuous by nature, it calls for some challenging modeling 

solution. This is mainly because discrete events cannot capture accurately the behavior of various 

components and systems. The prime interest in designing DRAGON library is to simulate 

optimized network architecture and routing protocol, and also to test the performance under a 

few distinct and vital scenarios. Artifex visualizes the operations as tokens being passed in 

response to state transitions, in a discrete sense and this basic idea is used to model the optical 

signal propagation between and through the various optical components in DRAGON library. 

For the above mentioned reason, DRAGON is designed to operate at packet level and so the 

models function based on the key events in the lifetime of a packet.  

To bridge the gap between continuous domain optical signals and discrete simulation 

environment, a head and tail token is utilized to characterize a data packet in DRAGON. For 
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example, if a traffic generator generates a data packet it first creates a head token for the packet 

and then creates a tail token for the same after some delay depending on the size and data rate of 

the packet. The optical components are equipped with a table that tracks the current token of the 

packet being operated upon. This way of modeling packets and optical signals in DRAGON 

provides flexibility in processing data and also helps in detecting packet collision within the fiber 

if any. Whenever a packet enters an optical fiber, the token’s entry time will be recorded in a 

table and its head will be compared with all tail tokens of previous packets recorded in that table 

in terms of event time. If the head time is later than any tail time of previous packets, both 

packets will be marked as corrupted packets and receiver will eventually know which packet is 

corrupted due to collision and further protocol action might be triggered as well. Upon exit from 

the component the tokens are removed from the table. 

DRAGON Library 

Optical Fiber  

Optical fibers are glass or plastic fibers that as part of a network serve to guide light along 

its length with little attenuation when compared to electric cables. When a modulated light wave 

enters the fiber, the corresponding head token is recorded in the fibers table and after appropriate 

propagation delay of the fiber the head token exits the fiber. Depending on the length of the data 

packet, the tail token arrives after appropriate time interval and updates the fiber table with an 

entry. After undergoing necessary physical parameter changes and collision detection within the 

fiber model shown in Figure 2-2, the tail token is pumped out of the fiber. Various parameters 

and characteristics that include input optical power, loss, attenuation, noise figure, power 

consumption, transmission speed, etc. are used to define the physical behavior and operation of 

the components modeled in DRAGON.  
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Figure 2-2. Optical fiber model in DRAGON library 

Optical Transmitters 

Modern fiber-optic communication systems generally include an optical transmitter to 

convert an electrical signal into an optical signal and to send into the optical fiber. The 

functioning of the optical transmitter is characterized by parameters like transmission rate, 

wavelength, optical power, relative-intensity noise (RIN) and extinction ratio. The most 

commonly used optical transmitter is a fixed optical laser. The fixed laser model as shown in 

Figure 2-3 takes the raw data packet generated as an input and generates their respective head 

and tail tokens. The first transition takes the model parameter inputs and creates the necessary 

signal level information of the tokens. The tokens are then passed to their corresponding 

transitions with required time delay to represent the start and end point of the generated optical 

signal.  
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Figure 2-3. Fixed laser model in DRAGON library 

A significant addition to WDM based networks is the tunable laser where the wavelength 

of operation can be altered in a controlled manner. An extra input to the model as in Figure 2-4 is 

the wavelength indicator that determines the current wavelength of operation. The tunable laser 

has an extra parameter for tuning delay that incorporates the delay incurred in tuning to a 

particular wavelength.  

 

Figure 2-4. Tunable laser model in DRAGON library 
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Optical Detectors 

The optical receiver or the photodetector converts the incident optical power back to the 

original electric current. The parameters that determine the functioning of photodetector includes 

detector responsivity, spectral response range, response time, and noise characteristics. The fixed 

detector model is depicted in Figure 2-5 and as one could observe the detector waits for the head 

token of the packet in the appropriate wavelength. Both the head and tail token carry the same 

signal level information as they represent the same packet and so the head token is discarded and 

the detector waits for its corresponding tail token. Later the tail token’s information is used to 

evaluate the optical signal received in terms of signal to noise ratio and bit error rate (BER). A 

raw data packet is constructed with the available information and is sent to the upper layers. The 

tunable detector model is very similar in functioning as stated above with the addition of an extra 

wavelength indicator and tuning time transition.  

 

Figure 2-5. Fixed photo detector model in DRAGON library 

Optical Amplifier 

An optical amplifier is a device that amplifies the optical signal directly without even 

changing it to the electric domain, meaning the light itself is amplified. This is the basic 
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difference of operation with a repeater, which works in electrical domain and thus subjective to 

failure. Based on the above description the amplifier is modeled as in Figure 2-6, where the input 

power level of the token is boosted according to the amplifier gain parameter. Spontaneous 

emission factor (nsp) models the additional noise induced by the amplifier. 

 

Figure 2-6. Optical amplifier model in DRAGON library 

Coupler and Splitter 

In an optical network there exists many a situation where it is necessary to combine signals 

and/or to split them multiple ways. The coupler and splitter that perform such actions are 

common in use either in symmetric or asymmetric forms. 1x2, 2x2, and 2x1 coupler/splitters are 

commercially available as they are believed to have very low loss associated with it. There are 

three important characteristics when discussing most optical devices but couplers in particular. 

These include: 

• Return Loss: Most optical devices reflect part of signal back down the input fiber and this 
might amount to either some part or most of the signal. The amount of power that is 
reflected and thus eventually lost is termed the return loss. 

• Insertion Loss: It’s just the amount of signal lost in total transit through the device 
including any couplings to fibers etc. 

• Excess Loss: This is just the measure of practical manufacture versus theory. It accounts 
for any additional loss of a device and above the one required by theory. This exists as all 
the realistic devices are less than perfect. 
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Figure 2-7. Symmetric 2x1 Coupler model in DRAGON library 

Figure 2-7 shows the model of a symmetric coupler where packets from two input ports are 

coupled with the same insertion loss. The design of an asymmetric coupler is the same except 

that an extra parameter decides the difference of insertion loss between the two inputs. The 

splitter model is the same but it splits the input signal among the output ports instead. 

Optical Filter 

 

Figure 2-8. Optical filter model in DRAGON library 

Earlier optical networks seldom used the filters and if used was primarily in front of an 

LED to narrow the line width before transmission. But current WDM based networks uses filters 

in front of incoherent receivers to select a particular signal wavelength from many arriving 
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signals. Filters are also employed to control the path of optical signals through a network. There 

are many filtering principles proposed and tunable filters available for WDM networks. The filter 

modeled for the current need is shown in Figure 2-8 and can perform as both band pass and band 

stop filter according the parameter setup. If the input signal token’s wavelength is out of the 

filters pass band, it’s filtered out by simply discarding the corresponding tokens.  

Optical Switch 

 

Figure 2-9. Dynamic optical switch model in DRAGON library 

In almost any optical network where communication channels are routed or switched 

within nodes along the path, one would require a way of switching a single channel from one 

path to another. Fortunately to control the light intensity along a particular path, quite efficient 

optical switches are available these days. The optical switch modeled in DRAGON library is a 

semiconductor optical amplifier (SOA) switch and shown in Figure 2-9. The switch’s cross or 

bar state of operation is determined by the turning on and off the SOA’s used. Each SOA used 

adds additional noise to the signal along with a minimal switching delay. The modeled switch is 

dynamic in nature and allows the switching logic to be controlled easily through control signals. 
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Optical Add/Drop Multiplexer 

 

Figure 2-10. Optical Add-Drop Multiplexer function  

An add-drop multiplexer adds and/or removes a single channel from a combined WDM 

signal without interfering with other channels within the fiber and this functionality is shown in 

Figure 2-10. There are several devices which may perform this function such as: 

• Array waveguide gratings 

• Circulators with In-Fiber Bragg Gratings 

• Cascaded Mach-Zehnder Interferometric filters 

 

Figure 2-11. Dynamic OADM model in DRAGON library 

Optical add/drop multiplexer modeled is functional combination of one wavelength 

multiplexer, an array of dynamic 2X2 optical switches and one wavelength demultiplexer and 
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shown in Figure 2-11. The 16 input control ports can change the 16 2X2 optical switch logics 

dynamically. According to particular configuration, OADM can add local traffic in specific 

wavelengths and simultaneously drop global traffic in the same wavelengths. 

Summary 

Once the DRAGON library models were designed, we have the building block for WDM 

LAN architecture simulations. Various architecture and routing protocols designed as a part of 

the phase II of the project where built on these optical component models. The next chapter 

elaborates on the different architectures suitable for the current WDM LAN application and 

details the down selected Mesh-Torus architecture.  

 
 
 
 
 

 

 

 

 

 

 

 

 
 

 
 
 
 
 
 



 

35 

CHAPTER 3 
AVIONIC WDM LAN ARCHITECTURES 

The approach for building a lightwave network is critically dependent on the requirements 

of the network and the environment in which it must operate. There are a number of different 

environments for which lightwave networks look promising but the technical design for one 

environment can be very different from that for another. Simulation and modeling can be used to 

aid in the definition of the architecture for a target optical network by quantitatively evaluating 

candidate architectures according to key metrics.  

One of the primary aspect of a network architecture that needs to be evaluated and 

determined to be the optimal choice to deploy as a standard is how the network nodes are 

interconnected. The cable plant installed in the aircraft during initial construction may never be 

replaced during the life of the aircraft due to prohibitive costs. Without a detailed analysis 

through virtual prototyping, the optimal choice for WDM LAN architecture cannot be made.  

Initially the possible network architecture paradigms include point-to-point, ring, bus, star, 

and optical tree. Each is discussed in the following section. Based on these observations, the 

topologies that were down selected for the Phase II of STTR project here at UF are elaborated 

and their selection is also justified. 

Primary Network Topologies 

Point –to-Point  

The point-to-point architecture is characterized by each node connecting directly with all 

the nodes that it wishes to communicate with.  Typically, one node in each link connects with 

only one other node.  An example would be a sensor or actuator connecting with a processor.  

The processor may also have point-to-point connections with other sensors, actuators, 

processors, or I/O devices.  Historically, this has been the primary architecture deployed for fiber 
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optic communications in aircraft, and is the only architecture for fiber optic communications to 

date that has been proven in actual deployed systems on aircraft.  

Ring/ Hub-Based Rings 

The ring topologies are attractive because they are “self healing” in nature, that is, a break 

in the ring can be automatically bypassed by routing a backup path in the opposite direction 

around the ring. The predominant method of using an optical ring is through Add/Drop 

Multiplexers. Such a topology can be visualized as connected through a hub or ring wiring 

concentrator as illustrated in Figure 3-1.  The advantages of such network topologies are: 

• Breaks in ring can be quickly bypassed by jumpering at the hub. 

• Ease of network re-configuration again by jumpering at the hub. 

• The passive hub can be used to monitor and control access security, etc. 

 

Figure 3-1. Hub-based ring topology 

Bus 

A folded bus system is illustrated in Figure 3-2. Transmitting stations are connected to the 

same optical fiber bus and appropriate protocol allows the nodes to transmit on different 

wavelengths and share the bus without interference. These will work, but even the smallest LAN 
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will require amplifiers to boost the signal at frequent intervals down the bus. The problem is that 

as the fiber is tapped for power at each station a fixed proportion of signal power is removed by 

the station. The same can be thought of in the use of Y-coupler or resonant coupler to combine 

the signals. The bus architecture has been utilized in electronics-based communications (e.g., 

copper-based interconnections in computer systems and networks, Ethernet, ARINC 429, MIL-

STD-1553, etc.) for many years.  An equivalent fiber-optic bus standard is AS1773.  

 

Figure 3-2. Folded Bus topology 

Star 

The star topology has been used in several experimental systems because they can support 

many more stations without amplification than bus networks. As shown in Figure 3-3, separate 

fibers are connected from each station to the star coupler. A feature of the technology is that the 

star is a passive device, a characteristic considered very important for reliability. The star is 

really a combiner followed by a splitter that takes the incoming signal and broadcasts it to all 

nodes connected to the star. The Fiber Channel standard is an example of a star architecture.  

Another example is the central office of a telephone or CATV system as the star coupler and 

each home’s telephone or cable box as the terminal node.  
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Figure 3-3. Star topology 

Optical Tree 

In general a number of couplers or stars can be interconnected such that anything sent by 

one station will be received by all stations. This can be very effective in a distributed topology 

where a number of hubs interconnect a few stations each and are connected together to form a 

larger LAN structure as illustrated in Figure 3-4. As expected there are a few problems: 

• Relative signal strength of different transmitting stations will be very different at the 
receiver.  

• Some access protocols rely on transmitting stations to receive its own signal in order to 
detect collisions. But collision detection becomes difficult if the colliding place is a long 
way away in the network. 

• There can’t be any loops in the structure. If multiple paths exist between stations the signal 
will go in all paths and has a high probability of collision with itself and pose as garbage. 
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Figure 3-4. Optical Tree configuration 

Phase II WDM LAN Architecture Modeling 

The merits and demerits of the preliminary network topologies discussed in the previous 

section were done analytically and also via modeling. The inputs from Phase I of the project 

regarding the various architectures available for evaluation proved vital in choosing the 

appropriate candidate architecture for the avionic requirements. While deciding the apt backbone 

topology for the current application, resource management, routing and fault tolerance were 

considered as primary inputs. Two architectures were evaluated and designed as a part of Phase 

II of the project and includes: 

• Ring-Hybrid architecture 

• Mesh-Torus architecture 

The design issues of both these architectures are handled in the flowing section. Modeling 

and simulation can be used to confirm that, network architecture meets acceptance criteria before 

physical prototypes are built.  Acceptance criteria are typically based upon whether or not 
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architecture meets the requirements. The potential of DRAGON library is established here as the 

network topologies are built above the optical component models and compared. The remainder 

of this section is spent in detailing each of the network architectures, including both physical and 

network level descriptions. 

Ring-Hybrid Architecture  

The ring-ring architecture proposed in [6] and illustrated in Figure 3-5 is based on the 

ROBUS network discussed in [1]. It consists of a global ring, where each controller is assigned a 

WDM wavelength at which it can receive incoming packets, and a collection of local rings, 

where the nodes are assigned WDM wavelengths which can be reused within other local rings. 

Thus, the end nodes are each equipped with a tunable laser transmitter and an optical detector 

and it is a large variation from the ROBUS design, where only one node on each ring contained a 

laser.  

 
Figure 3-5. Ring-ring architecture 

The proposed Ring-Hybrid architecture is an improved version of the previously explained 

ring-ring architecture with more emphasis on functional grouping of access networks and 

prioritization of traffic from sub-systems. It’s a two-tiered architecture with the controller nodes 

connected in the first tier via a ring like backbone network as illustrated in Figure 3-6. The black 
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colored ovals represent the fiber optic links that connect the nodes. The fiber optic links shown 

represent a bi-directional ring by using two redundant fibers running in the opposite directions 

[7]. 

 

Figure 3-6. Ring-hybrid architecture 

The actual data traffic generating nodes are present in the second tier of the architecure 

connected usually in a ring like access network. The presence of varied sub-system is leveraged 

in the second tier by functionally grouped access networks. The advantages offered by a electric 

network in terms of buffering and packet switching along with the proven abilities of optical 

networks, a hybrid architecture is created. Such a hybrid network, lets the electric nework do 

what it does best, and at the same time utilizes the optical technologies advantages. As seen in 

Figure 3-6 a data delivery subsystem is modeled to support electric lines to the main controller. 

It must be evident by now that the controller nodes are just used to route and forward 

packets rather than actually generating any actual data traffic. The internal structure of such 

nodes are pretty much straight forward, as they are equipped with a coupler/splitter combination 

and an optical filter. Each controller node taps some amount of power from the optical signal to 

read its intended data and route it to the corresponding second tier nodes. The function of a filter 

is to remove the data packets from the ring after it had travelled all the way round the ring.  
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The wavelength allocation stratgey and routing protocols of the ring-hybrid topology is 

handled in detail in the following chapter on resource allocation. The ring-hybrid architecture is 

designed to be fault tolerant and the redundancy is directly dependent on the number of 

redundant rings deployed. The three point fault tolerance is one of the main requirements for an 

avionic WDM LAN architecture and this particular architecture fails to meet this when the faults 

are localized in nature. This architecture was the motivation for a more reliable and scalable 

torus architecture which is proposed as the WDM LAN architecture to suit the avionic 

applications. 

Mesh-Torus Architecture 

A contribution of the thesis is to propose a novel optoelectronic architecture that resembles 

a torus and is an extended and ameliorated version of the previously proposed Ring-hybrid 

architecture. This is the architecture that was chosen for the avionics environment. It is an all-

optical architecture that provides excellent connectivity, and low latency. The proposed mesh-

torus is capable of achieving these features by exploiting several optical technology features that 

enable:  

• Ample communication bandwidth by aggressively utilizing WDM and possibly TDM. 

• High connectivity thereby reducing the network diameter resulting in lower queuing-
routing delays for packet transmission. 

• Scalable bandwidth and cost that grows linearly with the number of nodes while providing 
low latency. 

• Protocol independence of the architecture and its inherent ability to tolerate multiple faults 

The proposed architecture not only encapsulates the key features of the Ring-hybrid 

architecture, but also incorporate fault tolerance and dynamic re-configurability features that are 

indispensible for the current application. The following section elaborates the required details of 
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the architecture by first considering the structure of first tier controller nodes and then the two-

tiered architecture is delt in detial. 

Controller Node Denotation 

The mesh-torus architecture has a torus topology in the first tier to support the controller 

nodes and these nodes are responsible for making routing and fault tolerance decisions. The torus 

topology in the first tier and also the reliability requirement necessitates a controller structure 

with four transmission/reception ports [8]. Such a controller node structure is illustrated in Figure 

3-7. The controller is connected to two bi-directional optical fibers running in the East-West and 

North-South direction and thus forming the four ports. The importance of this structure can be 

better explained when the fault tolerance protocol is discussed. 

 

 

 

 

 

Figure 3-7. Torus controller node denotation 

WDM LAN Backbone Topology 

As stated earlier, two-tiered mesh-torus architecture is proposed for the WDM avionic 

network and contains the controller nodes in the first tier. The first tier is the backbone network 

that is designated to carry cross-aircraft traffic between the functionally different sub-systems. 

Figure 3-8 shows an example of the backbone torus architecture where, 16 controllers are 

arrayed in a 4x4 two dimensional topology and connected via optical fibers to form an 

interconnected ring like network. That is, each controller is connected to two bi-directional 

optical rings through its four port node structure. One fiber ring connects all the controllers in the 
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horizontal direction and the other optical ring connects the controllers in the vertical direction. 

The torus architecture with 4 nearest neighbor connections is chosen because a high degree of 

fault tolerance and redundancy is required. The numbers within the controllers in Figure 3-8 

denote the controller number for convenience. 

 

Figure 3-8. A 4x4 Mesh-Torus architecture (1st Tier backbone network)  

The SAE requirement for the number of nodes is 256 nodes maximum and this number of 

nodes is assumed to be supported through 16 controller nodes. The benefits of proposed torus 

network can be realized if the backbone network is assumed to be a square network, with equal 

number of controller nodes in each optical ring. Based on this assumption each controller node 

represents a particular sub-system in an aircraft and can contain upto 16 individual nodes that 

generate data. The second tier topology is explained in the following section. 

WDM LAN Sub-System Topology 

The second tier contains the actual data generating nodes of the sub-systems of the aircraft 

and is able to maintain a topology that is independent of the backbone torus architecture. Each 

subsystem contains at least one node that is a controller and thus is a part of the first 

tier/backbone network. The second tier architecture can be connected to the first tier torus using 

either electrical or optical cables depending on the specific application. From the detailed 
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observation and analysis of the primary topologies available for the avionic networks, and its 

requirements, a star-ring topology with a semi-torus interconnection to the first tier controllers is 

proposed. 

 

Figure 3-9. Second tier Star-Ring topology  

The nodes in the sub-system level are also assumed to be equipped with four ports to form 

a star-ring topology. All the nodes are connected to two of its neighbors through two 

unidirectional optical fiber rings as shown in Figure 3-9 and each node is connected to its 

corresponding sub-system controller in a star like topology with two fiber links running in 

opposite direction. The optical rings are used for intra-subsystem communication and one ring is 

redundant and reserved to serve during fiber link failures. The star topology can be used for both 

intra- and inter-subsystem communications depending on the priority of packet being 

transmitted. All the data generated by the nodes are routed through the controller in the backbone 

network. 
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Four nodes from each sub-system is designated a special fault tolerant routing property and 

are termed as the outlet nodes. The second tier nodes are grouped based on their physical 

position or functionality to four groups with one outlet node in each group. This particular outlet 

node becomes responsible for fault recovery mechanism within its sub-group. The outlet nodes 

apart from being connected to its own sub-system, connects to four other neighboring sub-

system’s outlet nodes as depicted in Figure 3-10. Here, the controller nodes are represented as 

circles with their controller numbers embedded within them and the four outlet nodes for each 

controller is shown to be interconnected with neighboring outlet nodes in a semi-torus 

interconnection. This interconnection between the sub-system outlet nodes forms a semi-torus 

like topology and its merits can be leveraged in a faulty scenario. 

 

Figure 3-10. Semi-torus interconnection of the second tier nodes through outlet nodes 
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Summary 

In deciding an optimal candidate WDM LAN architecture for avionic applications, the 

research began with a few primary topologies as explained above and the research done during 

Phase I of the project threw some light on the advantages of hybrid architecture. This paved way 

for a more detailed analysis of two hybrid architectures, the ring-hybrid and mesh-torus 

architectures. The inherent benefits of the mesh-torus architecture though alluded in this chapter, 

are demonstrated concretely in the modeling simulation analysis and results chapter. The next 

chapter explains the necessary resource management, access control and reliability issues of this 

architecture. 
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CHAPTER 4 
RESOURCE MANAGEMENT AND ACCESS CONTROL PROTOCOLS FOR WDM LANS 

Consider a scenario in which a number of stations are connected to a common medium and 

two of them request to communicate with each other, and all that is to be done is to select a 

mutually agreed wavelength channel/s for them to use and communication is made possible 

immediately (provided no other stations is using the selected channel/s). In simple case, we could 

allocate a channel to a group of devices with a pencil and paper-by system definition, but this 

also implies that devices can use the nominated channel/s all the time and they will be unable to 

communicate with other stations on the network. But the main objective here in terms of 

resource management and access control is creating a WDM LAN lightwave network to provide 

practically any-to-any connectivity for all the attached stations. Such networks can operate on 

two bases: 

• Traditional LAN like networks with individual data units being handled in a block-by-
block basis. 

• Virtual circuit approach with stations contending for channel for a period of time, perhaps 
for a few seconds or milliseconds. 

Both the approach stated above has its own merits and limitations. A connectionless 

traditional LAN approach eventually has the same delay for all the packets being pumped out of 

the transmitter. Most WDM access protocols require either transmitters or receivers (or both) to 

tune to a particular channel before data transfer can take place. This can take a significant length 

of time compared with the transmit time for a single block. A virtual circuit approach can 

tolerate a relatively long delay in circuit establishment but offers instant access for data blocks 

after the first. 

When station A wants to send data to station B then they have to find a vacant channel and 

both tune to it before station A can commence sending. The central problem for the access 
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protocol is: “How do we arrange for stations wanting to communicate to use the same channel 

(wavelength)?” First, the stations must have some ability to vary their operating wavelength 

(switch from channel to channel). The various possibilities include: 

• Each station allocated to a fixed transmitting channel and all stations are able to tune their 
receivers to any channel at will. 

• Each station could be allocated a fixed receiving frequency and a tunable transmitter. 

• Both transmitter and receiver could be tunable. 

• Stations could have multiple (say two or three) receivers and/or transmitters. This invokes 
the case of an array of transmitter/receivers. 

The case of using a tunable receiver and fixed transmitter is often termed as ‘broadcast and 

select’ principle and faces two basic issues. The tuning time of receiver and its tuning 

wavelength is unknown and also faces a receiver collision problem. But the inherent advantage 

of using a tunable receiver-fixed transmitter combination is that it permits for a broadcast ability 

if all the receivers are tuned to the same wavelength channel. A somewhat same problem exists 

with the fixed receiver-tunable transmitter case, when two or more stations transmit to the same 

destination at the same time resulting in packet collision. 

The possibility of both transmitter and receiver being tunable is by far the best from a 

usage efficiency point of view. This is because we can potentially have many more stations than 

channels and all stations contend for the same pool of capacity. But in this configuration, now 

both stations must have a mechanism for deciding which channel they access or use and there is 

also a possibility of blocking and this adds complexity in the system protocols to handle such 

situations.  

An access protocol is the mechanism used to determine just which wavelength channel 

should be used by each new connection. Access protocols mainly depend on either a centralized 

controller, or a separate control channel for contention, or a dynamic wavelength allocation 
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strategy. In the following sections, the need for prioritization of traffic is explained, followed by 

a detailed explanation on the wavelength assignment strategy and routing protocols for the 

prioritized traffic.  

Traffic Prioritization 

In any network with heterogeneous traffic generators, traffic prioritization is of primary 

importance in order to meet the required Quality of Service (QoS). For example, the Internet has 

such varied traffic flowing through it that a lot of research is being done in identifying and 

classifying the needs for different traffic types. A naïve way is to classify all data as real time or 

non-real time. Real time traffic consists of streaming voice and video while non-real time traffic 

may consist of many other different data types (like web browsing, e-mail etc). But this way of 

classifying data into just two types might not be sufficient in order to maintain the various QoS 

parameters within the desired range. A lot of research has been carried out in order to identify the 

maximum tolerable delay and other parameters for different applications using the Internet and 

various priority levels are then assigned to the packets depending on its type, source or 

destination. 

The different subsystems on-board an aircraft also generate heterogeneous traffic similar to 

the Internet. The requirements of one subsystem might be totally different from another. The 

traffic generated by one subsystem might be totally different from another. In order to provide 

the best possible service to the different subsystems it is necessary to carefully analyze the 

requirements of the subsystem (QoS) and also the traffic pattern of the different subsystems. To 

justify this, let’s consider two different military platforms and analyze the functionality of the 

sub-systems present in them. The first chosen platform is a Lockheed Martin P-3C Orion and it 

includes: 
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• High traffic sub-systems: These include sub-systems such as the cockpit that receive high 
volume of data from multiple sources, possibly at simultaneous time instants. These 
require to be modeled using an array of receivers with dedicated wavelengths for multiple 
simultaneous receptions. 

• General sub-systems: The fuel tank sensors and weapon control nodes at the wing stations 
that communicate with the cockpit as well as with the operator stations in their local area 
fall under this category. These sub-systems experience a variability of traffic patterns. For 
example, a burst of traffic may be generated by an operator station that must download 
missile destination data onto a missile in a particular wing station and subsequently fire. 

• Specially inter-connected subsystems: Specially connected subsystems, such as the wing-
to-wing link, must share or maintain equivalent data at two different locations. For 
example, the angle sensors on the port side need to be in the exact same position as the 
starboard side, despite the fact that they are being exposed to different and varying 
environments. The wings maintain equivalent positioning by constantly transmitting their 
positions back and forth from one wing to the other.  This means that very little delay is 
acceptable.  

• Data delivery subsystems: The data delivery subsystems transmit data packets 
continuously to the controllers and require only one-way data communication. Examples 
include the Sonobouy Reference System (SRS), which wirelessly receives the locations of 
all deployed sonobuoys from the buoys.  The optical network needs to transfer this high 
bandwidth data quickly and continuously with little delay to the operators onboard for data 
processing.   

On the other hand the F-22 raptor platform is a centralized architecture, where the data 

acquired from sensors and other actuators are aggregated and processed at the cockpit or the core 

processing units. The military configuration includes two core processing units, and other 6 sub-

systems that include electronic warfare, stores management, radar, controls and displays, 

communications/navigation/identification, and engine controls. These seven subsystems 

inclusive of the cockpit, contributes to a total of 97 nodes and is capable of generating 200 

megabits of traffic per second.  

From the observation made on the two military configurations, one could easily understand 

the importance and necessity for traffic prioritization between different sub-systems and then 

evaluating a suitable wavelength allocation strategy and routing protocol for the different 
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priorities of traffic. After an analysis of the different possible subsystems and the type of data 

they generate, a three level prioritization scheme is finalized and includes: 

• High Priority 

• Medium Priority 

• Low Priority 

High Priority Traffic (HP) 

An estimate of 7 high priority data generating source-destination sub-system pairs has been 

made and these are supposed to carry mission and time critical information between the systems. 

The high priority traffic requires minimum waiting and transmission delay, i.e. as the data packet 

traverses along the fiber lightpath minimum or practically no O-E-O (optical to electrical to 

optical) conversion delay and queuing delay is targeted. These requirement calls for dedicated 

wavelength and pre-configured lightpath to be setup for each connection. The importance of 

information being carried also requires better fault tolerant routing protocols with less jitter. 

From careful analysis and observation the 7 high priority source-destination sub-system pairs are 

identified as: 

• Cockpit  Wing1 
• Cockpit  Wing2 
• Cockpit  Weapon subsystem1 
• Cockpit  Weapon subsystem2 
• Cockpit  Engine 
• Cockpit  Tail 
• Wing1    Wing2 
Medium and Low Priority Traffic (MLP) 

Every sub-system generates its data for transmission and the priority level of each is raised 

according to the application. Medium and low priority traffic shares the same set of available 

wavelengths and the medium priority packets are provisioned at the cost low priority packets. 

The medium and low priority wavelength assignment and routing protocols for XYTARP 
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architecture is handled in the flowing sections. It is assumed that the traffic entering the first tier 

controllers from the various subsystems is already classified as high, medium and low priority 

traffic. In fact, several source-destination pairs can be designated a priori as high priority 

connections. Yet, controllers in high priority connections can also generate both medium and low 

priority traffic according to their needs. The difference between the priorities of traffic is 

observed only in the way their data packets are serviced.  

Since the network should be able to support 256 nodes, we assume that there are 16 

controllers with 16 nodes under each controller. Hence, we can see that there is around 45% of 

high priority traffic and 55% of low and medium priority traffics. The following sections will 

throw light on the wavelength assignment strategy and access protocols for the HP and MLP 

traffic separately. The path setup procedure for HP traffic in the backbone network and the two 

access protocols designed for the MLP traffic are also described. Later the second tier or the 

access networks wavelength assignment and routing are explained separately. 

 High Priority Wavelength Assignment and Routing 

Wavelength Assignment 

Since high-priority traffic is always carrying critical data, there must be a mechanism to 

protect them from being lost in case of system faults. Multiple duplicated traffic paths may be 

setup in the initial stage to tolerate one or several path failures. So a decision choice has been 

made, that allows four dedicated lightpaths to be setup for each source-destination pair. This 

requires individual wavelengths to be assigned for each pair prior at the start up phase of 

network. So out of the 32 wavelengths assumed to be available all over the WDM optical 

network, 7 wavelengths are dedicated for the high priority traffic alone and cannot be reused 

anywhere by the MLP traffic. More details are added on the lightpath establishment and routing 

for HP is discussed in the following section. 
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Lightpath Establishment and Routing 

As stated earlier, each HP source-destination pair is assigned a unique wavelength for 

communication and so the next step is to establish lightpaths between them. The proposed mesh-

torus architecture controllers have four ports and torus backbone network, which favors 

transmitting the HP packets along four distinct paths and be reached at the receiving end through 

its four ports. Careful planning of these distinct lightpaths ensures zero collision and also better 

fault tolerance properties. To be more precise, if the four lightpaths between a pair of HP sub-

system are chosen in such a way that they never overlap with each other, then in case of a fault in 

one particular lightpath, the other paths provide necessary redundancy. Such lightpath setup 

phase has to consider two cases based on the location and the way in which the sub-system 

controllers are connected in the backbone torus. 

• Case I: Source/Destination sub-system is part of different row/column of the backbone 
torus network. 

• Case II: Source/Destination sub-system is in the same row/column of the backbone torus 
network. 

Case I lightpath establishment 

 

Figure 4-1. The HP Lightpath setup with sub-systems in different row/column of backbone torus 
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The design issue of finding four distinct lightpaths follows the X-Y and Y-X routing 

mechanism of the MLP traffic, which will be elaborated when discussing the MLP routing 

issues, but the idea of this is used here. The process of setting up the lightpaths in the case of 

source and destination controllers being in different rows and columns of the backbone torus is 

illustrated in Figure 4-1. First, two shortest paths between the pair of communicating controllers 

is established using X-Y and Y-X routing respectively. Secondly, two neighboring controllers of 

source S namely S1 and S2 that are not in the path of the established first two paths are 

determined. Similar neighbors of destination D namely D1 and D2 are identified. Distinct 

lightpaths between S1-D1 combination and S2-D2 combination is found using X-Y or Y-X 

routing. These contribute to the four distinct lightpaths between the communicating sub-systems 

and they do not overlap with each other. Such lightpaths are setup in the network start up phase 

and does not require any further contention for wavelength. 

Case II lightpath establishment 

 

Figure 4-2. The HP Lightpath setup with sub-systems in the same row/column of backbone torus 

The lightpath setup for the second case where the communicating sub-systems is in the 

same row/column of the backbone torus is almost the same as the previous case as here also the 

four port structure of the controller and WDM switched network technology is utilized. First 
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using two ports in the X ring or Y ring direction, depending on the case of using the same row or 

column, two shortest paths are established. Secondly similar to Case I, two neighbors of source 

and destination is identified by one hop via the remaining two ports and lightpaths are 

established between them. Thus the four distinct lightpaths are established without any overlap 

and shown in Figure 4-2 as colored paths. 

Controller Node Physical Structure 

 

Figure 4-3. Controller node physical structure to support HP lightpath setup 

The physical structure of the controller node has been detailed earlier to have four ports 

and apart from this the structure must also support the setup of lightpaths for HP traffic during 

the network startup phase. For this purpose, each node is equipped with an array of 1x3 optical 

switches that gives the controller the capability to function as a switched network for the HP 

traffic. The optical switch receives the HP packet from the demultiplexer of one of the ports and 
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based on the switching logic forwards the optical packet in one of the remaining three ports. All 

the switching logic in the 16 controllers of the torus is fixed at startup and remains so throughout 

the lifetime of the network. So the setup of distinct lightpaths requires the switching logic to be 

pre-configured and at the receiving sub-system a special 1x2 optical switch is used to drop the 

respective optical packet. The controller node physical structure is shown in Figure 4-3. 

The XYTARP Medium and Low Priority Wavelength Assignment and Routing 

Unlike the preset source-to-destination pair designations for the high priority traffic, all 

controllers in the first tier/backbone that are capable of generating both medium and low priority 

(MLP) traffic have to contend for resources. MLP traffic are more dense than the HP traffic and 

an effective wavelength assignment and routing protocol becomes the need for the hour and as a 

part of Phase II of the project we have come up with two protocol designs. The first protocol 

depends on a fixed transmitter and an array of receivers for each controller and resembles sort of 

a broadcast and select mechanism. The second protocol involves technologically advanced 

tunable transmitter and fixed receiver combination and optical time division multiplexing 

(OTDM) protocol. The following section details the two protocols for MLP traffic. 

The MLP Protocol Design I: X-Y Routing 

The wavelength assignment for the MLP traffic is done in a circular fashion to enable the 

transmission wavelengths to be reused in different rings. Each controller node is equipped with a 

fixed laser and an array of receivers—one for each controller in the ring (X direction ring or Y 

direction ring). Since we allocate 7 wavelengths for high priority traffic, we have 25 remaining 

wavelengths for medium and low priority traffic to contend for. Figure 4-4 illustrates the circular 

wavelength reuse strategy, and also proves that for a 16 controller square torus backbone 

topology, just 4 wavelengths are sufficient. So if any controller has data to transmit, it simply 

pumps out the data in its allotted wavelength and in the appropriate optical fiber according to the 
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routing mechanism. This could be thought of as a broadcast and select type of transmission as 

the destined node alone takes the packet that is being transmitted and the other controllers simply 

discards it. This sort of routing also permits for special routing scenarios like broadcast or 

multicast the data, only with special address fields like all ones or some recognized format.  

 

Figure 4-4. Circular wavelength assignment strategy for MLP traffic 

An X-Y routing protocol is proposed as the base routing mechanism for the MLP traffic, 

i.e. in the absence of faults [9]. The X-Y routing is a three step process. In step 1 the sub-system 

controller checks if the incoming packet is destined a node within the same sub-system and if so 

forwards through the second tier routing mechanism to be explained in the following sections. If 

step 1 is not satisfied, the controller checks if the packets destination is part of its own X ring or 

Y ring and is so uses the corresponding port optical laser and its own wavelength to send the data 

packet out, as a part of step 2. If previous steps fail, then in step 3 the packet is forwarded using 

the X-Y routing scheme. 
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Figure 4-5. The X-Y base routing for backbone MLP traffic 

 Figure 4-5 clearly illustrates the step 3 process, where a packet is routed according to the 

X-Y routing mechanism. Here the destination is not part of the same ring as the source in both 

the X and Y dimension. So the packet is forwarded along the X direction first to an intermediate 

node between the source and destination. Here the optical packet is converted from its optical 

domain down to the electrical domain for reading the packet and buffered. When the 

intermediate node’s transmission wavelength in Y ring is free, the corresponding optical packet 

is created and transmitted to the respective destination. Figure 4-5 clearly shows the wavelength 

assigned for each controller and also the source (S), the intermediate controller where O-E-O 

conversion occurs (I), and also the final destination of packet (D).  

The previously stated X-Y routing protocol drives the name of our proposed reliable 

architecture as, X-Y routing over a Torus Architecture with Redundant Ports (XYTARP). In 

order to prevent the optical packet from circulating the same ring on and on, each controller 

structure is equipped with an optical filter that filters out its own wavelength signal after one 

round trip. The routing for intra-ring communications is simple and requires no O-E-O 

conversion delay, as the packets can be directly sent to the destination when the ring’s 

transmitting wavelength is available. For inter-ring communications the controller follows the 
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special X-Y routing, which requires an O-E-O delay, and after which the node sends the packet 

to the destination via the Y-direction ring, as described earlier. MLP priority designation allows 

for two different queues for medium and low priority packets, where medium priority packets are 

serviced ahead of any low priority packets in the transmission queue. The performance of MLP 

protocol design I is established in Chapter 6 which tests the protocol in various scenarios and 

appropriate metrics are used to characterize the results. 

The MLP Protocol Design II: OTDM 

Communication systems for use in commercial aircrafts are becoming increasingly 

complex and bandwidth intensive to meet the needs of multimedia users, as well as perform 

system management functions. The various avionics sub-systems have varied requirements for 

services that generate a wide range of traffic patterns. Wavelength Division Multiplexing 

(WDM) provides a robust way to offer such services, but measures have to be taken to make sure 

that the bandwidth is effectively utilized. Using Optical Time Division Multiplexing (OTDM) 

with WDM increases the bandwidth usage per wavelength in the WDM system, thereby 

increasing the effective utilization of the system capacity. 

Time Division Multiplexing (TDM) is a time-honored technique in electronic 

communications. There is much interest in TDM for optical communications but this interest is 

for completely different reasons than the reasons we use in the electric domain. SDH and 

SONET are standards for electronic TDM over an optical carrier. This provides the necessary 

motivation for using the idea of TDM in optical domain along with the proven advantages of the 

WDM technology. Precisely speaking, the time slot allocation strategy is used along with the 

WDM wavelength assignment and routing strategy to come up with the proposed OTDM/WDM 

protocol design [10]. 
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Figure 4-6 shows the basic principles of time slot and wavelength organization for the 

OTDM/WDM strategy. Here instead of assigning wavelengths for the transmitter side, we assign 

fixed receiving wavelength for each sub-system controller. Four wavelengths are allocated to 

receivers of 4 nodes within a local ring and hence 4 simultaneous transmissions can take place. 

One tunable laser is used at each node to transmit data to different destinations in a round-robin 

fashion. For instance, when controller node 1 transmits, the laser needs to be first tuned to node 

2’s wavelength and then to the wavelengths of node 3 and 4, which forms a frame duration for 

node 1. Similarly nodes 2, 3 and 4 can arrange their transmission slots in the same circulated 

fashion under the constraint that no simultaneous transmissions on the same wavelength are 

permitted from different nodes. This forms the base for first time slot allocation strategy in 

Figure 4-6 and is termed as OTDM_1 design. The guard time periods between neighboring time 

slots are used to avoid data collision induced by propagation delay. 

 

Figure 4-6. Time slot allocation strategies for OTDM/WDM protocol 

Improvements in time slot organization can be made and have also led to two more time 

slot allocation strategies. It is observed that there is no need for node 4 and node 3 to wait for a 

guard period to transmit data to node 2. Nodes 4 and 3 are one hop farther away from node 2 

than node 1 and node 4 respectively, and hence they can immediately send data without colliding 

with the transmission in previous time slot on the same wavelength. However, node 1 has to wait 
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for 2-hop propagation delay to allow for the last bit from node 3 to pass by and then start 

transmitting. So, two of the three guard periods in one frame period can be removed without risk 

of collision. This forms the improved design OTDM_2 and is shown as the second time slot 

allocation strategy in Figure 4-6 with guard interval between consecutive frame periods instead 

of being between consecutive time slots. 

The next improvement shown as the third time slot organization in Figure 4-6 is termed as 

the OTDM_3 design and this is a greedy design. This design is very similar to the OTDM_2 

design, and additionally leverages the length of the used fiber links and speed of operation of the 

optical components. This advantage permits a slight overlap between the time slots in each frame 

and also using a laser array rather than a tunable laser. The performance for this design is pretty 

obvious as we tend to use an array of transmitters and it comes very close to the MLP protocol 

I’s performance. So each node according to the current time slot uses the corresponding laser 

with the destinations receiving wavelength, to transmit the data. One should understand here that 

not all the laser can be used at all the times, because we are dealing with a fixed detector at each 

controller and so to avoid collision between transmissions of different nodes, the time slot and 

frame structure has to be followed.  

The OTDM/WDM strategy proposed above has the advantage in terms of wavelength 

utilization as each receiving wavelength is almost filled or tightly scheduled between 

transmissions from different controllers. The guard period between the time slots is the potential 

trouble in terms of complete wavelength utilization, but this is pivotal to avoid any potential 

collisions. Modified designs for the time slot organization are derived from the assumptions on 

the fiber link length between the operating controllers and also the transmitter laser operation 

speed. Any variation in the above parameters calls for due modifications to be made in both 
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OTDM_2 and OTDM_3 time slot allocation strategies. The major advantage in the 

OTDM/WDM protocol design for MLP traffic is the better scalability that it provides to the 

backbone torus network architecture.  To make the network more scalable, the number of 

transmitters/receivers used should be independent of the number of controller nodes connected in 

the same ring. The use of tunable transmitter and a fixed receiver per controller node simplifies 

the node structure and at the same time provides better scalability as the number of 

transmitter/receiver per node is always constant here. 

XYTARP Second Tier Wavelength Assignment and Routing Protocol 

 The wavelength assignment issues and the routing protocols explained so far are for the 

backbone torus of the XYTARP WDM LAN architecture proposed for avionic networks. The 

actual data generating nodes are part of the second tier architecture which is previously explained 

to be ring-start architecture. The wavelength assignment and routing is different for the HP and 

MLP traffic, similar to the case that exists in the backbone network. The routing in the second 

tier is different in case of any faults in the network which will be dealt with detail as a part of 

Chapter 5. Here in the following section details of the routing protocol in the second tier is 

elucidated.  

The HP packets generated from the sub-system nodes, use the star network or the 

dedicated fiber links from each node to the controller to convey the HP packets to the backbone 

torus network and also used if any intra-subsystem HP packets are generated. From there, the HP 

packets use the dedicated lightpaths established for each source-destination sub-system pair. The 

MLP packets generated here are classified as intra-subsystem and inter-subsystem 

communication entities and are treated separately. Each node is equipped with one tunable laser 

and a fixed detector very similar to OTDM protocol for the backbone MLP traffic. As shown in 

Figure 4-7, there are two unidirectional optical fibers and the nodes by default stick with ring 1 
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and follow the OTDM strategy for intra-subsystem communication. The time slot allocation for 

the MLP traffic communication within the sub-system is shown in Figure 4-8, and it could be 

observed that the frame structure follows the same round robin fashion with sufficient guard 

intervals between each time slots. At the end of each frame a special ‘Hello’ packet is 

transmitted for fault tolerance applications and will be elaborated in Chapter 5. 

 

Figure 4-7. Intra-Ring communication for second-tier MLP packets 

 The MLP inter-subsystem communication is permitted to use the star topology along with 

the HP packets but HP packets in the queue are serviced ahead of MLP packets to provide better 

QoS support. Each node also maintains different queues for high, medium and low priority 

packets and is serviced accordingly. All inter-subsystem communication packets use the star 

topology and only in case of any fault they are routed accordingly through the ring topology and 

the outlet nodes. The use of OTDM based scheduling for any intra-subsystem communication is 

reasonable taking into consideration the percentage of such packets being generated when 

compared packets generated to different sub-systems. The sub-system controller is equipped with 
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an array of detectors to receive the optical signals from the star links from all the nodes in the 

sub-system and also has an array of transmitting lasers one for each node in the star topology. 

 

Figure 4-8. The OTDM time slot allocation for second tier intra-ring communication 

Summary 

The need and importance of prioritizing the data being generated between the sub-systems 

is justified with corresponding examples. Resource allocation and access control protocols for 

the proposed XYTARP architecture is discussed with stress on the prioritized traffic flow within 

the network. The broadcast and select routing has more advantages to be explored when 

considering a fault tolerant routing protocol and is to be explained in the following chapter.  
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CHAPTER 5 
FAULT TOLERANCE FOR AVIONIC WDM LANS 

Network Reliability and Fault Tolerance 

The majority of communications applications, from cellular telephone conversations to 

credit card transactions, assume the availability of a reliable network. At this level, data are 

expected to traverse the network and to arrive intact at their destination. The physical systems 

that compose a network, on the other hand, are subjected to a wide range of problems, ranging 

from signal distortion to component failures. Similarly, the software that supports the high-level 

semantic interface often contains unknown bugs and other latent reliability problems. 

Redundancy underlies all approaches to fault tolerance.  

Redundancy takes two forms, spatial and temporal. Spatial redundancy replicates the 

components or data in a particular system. Transmission over multiple paths through a network 

and the use of error-correction codes are examples of spatial redundancy. Temporal redundancy 

underlies specially designed algorithms that are used to support reliable transmission in the 

network. A reliable network typically provides both spatial and temporal redundancy to tolerate 

faults with differing temporal persistence. Spatial redundancy is necessary to overcome 

permanent failures in physical components, while temporal redundancy requires fewer resources 

and is thus preferable when dealing with transient errors. 

In the design of a fault-tolerant system, the network must be capable of detecting each fault 

in the model, and must be able to isolate each fault from the functioning portion of the system in 

a manner that prevents faulty behavior from spreading. As a fault detection mechanism may 

detect more than one possible fault, a system must also address the process of fault diagnosis (or 

localization), which narrows the set of possible faults and allows more efficient fault isolation 

techniques to be employed. An error identified by a system need not necessarily be narrowed 
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down to a single possible fault, but a smaller set of possibilities usually allows a more efficient 

strategy for recovery. 

A packet-switched network can generally tolerate more serious service disruptions than 

can those based on circuit-switched networks. The latter class of applications may assume that 

data rate, delay, and jitter guarantees provided by the network will be honored even when 

failures occur, whereas minor disruptions may occur even in normal circumstances on packet-

switched networks due to fluctuations in traffic patterns and loads. Fault tolerance issues are thus 

addressed in markedly different ways in the two types of networks. In packet-switched networks 

like the Internet, users currently tolerate restoration times of minutes, whereas fault tolerance for 

circuit-switched networks can be considered a component of quality of service (QoS), and is 

typically achieved in milliseconds, or, at worst, seconds. 

The backbone network fault tolerance is of high priority when compared with the 

functional access network as they support heavy traffic loads. As even a short down time may 

cause substantial data loss, rapid recovery from failure is important, and these networks require 

high levels of reliability. In these networks, a failure may arise because a communications link is 

disconnected or a network node becomes incapacitated. Among the different types of faults that 

can occur in a system, link failures are of great importance. This is because such faults can 

isolate a part of the system that might otherwise contain healthy nodes and components. Not only 

should the link provide high bandwidth and low latency, but it should also be fault tolerant. 

Failures may occur in military networks under attack, as well as in public networks, in which 

failures, albeit rare, can be extremely disruptive. The next section provides an overview of fault 

detection and isolation mechanisms and the basic strategies available for recovery from network 

component failures. 



 

68 

Fault Detection and Isolation 

Failure detection and isolation includes the ability to determine when a system fails to 

meet operating requirements and to correctly identify what part needs to be replaced to restore 

operation.  An avionics fault detection method must be capable of detecting not only total 

failures of a link or network, but also degraded BER performance of a link due to degraded 

transceiver and/or cable plant performance. Isolation of errors when they occur is critical in 

terms of the network performance and the designed protocols should make it possible to isolate 

the fault as soon as possible and trigger the recovery mechanism.  However, most modern 

application protocols simply report that a fault occurred and not the actual cause of the fault.  

Failure analysis during fiber optic network design and development must identify the root 

causes, and strive to design them out. 

A wide variety of approaches have been employed for detection of network failures. In 

electronic networks with binary voltage encodings (e.g., RS-232), two non-zero voltages are 

chosen for signaling. A voltage of zero thus implies a dead line or terminal. Similarly, electronic 

networks based on carrier modulation infer failures from the absence of a carrier. Shared 

segments such as Ethernet have been more problematic, as individual nodes cannot be expected 

to drive the segment continuously. In such networks, many failures must be detected by higher 

levels in the protocol stack.  

The capacity of optical links makes physical monitoring a particularly important problem, 

and many techniques have been explored and used in practice. Optical encoding schemes 

generally rely on on-off keying, i.e., the presence of light provides one signal, and its absence 

provides a second. With single-wavelength optics, information must be incorporated into the 

channel itself. One approach is to monitor time-averaged signal power, using an encoding 

scheme that results in a predictable distribution of on and off frequencies. A second approach 
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utilizes overhead bits in the channel, allowing bit error rate (BER) sampling at the expense of 

restricting the data format used by higher levels of the protocol stack. A third approach employs 

a sideband to carry a pilot tone. These approaches are complementary, and can be used in 

tandem. 

A WDM system typically applies the single-wavelength techniques just mentioned to each 

wavelength, but the possibility of exploiting the multiplexing to reduce the cost of failure 

detection has given rise to new techniques. A single wavelength, for example, can be allocated to 

provide accurate estimates of BER along a link. In deployed fiber optic links and networks in an 

aircraft, built in test (BIT) techniques can be used to both predict link failure before link failure 

actually occurs and isolate faults when they do occur.  By predicting link failure before it occurs, 

failure rate and mean time to repair can be reduced. Unfortunately, this approach may fail to 

detect frequency dependent signal degradation. Pairing of monitoring wavelengths with data 

wavelengths reduces the likelihood of missing a frequency-dependent failure. 

The choice of failure detection methods used in a backbone network is intertwined with the 

choice of strategies for restoring circuits that pass through a failed element of the network. Path 

monitoring, for example, does not readily provide information for failure localization. Correlated 

failures between paths may help to localize failures, but typically a more careful investigation 

must be initiated to find the problem. Path monitoring also requires that failure information 

propagate to the endpoints of the path, delaying detection. Link monitoring allows more rapid 

and local response to failures, but does not require such an approach. Instead, failure information 

can be propagated to the ends of each path crossing a link, while the localized failure information 

is retained for initiating repairs and for dynamic construction of future paths. At the algorithmic 
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level, circuit rerouting schemes can be broadly split into path-based and link- or node-based 

approaches. 

Fault Recovery/Tolerance 

Prompted by the increasing reliance on high-speed communications and the requirement 

that these communications be robust to failures, backbone networks have generally adopted self-

healing strategies to automatically restore functionality. The study of self-healing networks is 

often classified according to the following three criteria, the use of link (line) rerouting versus 

path (or end-to-end) rerouting, the use of centralized computation versus distributed 

computation, and the use of pre-computed versus dynamically computed routes. For path 

recovery, when a failure leaves a node disconnected from the primary route, a back-up route, 

which may or may not share nodes and links with the primary route, is used.  

 

Figure 5-1.  Path and Link routing explained 

Link rerouting usually refers to the replacement of a link by links connecting the two end 

nodes of the failed link. When the rerouting is pre-computed, the method is generally termed 

protection. Thus, path protection refers to pre-computed recovery applied to connections 

following a particular path across a network. Link or node protection refers to pre-computed 

recovery of all the traffic across a failed link or node, respectively. Figure 5-1 illustrates path and 

link rerouting. Protection routes are pre-computed at a single location, and are thus centralized, 
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although some distributed reconfiguration of optical switches may be necessary before traffic is 

restored. Restoration techniques, on the other hand, can rely on distributed signaling between 

nodes, or upon allocation of a new path by a central manager. 

Some of the common methods used for tolerating faults in an avionic environment include 

component redundancy, reconfiguration, and fault-tolerant routing algorithms. While component 

redundancy is an effective means to tolerate faults in components such as power supplies and 

cooling fans, it may not be a very efficient means in terms of faults in components such as 

processors, interconnection links, transmitters, and receivers. This is because of the high cost of 

the spare components and the possibility that the circuits required to switch to the spare 

components might fail. The second method involves reconfiguring the routing tables and 

adapting them to the new topology after the failure. This method can be effective in switch-based 

networks such as Infiniband or Quadrics, where the user defines the topology. Although, when 

using reconfiguration in such a manner, any number of faults can be tolerated as long as the 

network remains connected, it has been shown that such generic algorithms achieve poor 

performance when applied to regular networks. The third common way to tolerate faults is by 

designing a fault-tolerant routing algorithm. The design of the router and on-board switching 

methodology plays a very important role in ensuring an efficient fault-tolerant routing algorithm. 

Fault Tolerance Requirements in Avionic Networks 

So far a general networks reliability and fault detection, isolation and tolerance 

mechanisms were explained in detail and with this basic background the analysis of the fault 

tolerance of an avionic WDM LAN becomes simpler. A balance between performance, 

reliability, maintainability, supportability, and short-term and long-term costs should be 

incorporated when designing and building an avionics network.  The chosen network 

architecture should provide sufficient network fault tolerance, redundancy, reconfigurability, and 
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reliability consistent with system fault detection and isolation and false alarm rate expectations.  

The network architecture should facilitate both preventive and corrective maintenance. 

The term reliability defines the probability that a system will be operational within stated 

parameters for a given period of time under given conditions.  Reliability is often stated in terms 

of a relationship between the operational time period and the failure rate. Military aircraft fiber 

optic network designs must not only consider the harsh operational and maintenance 

environment, but also need to be deployed in a maintainable and supportable manner.  The term 

maintainability defines how quickly, easily, and cost effectively an avionics fiber optic network 

design can return to operational status (whether by preventive or corrective maintenance). 

Supportability, on the other hand, is the degree to which the avionics fiber optic network design 

characteristics minimize the logistics resources (people, skill levels, parts, publications, tools, 

test equipment, space, etc.) required to sustain the system’s Operational Availability at an 

affordable cost throughout the life of the system. The designed avionic network is also expected 

to survive or operate in the following conditions: 

• Temperature (operating, short time and ground survival) 

• Temperature shock 

• Steady state pressure and pressure variation 

• Acceleration 

• Mechanical and acoustic vibrations 

• Humidity 

Thus in the proposed XYTARP architecture, we tend to encapsulate the key features of 

fault tolerance and dynamic reconfigurability into the basic torus backbone network and the 

various sub-system access networks. In this process we use a modified version base routing 

protocol to suit the instantaneous needs of the network and thus achieve a fault tolerant 



 

73 

architecture. The developed fault tolerant routing algorithm enables dynamic reconfigurability by 

rerouting packets when they come across any faulty links. The algorithm is designed in such a 

way that it maintains optimal performance in the absence of faults, shows minimal performance 

loss in the presence of faults, and can tolerate a reasonable number of faults based on the priority 

of packet being served.  

The XYTARP Architecture Fault Tolerance Analysis 

This section elaborates the designed fault tolerant routing algorithm for the XYTARP 

architecture. First an efficient way of fault detection is discussed along with the routing tables 

used for keeping track of the fiber links in the network. Though the fault tolerance in XYTARP 

can be achieved from many perspectives such as fiber link, transmitters, detectors, and router, 

here the fault tolerance is viewed from a fiber link’s point of view. That is, even a node fault is 

modeled as faults in all the fiber links surrounding that particular node. Later, the fault tolerance 

routing algorithm is analyzed for different priorities of traffic both in the backbone network and 

also from the sub-system access network level. 

Fault Detection: Hello Packets and Link Status Notifications  

Various fault detection strategies were discussed in the previous sections and the XYTARP 

architecture’s fault tolerance design incorporates a special method for detecting and spreading an 

instance of fault in the network. A fault in an optical backbone network implies a faulty optical 

link or a broken controller. Fault detection in the network is proposed to be achieved using 

special hello packet transmissions to notify the neighboring nodes that the link or the controller 

is still active [9]. One wavelength is dedicated for hello packet transmission in the whole 

network. Using this particular wavelength each controller transmits a low power continuous 

optical signal or a fixed pattern pulse at a known frequency to its neighboring controller nodes. 

The hello packets that are sent from each controller in both X and Y rings, are very short packets 
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that are 2 bytes long and are generated at a periodic rate of 100 ns. This periodic transmission 

property of the hello packets is utilized to determine any link or controller faults. If a node fails 

to receive a hello packet in an 110ns interval from one of its ports, it decides that the particular 

link or the source controller is in fault and triggers a fault recovery mechanism.  

The fault recovery mechanism if needed is triggered by the controller node that detects the 

fault as it failed to receive the hello packet within the periodic time interval. The main purpose of 

the fault recovery mechanism is to propagate the occurrence of the fault throughout the network 

and this is important as a particular instance of fault may affect the routing mechanism of a 

distant controller node. So as soon as the fault is identified, the receiving controller generates a 

special link status notification message (LSN) and broadcasts this packet throughout the 

network. The case of a faulty component or link coming back active also requires to be notified 

to the entire network. For example, a link would have been down for some time and the entire 

network is aware of this using the LSN packets. After some time if that particular link comes up 

the hello packets through that link reaches its corresponding receiving controller, and it later 

identifies that a faulty link is currently active and propagates this information through another 

LSN packet throughout the network. 

The LSN packets that convey either a fault or a fault-recovered scenario, has a payload size 

of 20 bytes to convey the required information. The LSN packets are broadcast from the fault 

detected controller in its X and Y direction ring and all nodes that receives the corresponding 

information updates its routing tables and again broadcasts the LSN packets. The broadcast 

nature of LSN packet allows multiple copies of the same packet to be received by each controller 

and such copies can be discarded. The broadcast nature ensures that the status of the network is 

conveyed to all the sub-systems even in the presence of some distributed faults in the network. 
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The information contained in the LSN packets is used by a controller to update its link status 

table and also the routing tables which will be explained in the following section. 

Link Status Table and Routing Table 

In order to keep track of the current status of the network at all times, each sub-system 

controller maintains locally two tables each: a link status table and a routing table. Considering a 

4x4 XYTARP architecture proposed in Chapter 3 with bi-directional optical rings, the local link 

status table maintains the current status of all the 64 optical fiber links in the network. Table 5-1 

shows an illustration of the link status table and its corresponding entries. Each and every entry 

has its own significance and plays its role.  

Table 5-1. Link Status Table maintained at each sub-system controller nodes 
Link id Status Used Update 

time 
1112 DOWN NO 12215.21 

1121 UP YES 0.0 

1114 UP YES 12215.21 

1141 UP NO 0.0 

.. .. .. .. 

4434 UP NO 0.0 

As seen, the table has 64 entries (one for each fiber link in the torus network) and three 

fields per entry in the table. The entries are logically grouped in the table based on their location 

around a controller for ease of reference. Starting from the top leftmost controller and proceeding 

along each row till the bottom rightmost controller is reached, the fiber links are entered in the 

following order: east port link, south port link, west port link, and the north port link. The 

naming convention for the fiber link is chosen as a combination of the links starting controller ID 

and the ending controller ID. For example a fiber link running between the controllers 11 and 12 

is given a LINK ID 1112. The actual link status table does not have a separate LINK ID field, 
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but this is just used for logically grouping the entries and thereby making link reference easier 

for each controller. 

The STATUS field in the link status table indicates whether the corresponding fiber link is 

currently active or down due to any link fault. So the entries for this field would be either UP or 

DOWN. The USED field is primarily used for MLP traffic routing and determines whether the 

reference fiber link is part of the optical ring that is currently active for routing MLP traffic and 

the entries for this field would be YES if the link is currently part of the active ring or else NO 

would be entered. The UPDATE TIME field indicates the time that the last LSN packet was 

generated to notify any changes in the status of that particular fiber link. For example, if the fiber 

link between controller 11 and 12 is down, the end node of the link being controller 12 generates 

the corresponding LSN packet at say 12215.21 ns, as soon as this LSN packet is received by 

other controllers in the network, its entry is updated with the respective values as illustrated in 

Table 5-1. 

The second table that is maintained at each controller is a routing table as shown in Table 

5-2. The routing table makes use of the information stored in the link status table and updates its 

contents. It has 16 entries (one for each controller in the network) and one field per entry to show 

the path or route the packet must follow to reach that particular destination.  The PATH field 

may take X, Y, FWD or NO route as its entry based on the current network status. An X entry in 

the PATH field implies that the optical packet must be sent using the X-dimension optical ring to 

reach the particular destination. If the destination controller requires an inter-ring 

communication, then an X entry implies that the packet must routed using the X-Y routing 

mechanism explained in Chapter 4. Similarly a Y entry in the PATH field implies using the Y 

ring or Y-X routing to reach the corresponding destination controller. The Y-X routing is similar 
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to the X-Y routing protocol, but the packet is first forwarded to an intermediate node in the Y 

dimension ring, which forwards the packet to the real destination using the X dimension ring.  

Table 5-2. Routing Table maintained at each sub-system controller nodes 
Dest ID  ROUTE  

11  X  

12  FWD  

13  Y  

14  NO  

..  ..  

44  X  

  

FWD entry is used in the PATH field only if the faults in the network prohibit the intra-

ring communication to route the packets normally and by effect the packets are to be forwarded 

to a neighboring controller and from there the packets reach the destination as inter-ring 

communication packets. The functioning of FWD route will be explained in more detail when 

the fault tolerance routing for MLP traffic is handled.  The NO route entry implies that there is 

no way the packet can be delivered to the specific destination and has to be dropped. If a 

controller receives a LSN packet conveying that a link in the network is down or switched back 

active, the controller first updates the corresponding entry in the link status table. Based on the 

changes made to its link status table, each and every controller re-calculates the route for each 

and every other sub-system controller and updates the routing table. This is because a fiber link 

in the network may be part of a lightpath or route of a packet from a distant source node to any 

node the network.  
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Fault Tolerance for High Priority Traffic 

The fault tolerance realization for the high priority traffic in the backbone network has 

been taken care of by the architecture design, in that each packet is sent via four redundant, 

dedicated light paths setup between the source-destination sub-system pairs. The receiving 

controller buffers the packets as it receives from all four ports. The shortest hop length light 

path’s buffer is the default buffer to read. In the event of a fault, a controller is notified through 

the LSN packet and this initiates a fault recovery mechanism at the controller and this process is 

illustrated in Figure 5-2. The response is a switching action to read from the buffer that receives 

the HP traffic through the next shortest lightpath port. Any change in the link status table of a 

particular controller triggers the HP controller section of a node to check if the LSN packet’s 

LINK ID is part of the default shortest lightpath for that receiving controller. If so, the controller 

makes a decision to switch the buffer its reads from for the HP packet. The message ID field of a 

packet namely MSG ID is also used in the process of choosing the right buffer to read the packet 

from by removing the redundant data packets in the buffers and reading the packets in order. The 

HP traffic data thus read successfully from the buffer is now passed to the second tier access 

network’s real destination node via the star topology fiber links.  

 

Figure 5-2.  High priority backbone torus network fault tolerance 
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Fault tolerance for Medium and Low priority packets 

The base routing for the MLP traffic is very much different from that of a HP traffic 

routing which is more deterministic in the process of setting up the lightpaths. Whereas the MLP 

packets have to depend on the X-Y routing protocol and the time slot allocation if OTDM 

protocol is used. Each sub-system controller has the option of routing its MLP packets along two 

directions, i.e., along the X and Y dimension rings. By default a controller utilizes the west to 

east direction X ring and the north to south direction Y ring to perform intra-ring communication 

with controllers in the same ring. The remaining east to west direction X ring and south to north 

direction Y ring are treated as standby redundant paths to be used in case of a fault in the default 

optical rings.  

In case a controller receives an LSN update that reports a link failure in its default working 

ring, it checks if the standby redundant ring is up and active from its locally maintained link 

status table. If the standby ring is in an active working state, the controller switches its operations 

to the standby ring. As the LSN update is received by all the controllers in that particular ring, 

the complete operation is shifted to the other redundant and active optical ring. Though the 

controllers in the faulty ring have switched to another ring, they still can follow the base X-Y 

routing protocol for the inter-ring communications. So the first fault in terms of link failure does 

not evoke any serious re-routing in the network other than the switching operation, but there is 

always a possibility of packets in transit to be dropped when switching. 

Now, another fault in the switched and working ring means that there is no backup optical 

ring to switch and so the controllers stick with the current ring itself. In this way, normal intra-

ring communication can still be possible between some of the controllers but not all. So in order 

to continue delivering the intra-ring communication packets, a forward or FWD route has to be 

established. That is, the source controller forwards the intra-ring packets to a neighboring 
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controller that is in a direction directly perpendicular to the faulty link, and delivered as if it were 

an inter-ring communication packet from the neighbor node. To provide a better QoS 

performance in such cases, the low priority FWD packets are dropped allowing the intra-ring 

medium priority packets to be delivered quicker. At the same time all these controllers, lose their 

ability to route the inter-ring communication packets through the base X-Y routing scheme as 

part of both the X direction optical ring is down. This is where a need for Y-X routing to 

accomplish the inter-ring communication arises and the routing scheme for all the destinations in 

the network is recalculated and the routing table entries are updated accordingly. Further local 

faults may result in certain controllers isolated in the network and they may not be reached in 

any case. So when a NO route case is reached, the packets for that particular sub-system must be 

dropped. 

 

Figure 5-3.  The MLP fault tolerance reconfiguration and re-routing. A) No fault with base 
routing, B) re-routing after first link failure, C) re-routing after second link failure and 
D) re-routing after third link failure 

To better understand the MLP fault tolerance routing protocol a sample scenario is created 

in Figure 5-3. The normal base routing scenario with no faults in the network is illustrated in 

Figure 5-3(A). For simplicity just one optical ring is chosen for this particular scenario and the 

red color arrowed lines indicates the currently active optical ring and any fiber link fault is 

indicated by a cross mark on that particular fiber link. Figure 5-3(B) shows the first link failure 
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between the first two controllers and so the second controller is responsible for generating the 

LSN packet. Failing to receive the hello packet from the first controller in time due to the link 

failure, the second controller propagates the link failure via the LSN packet and switches to the 

redundant optical ring indicated now by red color. So as the LSN packet gets broadcasted and 

reaches all the controllers in the same ring, they all switch to the active redundant optical ring 

and update their link status table. 

Further link failure between the third and second controller in the ring causes a new LSN 

packet to be propagated through the network and is illustrated in Figure 5-3 (C). This fault as it is 

received by distant controllers causes both the link status table and routing table to be updated. 

Since the other optical ring also has a link failure, the controllers in the ring do not switch but 

stays with the current ring. This optical ring permits for partial intra-ring communication, for 

example between the fourth and third controller and so on. But any intra-ring communication 

that requires the functionality of the link between third and second controller requires to be re-

routed via the FWD route. An example FWD route path is shown in Figure 5-3(C) in the Y 

direction. For example, the intra-ring communication packets from controller three to controller 

two are forwarded as inter-ring communication packets from the neighbor of controller three as 

shown in the Figure 5-3 (C). Further a third fault in the FWD route path is shown in part D of 

Figure 5-3 and this just causes switching in the Y-direction ring. Any additional localized fault to 

the third controller may result in NO route case for certain destination controllers and eventually 

end up with an increase in the number of packets dropped due to network faults. 

The fault tolerance of the network is so far seen essentially from the backbone torus 

network point of view for the prioritized traffic. The data received from the backbone network is 

conveyed to the second tier or the sub-system access networks, which generally generate and 



 

82 

receive the data information. So fault tolerance is very important for the second tier nodes also 

and their respective fault tolerance protocol is discussed in the following section. 

Fault Tolerance for Second Tier Access Networks 

The second tier architecture and routing protocol have been explained with care in the 

previous chapters and now the response of the same to any network fault is considered. The ring 

topology is mainly employed to aid any intra-subsystem packets that are generated and an 

OTDM based base routing protocol is followed for the same. The star topology is mainly 

designed for the HP traffic and also inter-subsystem traffic generated. In the event of a link 

failure in the ring topology, the functioning switches to the redundant optical ring if it is 

available and active. Similar to the backbone torus network, the ring topology also uses the hello 

packet as a means for fault detection and isolation. But here instead of a dedicated wavelength 

for monitoring the links, the nodes use a particular time slot and its own fixed receiving 

wavelength to transmit the hello packet.  

The star topology responsible for the HP traffic and also inter-subsystem MLP traffic also 

utilizes hello packets to keep track of the link status. Here additionally, a Hello-ACK packet is 

expected via the link from the controller to the node in response to the star link’s hello packet. 

Upon timeout, the node decides that the controller link is down and triggers the corresponding 

fault tolerant routing scheme. The functionality of grouping of nodes and the outlet nodes were 

discussed when explaining the second tier architecture and its importance will be exploited here. 

Upon a star link failure, the HP traffic and the inter-subsystem MLP traffic are forwarded via the 

nearest outlet node to the adjacent controller. The semi-torus interconnection of the second tier 

nodes, allows such a forwarding scheme as a solution for second tier fault tolerance. The 

presence of the outlet nodes in the second tier architecture and the grouping of nodes is best 

illustrated in Figure 5-4. 
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Figure 5-4. Second tier access network fault tolerance 

The most important thing to be noted here is that the HP packets that are being forwarded 

via the outlet nodes are down converted as medium priority packets and then routed in the 

backbone torus network. This is because, if the controller is down and the HP traffic is routed 

through a different controller all together, we tend to lose the dedicated lightpaths between the 

required sub-systems. Once such HP packets reach as medium priority packets at the destination 

controller they are back converted to their original high priority and routed to the nodes via the 

star fiber links. There is not much difference for the inter-subsystem MLP packets that are re-

routed through the outlet nodes.  

In case of a fault in the receiving controller, the source controller uses the fault tolerance 

scheme designed for the backbone network and route the traffic through one of the neighboring 

controller of the faulty controller. Then the outlet node interconnection is used to forward the 
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data traffic to the required destination node. Thus by using the functionality of the outlet nodes, 

the fault tolerance capability of the network is increased and is now capable of tolerating 

multiple distributed and localized faults. 

Summary 

The necessity for a reliable and a fault tolerant network is analyzed for avionic WDM LAN 

network and various fault detection and isolation techniques have been discussed. The fault 

tolerance for the high priority packets is observed to be pretty deterministic at least from the 

backbone torus networks perspective. The information provided by the two locally maintained 

tables at the sub-system controllers is used by the MLP traffic to route packets correctly even 

under the presence of certain number of faults. The proposed XYTARP architecture satisfies the 

basic requirement of tolerating the first three faults with little effect on the performance. 
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CHAPTER 6 
WDM LAN MODELING, SIMULATION ANALYSIS AND RESULTS 

The aspects of the proposed XYTARP architecture and the access protocols could well be 

combined to meet the unique requirements of an optical WDM LAN deployment in aerospace 

applications. Modeling and simulation capabilities need to have the ability to mix and match the 

protocols proposed for a thorough evaluation of architecture candidates for WDM optical 

networking in aerospace applications. The ultimate goal is to evaluate the network performance 

from top to bottom, determine the factors that are most influential in network performance, and 

optimize the network design to meet the requirements at the lowest possible cost. .  In this 

context, cost may include total life cycle cost/total cost of ownership as well as physical factors 

such as weight and volume that consume limited physical resources in an aircraft environment.  

Performance requirements may also include reliability and fault tolerance.  

Discrete-event network simulation can be used to model the logical and dynamic behavior 

of networks and systems running various protocols.  Network simulation typically focuses on 

layers above the physical layer such as the data link and network layers of the OSI reference 

model.  Discrete-event network simulation can be used to validate a network architecture design 

including its management, control, and protocols. In such simulation environments the actual 

physical medium is typically modeled as simply data widths, link speeds, and generic error rates. 

Such network centric tools are typically used to perform protocol, topology, and end-to-end QoS 

tradeoffs. The simulation tool used for modeling the optical components here is also a discrete 

event network simulator, Artifex, which is basically an extended Petri-net based simulator. The 

need to bridge the gap between the physical layer and network layer of optical networks, led to 

the proposal and development of the DRAGON library which contains models of optical 

components in Artifex. 
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The network layer modeling and simulation of the XYTARP architecture and its routing 

protocols should include the following: 

• Traffic management 

o The performance of the network is to be analyzed with respect to the type of 
traffic that flows in the network. Network protocol performance in conjunction 
with the management of various traffic types should be evaluated and compared. 

o Network performance in conjunction with management of buffering of data traffic 
at a node, which may be delayed relative to other packets in a related stream of 
packets.  

o Network performance in conjunction with the different types of traffic patterns 
and a faulty network scenario. 

•  Resource management  

o Analysis of performance of a link and the network overall with respect to the 
wavelength allocation strategy in terms of wavelength utilization. 

o Network performance in the presence of various medium access control (MAC) 
protocols proposed. 

o Comparative analysis of the proposed MAC protocols. 

o Performance analysis of the access protocols in the presence of potential network 
faults. 

• Fault management 

o Sustain the first two network faults with no effect in terms of performance and the 
third fault must be tolerated with minimal performance degradation. 

o An analysis of fault isolation should be included to analyze, how well the network 
architecture can isolate and work around faults by procedures such as packet re-
routing and network control. 

o Analyze the maximum flexibility of the network, i.e., the maximum number of 
faults the network could bear. 

o An analysis of different fault scenarios (link failure in a ring or mesh connection, 
failure in a termination node, failure in a controller node, failure in a routing node, 
etc.). 

o Network performance degradation in terms of the location of occurrence of the 
fault. 
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• Quality of Service (QoS) management 

o The network must support transfer of multiple types of data, each with its own 
requirements for latency and error rate. 

The proposed XYTARP architecture and its medium access protocols are simulated in 

Artifex and the above mentioned simulation requirements are tested. The DRAGON library of 

optical components are used as a base and the architecture and protocols are built above it and 

tested. The remaining part of this chapter is organized as follows: the different traffic generator 

models that used for simulation purposes are built as traffic generator models in Artifex and is 

discussed first. Next, the metrics that are best used to characterize the performance of the 

network in the required conditions are evaluated and explained in detail. Following this, is an 

extensive simulative analysis of the various proposed MAC protocols for the architecture and 

their comparative performance analysis. The fault tolerance analysis is performed with the help 

of a few experimental scenarios that best captures an actual aerospace environment. 

Traffic Generator Models in Artifex  

The nodes that generate the actual data traffic from the access network topology generate 

basically three types of traffic patterns in these systems: periodic, Poisson and random or bursty 

traffic patterns. The LION library built using the MLD discrete event simulator had an inbuilt 

traffic generator source that supported these traffic patterns. Since Artifex simulation tool, didn’t 

have a composite traffic generator that meets the current simulation needs the three traffic 

generator sources are modeled in it with required parameters to meet the requirements.  

The periodic traffic generator is capable of generating packets at periodic intervals, with a 

variable amount of jitter to introduce randomness. The only parameter used in modeling the 

periodic traffic generator is the required average rate in Mbps. The Poisson traffic generator 

brings a small percentage of randomness in the traffic generation process with the inter-arrival 
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time between the packets being exponentially distributed. Here also the average rate in Mbps is 

the only parameter used to characterize the Poisson traffic generator. The bursty traffic generator 

is more random in terms of generation time and also closely approximates the actual traffic in the 

backbone networks. 

In a broadband communication environment, an application can be best modeled as a 

source of bursty traffic, which consists of bursts of data, possibly at maximum application data 

rate, followed by long idle periods. Here, the bursty source is modeled as a Markov chain 

consisting of two states, active and idle, as shown in Figure 6-1. When the source is in active 

state, it generates packets at a peak packet generation rate P. In the idle state the source is 

dormant and no packets are generated. The holding time in both the active and idle states are 

exponentially distributed with means 1/β and 1/α respectively. The bursty traffic generator relies 

on three parameters: peak rate (λp), average rate (λa) and burst factor (B). Burst factor defines the 

average number of packets that are generated above the average packet arrival rate. 

 

Figure 6-1. Bursty traffic generator model 

Let L be the packet size in bytes and it can be shown that α and β can be expressed in 

terms of the peak rate (λp), average rate (λa), and the burst factor (B) as follows: 

α = average rate / (8 * packet size * burst factor) 

β = (peak rate – average rate) / (8 * packet size * burst factor) 
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Figure 6-2. Periodic and Poisson traffic generator model. A) Instantaneous rate for periodic 
traffic pattern, B) Cumulative rate for periodic traffic pattern, C) Instantaneous rate 
for Poisson traffic pattern, and D) Cumulative rate for Poisson traffic pattern 

In order to test the modeled traffic generators two metrics where used: Instantaneous rate, 

and cumulative rate. The instantaneous rate of a traffic pattern is used to probe the traffic 

generation rate of the source at continuous time instants. The cumulative rate is an accumulative 

traffic generation rate of a source and is evaluated with respect to the elapsed time. The three 

different traffic patterns are compared and its behavior could be better understood by these three 

parameters. Figure 6-2 shows the periodic and Poisson traffic patterns performance in terms of 

instantaneous and cumulative rate. The periodic traffic generator is tested with an average packet 



 

90 

rate of 10Mbps and the laser operation speed is fixed as 1Gbps. The instantaneous rate gives the 

same value at all time instants as the periodic rate generates traffic at a constant rate at all time 

instants. The cumulative traffic generation rate of the periodic source is also pretty much 

deterministic and has a constant value of 10Mbps. These performances are observed in Figure 6-

2(A) and (B). 

The Poisson traffic source is tested with an average packet generation rate of 5 Mbps and 

the same 1Gbps laser transmission rate. The results are illustrated in Figure 6-2 (C) and (D). The 

Poisson source has an exponential inter-arrival distribution between the packets, and this could 

be observed in instantaneous rate graph with packet generation rates reaching even the peak 

1Gbps. But still the average rate of arrival of packets is 5Mbps and this is proved from the 

cumulative arrival rate graph which initially has a peak value and later stabilizes around the 

average rate of 5Mbps. 

The bursty traffic model is tested with an average packet generation rate of 10Mbps, peak 

rate of 100Mbps, and burst factor of 500 packets. The instantaneous rate and cumulative rate of 

the bursty source is shown in Figure 6-3 (A) and (B) respectively. The instantaneous rate graph 

of a bursty source shows the existence of a dense burst duration where numerous packets are 

generated at peak rate followed by long and varying idle durations. The idle duration length is 

critical in maintaining the average packet arrival rate as a lot of packets are pumped during the 

burst duration at a very high rate. The cumulative rate graph shows that the bursty source takes 

some time to stabilize its average packet arrival rate around 10Mbps. This is because the source 

has to wait for a idle duration to neutralize the effect of a high arrival rate of a burst duration. 

The bursty generator model has the most oscillating cumulative rate because of the existence of 

dense burst periods. 
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Figure 6-3. Bursty traffic generator model, A) Instantaneous rate, B) Cumulative rate  

Simulation Metrics 

There are a variety of criteria that can be used to evaluate optical network architectures and 

their corresponding access protocols.  These criteria may be based upon metrics of component or 

network performance at some level, or upon whether certain metrics meet specifications.  In this 

section of this document, we list a number of metrics that are used to evaluate network 

architectures, their resource management and access protocols, and fault tolerance of the 

network. 

Packet Latency 

The complete latency of a packet is usually taken as the “end-to-end” delay, meaning, once 

a packet is generated, and how much time passes before it is successfully received at the 

destination. It is a sum of the Set up Time, Queueing time, Transmission Time, Propagation 

Time, and Processing Time. 
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• Set up time:   

o Circuit-switched networks: The set up time establishes the route from source to 
destination before any packet can be sent. (e.g., after dialing a telephone number, 
the ring signifies that a dedicated route has been determined.)  

o Packet-switched networks: Not a factor, since a packet route is determined on the 
fly, hop-by-hop. (e.g., emails do not wait for a ring before being sent to the 
destination).  

o Virtual-circuit switched networks: They are packet-switched networks that use a 
dedicated path from source to destination, so set up time is a factor. 

• Queuing /Storage time: A node may be able to generate packets at a higher rate that the 
transmitter is able to send packets. Thus, this is the time that a generated data packet must 
wait (presumably in a queue) before it is transmitted.  

• Transmission time: This accounts for the latency to put all of the bits of the packet on the 
link. It depends on the number of bits to be transmitted and the transmitter data rate (R) 
[11].  

o Circuit-switched networks: Here, the entirety of the message bits (M) can be 
placed on the link to follow the dedicated, pre-determined route.  

o Packet-switched networks: Here, the message is divided into packets. The latency 
depends on the number of packets needed (N) and the transmission time per 
packet (T). The number of packets needed depends on the size of the message (M) 
versus the size of the packet payload (S). The transmission time depends on the 
total size of the packet (P), which includes overhead, and the transmission rate 
(R). Then, the transmission latency is:  

Tx_pkt = N*T             (6-1) 

o Virtual-circuit switched networks: Same as the packet-switched network.  

• Propagation time:  This is the time for the signal to travel from the source to the 
destination. It depends on the speed of the signal (V), which is usually 2 to 3 *108 m/s for 
optical fiber, the number of hops (H), and the distance between hops (D):   

Prop = (D/V) * H             (6-2) 

• Processing time: This refers to various latencies incurred from devices in the 
communication path, including repeaters, amplifiers, optical-electronic-optical (O-E-O) 
conversion, routing table look-up, etc. It can be added as one combined factor (Proc), or 
included as a hop-by-hop delay factor: Processing delay may also include the destination 
checking the packet for errors once it is received (E).  

Proc = (Proc_per_Hop)*H + E.            (6-3) 
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LSN Latency 

This particular  metric captures the ”end to end” delay or time taken for the link status 

notification packets to convey an instance of fault to the entire network. This metric is of interest 

in testing the network’s performance under the presence of distributed and localized faults, as the 

LSN latency plays a vital role in routing under faulty scenarios. 

Data Throughput 

The data throughput is a measure of how much data can be transmitted over a network in a 

given period of time.  A more appropriate definition would be the aggregate number of bytes 

received by the detector per unit time for all nodes in the network. This differs from the bit rate, 

because the bit rate is a measure of the number of physical bits transmitted over a single channel 

in a point to point link.  Data throughput includes reductions due to encoding such as 8B/10B 

encoding, Manchester encoding, FEC encoding; increases due to wavelength division 

multiplexing (WDM); and impacts of network routing and associated bottlenecks and resource 

conflicts. 

Dropped Packet Ratio 

There is always a very high probability of packets being dropped or lost in transit in a 

network. The dropped packet ratio metric tries to capture the number of such packets being 

dropped or lost in contrast to the total number of packets that are being transmitted from all the 

nodes in the network. This measure is useful in analyzing the network in the presence of multiple 

faults. 

The XYTARP Backbone Network Access Protocol Simulation Results and Analysis   

Simulations are first performed to test the backbone torus network’s access control 

protocols. The two designs are simulated individually first and their performance is tested using 

average packet latency and throughput as the metrics. Later a comparative analysis is done 
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between the two proposed routing protocols. In both the simulations, the offered load to the 

backbone network from each sub-system controller is increased and the performance is measured 

for each increase. The next simulation to test the backbone network is using a base configuration 

topology; with each sub-system defined to generate a particular amount of traffic that is 

comparable to an actual data traffic onboard a commercial and military aircraft. For all the 

simulations for the backbone network the simulation parameters assumed are: the fiber link of 

100m length; laser transmission speed of 1Gbps; fixed payload size of 1000 bytes for MLP 

traffic and HP packets have a payload size between 100 bytes and 1000 bytes.  

Design I: Broadcast and Select Protocol Simulation Results 

The broadcast and select type routing protocol is the Design I routing protocol for MLP 

traffic in the backbone torus architecture. The first performance metric used is the average packet 

latency. The offered load from each sub-system controller is increased from 250Mbps upto 

2000Mbps in reasonable incremental steps and the average packet latency is calculated. The 

average latency computed for the MLP packets is sub-divided as intra-ring communication and 

inter-ring communication latency and analyzed individually to get a better understanding of the 

networks performance. The latency performance is analyzed for different types of traffic patterns 

and is illustrated in Figure 6-4. Figure 6-4 (A) illustrates the case if all the nodes generate 

periodic background traffic. As the medium priority packets are serviced ahead of low priority 

packets they have lower average packet latency values when compared to the low priority 

packets. The medium inter-ring communication packets have higher latency when compared to 

the intra-ring communication as such packets have an additional O-E-O delay in transmission. 

The low priority packet latency is high when compared to medium priority packets and its 

follows a trend very close to medium priority packets till the offered load is 1000Mbps, after 

which the average latency shoots up. This is because, 1000Mbps is the laser transmission speed 
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and beyond which the MLP packets fills their corresponding queues. So, low priority packets are 

not given preference when compared to the medium priority packets in terms of transmission. 

 

Figure 6-4. Average Latency for Design I broadcast and select protocol for different traffic 
patterns, A) Periodic traffic type, B) Poisson traffic type, and C) Bursty traffic type 

Figure 6-4 (B) shows the case where Poisson traffic pattern is used for background traffic 

and the average latency performance is pretty much similar to periodic traffic pattern as they 

maintain almost the same trend and pattern. Figure 6-4 (C) illustrates the case with bursty traffic 

is filled in the backbone torus network. Here the average latency values shoots up for both the 
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medium and low priority packets. This is because of a very dense burst period that results in a lot 

of packets being generated in a very fast rate and their corresponding transmission queues gets 

filled up very soon. As a result the latency of all the packets increases exponentially as the 

offered load in the network increases. Comparing all the three graphs in Figure 6-4, one could 

come to conclusion that the network performs better to periodic traffic as the average latency is 

lower even when the offered load/controller to the network is increased. 

The packet latency metric shows an important merit of the proposed XYTARP protocol 

when used for audio and video streaming applications. The Voice over Internet Protocol (VoIP) 

provides a QoS support to callers with round trip voice delays of 100ms or more, taking into 

account the jitter effects also [12]. The average latency metric observed for all the different 

traffic patterns are well within the VoIP one way round trip delay values and thus the XYTARP 

protocol is perfect for streaming applications as well. 

 

Figure 6-5. Throughput performance for Design I broadcast and select protocol under different 
traffic patterns 

The throughput performance of the broadcast and select protocol for different traffic 

patterns and varying offered load is illustrated in Figure 6-5. The throughput of the backbone 
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network is observed to saturate near 20Gbps when all the sub-system controllers are operating in 

their full transmission capacity. As the offered load is increased the throughput increases linearly 

till it reaches its saturation value. The performance of periodic and Poisson traffic pattern in 

terms of throughput is almost the same and follow the similar trend. The bursty traffic reaches its 

saturated network throughput pretty slowly when compared to the other traffic patterns because 

of the dense traffic generated in the burst duration and also takes time to be delivered. 

Design II: OTDM/WDM Protocol Simulation Results 

 

Figure 6-6. Performance analysis of OTDM/WDM protocol, A) Average latency for varying load 
and different traffic patterns (OTDM_2), and B) Throughput comparison among 
different OTDM protocols 

As discussed in the earlier chapters three variants of OTDM/WDM protocol have been 

proposed with different time slot allocation strategies. Three traffic patterns (periodic, Poisson 

and Bursty) are used to test network performance in terms of network throughput and average 

latency of each packet. Figure 6-6(A) compares average latency of each packet versus the 

offered traffic load for different traffic patterns. There is not much difference between periodic 

and Poisson traffic because the randomness in packet generation interval decreases due to the 
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time spent in waiting for the time slot. The average latency for the bursty source is much higher 

and starts to greatly increase when the offered load is around 500 Mbps. The reason is that a 

large number of packets are being generated in a short “burst period” and are queued for 

transmission. For simplicity the OTDM_2 average latency performance alone is shown in Figure 

6-6(A), as the other OTDM protocols also tend to maintain the same trend. 

Figure 6-6 (B) shows the variation of throughput with increasing traffic load from each 

controller node for the three time-slot allocation strategies. The throughput of the network 

saturates when the offered load per controller node reaches 1250 Mbps as all the transmitters 

operate at full capacity. However the saturated value is better for OTDM_3. This is due to the 

saving of two guard periods between consecutive time slots and also using an array of 

transmitters compared to tunable lasers employed in OTDM_1 and OTDM_2.   

Comparative Analysis of Design I and OTDM/WDM Protocol  

 

Figure 6-7. Comparative performance analysis of Design I and OTDM/WDM protocol, A) 
Medium priority inter-ring average latency, and B) Medium priority inter-ring 
average latency for varying load and different traffic patterns (Design I and 
OTDM_2) 

A B 
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The two access protocols proposed for the XYTARP backbone torus architecture fare well 

in performance and have their own advantages. In order to draw a fair comparison between the 

two protocols the average packet latency and throughput are again used as a measure. The 

Design I (broadcast and select protocol) performs better than the OTDM protocol because, the 

time slot allocations in OTDM protocols along with the use of tunable laser makes the packets to 

wait for their chance to transmit. This overhead affects the performance mainly in case of the 

bursty traffic load. Figure 6-7(A) and (B), illustrates the comparison between Design I and 

OTDM_2 in terms of average packet latency for medium inter-ring communication and intra-

ring communication for varying traffic load and different traffic patterns (periodic and Poisson). 

As explained the Design I outperforms the OTDM protocol. The same trend continues for the 

low priority average packet latency as well. 

 

Figure 6-8. Comparative performance analysis of Design I and OTDM/WDM protocol, A) 
Throughput comparison for periodic traffic, and B) Throughput comparison for 
bursty traffic 

Figure 6-8 (A) and (B) illustrates the comparison between the two protocols throughput 

performance for varying traffic loads and traffic patterns (Periodic and Bursty). As expected the 

broadcast and select type protocol has better throughput saturation when compared to the OTDM 
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protocol because of the same reason as stated for average packet latency case. Another 

interesting thing to be noted is that both protocols reach saturation values faster in periodic an 

Poisson traffic types when compared to the bursty traffic due to the heavy packet generation in 

the burst duration. For comparison OTDM_2 design was chosen, but the OTDM_3 design is 

expected to have the same performance as that of broadcast and select design, due to use of array 

of transmitters and ideal time slot allocation. 

Backbone Network Performance with Base Traffic  

Table 6-1. The MLP backbone torus base traffic configuration 
Controller  Medium Priority  Low Priority  

11  Bursty, 400 Mbps  Poisson, 300 Mbps  

12  Poisson, 800 Mbps  Periodic, 700Mbps  

13  Periodic, 450Mbps  Bursty, 450Mbps  

14  Periodic, 850 Mbps  Bursty, 100 Mbps  

21  Periodic, 750 Mbps  Poisson, 200Mbps  

22  Bursty, 500 Mbps  Periodic, 850 Mbps  

23  Bursty, 800 Mbps  Periodic, 350 Mbps  

24  Poisson,750 Mbps  Bursty, 200 Mbps  

31  Periodic, 200 Mbps  Bursty,500Mbps  

32  Periodic, 400 Mbps  Bursty, 250 Mbps  

33  Bursty, 100Mbps  Poisson, 300 Mbps  

34  Poisson, 650 Mbps  Periodic, 450Mbps  

41  Bursty, 550 Mbps  Periodic, 700 Mbps  

42  Poisson, 800 Mbps  Bursty, 250 Mbps  

43  Periodic, 600 Mbps  Poisson, 650 Mbps  

44  Periodic, 750 Mbps  Bursty, 100 Mbps  

So far the network performance for MLP traffic in accordance to the two proposed access 

control protocol was analyzed in depth with varying traffic loads from each sub-system 

controller. In order to mimic an exact scenario inside a military aircraft a backbone base traffic 
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configuration was assumed and the network simulation is carried out to test the performance. 

The assumed base traffic configuration is shown in Table 6-1.  

The packet size was assumed as 1000 bytes and the broadcast and select access protocol is 

used for the simulation. The performance is evaluated in terms of network throughout, MLP 

average packet latency that includes both the intra-ring and inter-ring communication in the 

backbone network. The results are tabulated in Table 6-2. 

Table 6-2. Base traffic configuration results for the backbone network 
Throughput 15.486 Gbps 

Medium Intra 15.67 µs 

Medium Inter 30.98 µs 

Low Intra 3121.97 µs 

Low Inter 4842.52 µs 

The XYTARP Access Network Simulation Results and Analysis   

So far the backbone network’s performance alone has been tested using simulative analysis 

and results. That too the MLP traffic’s performance has been rigorously tested with respect to the 

designed protocols in the torus network. The HP traffic has not been introduced and tested for 

obvious reasons, as it is more deterministic in nature and that too there are only seven HP source-

destination sub-system controllers that generate HP traffic. Now in order to get more insight into 

the networks functioning, let’s test the second tier architecture or the access network with the 

actual data generating nodes. In these simulations the nodes with capability of generating HP 

traffic are permitted to generate them and the corresponding average latency and their 

contribution to the overall networks throughput is analyzed. 
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Figure 6-9. Average Latency for second tier access network with different traffic patterns, A) 
Periodic traffic type, B) Poisson traffic type, and C) Bursty traffic type 

 In these simulations, a 4x4 backbone torus network is assumed with 16 data generating 

nodes in the second tier and by varying the traffic load offered by each of these nodes from 

10Mbps to 120 Mbps in incremental steps 10Mbps simulations are performed. The average 

packet latency from the packets generated in second tier with varying offered traffic load and 

traffic patterns is illustrated in Figure 6-9. The MLP traffic’s intra-ring latency and the inter-ring 

latency maintain the same trend in terms of performance compared to the backbone network. The 
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high priority packet latency is very close to the medium priority packet latency performance at 

higher traffic loads. It initially maintains a constant latency and starts increasing linearly after 

60Mbps in case of periodic and Poisson traffic patterns. For bursty traffic pattern, all priority 

packets latency shoots up at very early values of offered load due to dense burst durations. Out of 

the three traffic patterns, the bursty pattern performs poorly and this is on expected lines. Even 

the HP traffic has high latency values at very traffic load values from each node in the second 

tier access network. 

 

Figure 6-10. Throughput performance for second tier access network with different traffic 
patterns 

The throughput of the network with varying traffic loads from each node and varying 

traffic pattern is illustrated in Figure 6-10. As the traffic load from all the 256 nodes in the 

network is increased, the throughput of the network also tends to increase linearly and then 

saturate after some time. But the throughput saturation here is very slow and can only be 

observed as a decrease in the fast linear increase in the throughput value with increasing offered 

traffic load. The bursty traffic seems to provide higher throughput initially because of the initial 

rush in packets when the traffic load is low and less contention, but then reaches almost the same 
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value as the other traffic patterns later. As the load offered increases all the traffic patterns have 

almost the same saturation throughput. The bursty traffic pattern is simulated with a burst factor 

of 50. Varying this parameter and the peak rate of transmission, different saturation values and 

trends can be observed. 

The XYTARP Architecture Backbone Torus Fault Tolerance Simulation Analysis and 
Results 

Designing any system to tolerate faults first requires the selection of a fault model, a set of 

possible failure scenarios along with an understanding of the frequency, duration, and impact of 

each scenario. A simple fault model merely lists the set of faults to be considered; inclusion in 

the set is decided based on a combination of expected frequency, impact on the system, and 

feasibility or cost of providing protection. Most reliable network designs address the failure of 

any single component, and some designs tolerate multiple failures. In contrast, few attempts to 

handle the adversarial conditions that might occur in a terrorist attack, and cataclysmic events are 

almost never addressed at any scale larger than a city.  

The temporal characteristics of faults vary widely, but can be roughly categorized as 

permanent, intermittent, or transient. Failures that prevent a component from functioning until 

repaired or replaced, such as the destruction of a network fiber by a backhoe, are considered 

permanent. Failures that allow a component to function properly some of the time are called 

intermittent. Damaged connectors and electrical components sometimes produce intermittent 

faults, operating correctly until mechanical vibrations or thermal variations cause a failure, and 

recovering when conditions change again. The last category, transient faults, is usually the 

easiest to handle. Transient faults range from changes in the contents of computer memory due to 

cosmic rays, to bit errors due to thermal noise in a demodulator, and are typically infrequent and 

unpredictable.  



 

105 

Table 6-3. The HP base traffic configuration 
Source  Destination  Traffic type  Parameter(s)  
Cockpit  Wing1  Poisson  Average rate: 500Mbps 

Packet size: 100bytes  
Cockpit  Wing2  Poisson  Average rate: 350Mbps 

Packet size: 100bytes  
Cockpit  Weapon 

subsystem1  
Bursty  Average rate: 500Mbps 

Peak rate: 750Mbps 
Burst factor: 1000packets 
Packet size: 200bytes  

Cockpit  Weapon 
subsystem2  

Bursty  Average rate: 500Mbps 
Peak rate: 750Mbps 
Burst factor: 1000packets 
Packet size: 200bytes  

Cockpit  Engine  Bursty  Average rate: 150Mbps 
Peak rate: 500Mbps 
Burst factor: 100 packets 
Packet size: 100 bytes  

Cockpit  Tail  Poisson  Average rate: 100Mbps  
Packet size: 500 bytes  

Wing1  Cockpit  Periodic  Average rate: 100Mbps 
Packet size: 1000bytes  

Wing2  Cockpit  Periodic  Average rate: 100Mbps 
Packet size: 1000bytes  

Weapon 
subsystem1  

Cockpit  Bursty  Average rate: 100Mbps 
Peak rate: 200Mbps 
Burst factor: 1000packets 
Packet size: 500bytes  

Weapon 
subsystem2  

Cockpit  Bursty  Average rate: 100Mbps 
Peak rate: 200Mbps 
Burst factor: 1000packets 
Packet size: 500bytes  

Engine  Cockpit  Periodic  Average rate: 500Mbps 
Packet size: 200bytes  

Tail  Cockpit  Periodic  Average rate: 250Mbps 
Packet size: 100bytes  

Wing1  Wing2  Bursty  Average rate: 250Mbps 
Peak rate: 750Mbps 
Burst factor: 500packets 
Packet size: 100bytes  

Wing2  Wing1  Bursty  Average rate: 250Mbps 
Peak rate: 750Mbps 
Burst factor: 500packets 
Packet size: 100bytes  

Based on the above observation of faults in a network and in order to mimic an exact 

aerospace environment problem two experimental scenarios have been designed for simulation. 

In these simulations the main aim is to test the backbone networks fault tolerance as standalone 
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architecture. For fault tolerance simulations, a base traffic configuration with a combination of 

traffic types and average rates are assumed for MLP and HP traffic. The HP base traffic 

configuration is given in Table 6-3. The two experimental scenarios modeled can simulate upto 

16 network faults. Scenario 1 is a distributed occurrence of faults executed in a best case 

scenario. In other words, distributed faults are introduced in such a way that all the X and Y 

direction rings are able to be switched for the MLP traffic. Scenario 2 depicts almost a worst case 

of fault distribution in the network, where four leading diagonal controllers are modeled to be in 

fault by executing breaks at all four inputs of each of the faulted controllers. These two extreme 

scenarios test the flexibility of the backbone torus network in terms of fault tolerance.  

Average Packet Latency 

Table 6-4. Average packet latency for high, medium and low priority packets in presence of 
faults 

 

Table 6-4 shows the average packet latency for high, medium and low priority packets 

exchanged between different sub-systems in the presence of a varying number of faults. The 

medium and low priority traffic is simulated with the base traffic configuration, while, because 

of the deterministic nature of the routing paths, only one source-destination pair (e.g., cockpit to 

Number of Faults Average Packet Latency (ns) 

High Priority Medium Priority Low Priority 

Periodic Poisson Bursty 

0 8500 12545 79926 30886 2498849 

1 9500 13545 80926 30886 2498849 

2 9500 13545 80926 56654 6920707 

3 9500 13545 80926 56654 6920707 

4 ∞ ∞ ∞ 57822 7780294 
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tail) of the high priority generating nodes is presented. The average rate for high priority traffic 

with periodic, Poisson and bursty traffic types are set as 500Mbps and the bursty traffic has a 

peak rate of 1000Mbps and burst factor 100.  

When there are no faults in the network, the high priority receiver reads the data from the 

shortest hop length lightpath buffer. In the event of a fault it switches to the next shortest 

lightpath buffer. For the chosen pair of sub-systems the path hop lengths are 1, 3, 3 and 3. Since 

the hop lengths are same except for the first shortest path, the average latency for 1, 2 and 3 

faults for high priority are the same. The average latency for Poisson and bursty traffic are high 

because the average packet generation rate is high when compared to the lasers transmission rate, 

and thus causes packets to be buffered. But the trend with the number of faults is maintained. 

The high priority cannot handle 3 faults in a worst case scenario as shown, where the faults occur 

in the distinct lightpaths. The average latency for medium priority packets is observed to be very 

low when compared to the low priority packets as they are given first preference to be served. No 

change in latency is seen for MLP in case of 1 and 3 faults, because the faults that were 

introduced are not part of the current working rings.  

LSN Latency 

The Link Status Notification (LSN) latency metric reflects the time taken for the link status 

notification packets to convey an instance of fault to the entire network. This measure is purely 

dependent on the location of the fault and also the current status of the network, because if there 

are many faults in the network it takes a long time for the entire network to propagate messages 

about a fault. Even so, the LSN latency should not be too high, as this will cause packets to be 

routed based on the previous entries in the routing table and eventually being dropped. The 

special broadcast nature of the LSN packets ensure that the information is conveyed to the entire 

network with low latency, even in the presence of distributed faults.  
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Figure 6-11 shows the resulting latency for an instant in which the fiber link between node 

11 and 12 is down. Each bar shows the time taken by the different controllers in the network to 

find out about the event. We note that Controller 12 has zero latency, since it is the node that 

identifies the fault and is the source of the broadcast LSN packet. From observation, controller 

41 is the last to receive the LSN update in this case and this is because of its relative position in 

the network. From a series of different experimental scenarios with different number of faults, 

the maximum LSN latency is observed to be 4480ns, which is a reasonable value, given the 

parameters for the network. 

 

Figure 6-11. The LSN latency for a link failure between controller 11 and 12 

Dropped Packet Ratio 

Dropped packet ratio gives a precise estimate of the number of packets dropped when 

compared to the transmitted packets. There is always a possibility of packets that are in transit to 

be dropped when a fault occurs in a working ring for MLP traffic. For the best case Scenario 1, 

i.e., distributed faults, the dropped packets are shown in Figure 6-12. The first 8 faults only cause 

packets to be switched from the 8 faulty rings to the redundant opposite direction working rings, 
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so the number of packets dropped is very low. This could be observed as a flat line in Figure 6-

12. After these 8 faults, any fault in the network causes the MLP packets to either use the FWD 

route or be dropped due to isolated destinations. This affects the dropped packet ratio, as Figure 

6-12 shows that it increases dramatically after the first 8 faults.  

The worst case Scenario 2 models localized faults or controller faults. Here the controller’s 

output ports are subjected to fault in an orderly way, starting with the east port and continuous in 

the clockwise direction. Some flat portions appear in the graph because of the way that the faults 

are introduced. If no ring switching is required, no extra packets are dropped. Eventually after 16 

faults the situation becomes the same for both scenarios with a high packet drop ratio of nearly 

0.58. Another important result here is that, the network sustains 3 faults for the MLP traffic with 

a negligible dropped packet ratio. 

 

Figure 6-12. Fault tolerance in terms of dropped packet ratio vs number of faults 

Network Throughput 

The network’s throughput is analyzed for both scenarios in the presence of faults and 

presented in Figure 6-13. The distributed best case Scenario 1 maintains the network throughput 



 

110 

until the eighth fault, and then degrades dramatically. In Scenario 2, the faults are localized 

around each of four controllers. Thus, the throughput falls right after the first controller’s 

isolation of four faults. After 16 faults, both scenarios have almost similar network throughput.  

 

 

Figure 6-13. Fault tolerance in terms of network throughput vs number of faults 

The XYTARP Architecture Access Network Fault Tolerance Simulation Analysis and 
Results 

Efficient fault models were created to test the backbone networks reliability and fault 

tolerance properties. Now with the addition of second tier architecture and its own fault tolerance 

properties the network is expected to perform well in faulty scenarios. So far only link failures 

were modeled in the backbone network, and now with the addition of the access network the 

potential controller failure and also a fiber link failure can be modeled. From an access networks 

point of view, a controller fault is modeled in Artifex by breaking all the fiber links around the 

controller both in the star topology and also the backbone torus. To overcome a faulty controller 
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scenario, the nodes start forwarding the packets via the second tier outlet nodes to the 

neighboring controller and then routed through the backbone network. 

An experimental scenario is created to test the second tier fault tolerance properties. In 

order to test the HP traffic re-routing due to faults, let’s just monitor a particular source-

destination pair of sub-system and analyze the effects of fault tolerance using metrics like 

average packet latency and network throughput. Equal traffic load of high, medium and low 

priority is assigned to each node but let’s just focus on the high priority traffic from cockpit to 

wing 1. Simulation is performed with varying traffic loads from 1Mbps to 35Mbps at each node. 

Two separate simulations are performed; one to test the normal performance in the absence of 

faults and compare with another case with faults introduced. 

 

Figure 6-14. Second tier HP fault tolerance test using average packet latency metric (cockpit – 
wing 1 subsystem) 

The second tier HP traffic fault tolerance is first evaluated using the average packet latency 

metric in the proposed experimental setup and is illustrated in Figure 6-14. When there are no 
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network faults and that too at the simulated offered load rates, the HP traffic with the help of 

their dedicated lightpaths reach the destination in no time. And so the latency graph for the no 

fault case is flat in profile. Since high-priority packets have to go through first-tier medium/low 

structure and extra second-tier outlet-outlet/TDM based ring structure, the latency after Wing1 

controller fails is always much larger than that without Wing1 controller failure. However, after 

offered load from each node reaches 10 Mbps, the average latency for controller failure case 

starts rising linearly. As the offered load from each node increases, due to a faulty controller the 

nearby neighboring controllers are receiving extra traffic and as these controllers capacity limits 

are reached, packets queueing time increases. This is the reason for the shoot up in the average 

packet latency value. 

 

Figure 6-15. Second tier HP fault tolerance test using network throughput metric (cockpit – wing 
1 subsystem) 

The comparison of the two scenarios is tested with respect to throughput metric and is 

illustrated in Figure 6-15. It is observed that as the offered load from the node increases the 
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throughput for both the scenarios keep on increasing linearly until a certain point. After this point 

also the no-fault scenarios throughput is still seen to be increasing whereas the faulty scenario 

reaches a saturation throughput value. This is mainly attributed to the fact that the neighboring 

controllers also reach their transmission capacity and the packets would take a long time to be 

delivered in such a case. The second-tier capacity for tolerance of controller failure under current 

design is around 0.35 Gbps for a specific high-priority source-destination pair, while the 

throughput for corresponding source-destination in case of no controller failure keeps increasing 

after saturation point in case of failure. 

Summary 

Thus the proposed architecture and the access control protocols are tested for the required 

performance levels using multiple simulation scenarios. A comparative analysis of the two 

proposed backbone access control protocols is done and the broadcast and select protocol 

outplayed the OTDM protocol due to proven reasons. The XYTARP architecture is proved to 

sustain the first two faults with no change in the performance and the third fault is handled 

gracefully. Depending on the type and location of fault, the network has proved its ability to 

handle multiple faults and provide the required QoS. 
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CHAPTER 7 
SUMMARY AND CONCLUSION 

Optical networking is expected to play a significant role in improving performance and 

reliability in future civil and military avionics systems. As a part of the STTR project we began 

with analysis of the generic requirements for a future avionics WDM LAN based systems and 

have done an extensive research in terms of choosing an optimal candidate architecture for the 

current application. The proposed XYTARP architecture for WDM LANs is a scalable, and a 

more reliable optoelectronic architecture that is designed for use in the hostile aerospace 

environment. Various avionics sub-systems with varied traffic requirements motivate the idea of 

prioritization of traffic in the network and efficient wavelength allocation schemes and routing 

protocols have been proposed. A number of operation modes intended for different classes of 

traffic have been considered and the network is expected to support a variety of standardized 

protocols.  

The fault tolerant algorithm is proposed with the idea that it should not affect the 

performance in the absence of faults and show very little degradation in the presence of faults. 

The proposed architecture allows the network to meet a three-fault tolerance. The high priority 

packets can sustain three distributed faults in its dedicated lightpaths without any packets being 

dropped and with the least possible latency. The fault tolerance for medium and low priority 

packets is observed to be dependent on the location and the time of occurrence of fault, but 

performance does not significantly degrade until a handful of faults have occurred. However, to 

achieve such levels of reliability and fault tolerance, the network architecture involves some 

redundant optical fibers and optical components.  

The design of a novel and an appropriate architecture for the avionic applications was one 

of the major contributions from this thesis work. The mesh torus architecture has bridged the 
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needs of the current application with its scalability, redundancy and its ability to support fault 

tolerance. The mesh like nature of the torus proposed provides each controller with four 

neighbors and thereby paving way for easy and robust fault tolerant routing protocols. The 

second tier semi-torus architecture also supports the backbone architecture to tolerate faults 

effectively. 

Resource allocation and routing protocol design was another contribution as a part of this 

thesis. The circular wavelength assignment strategy suits the backbone architecture and improves 

the wavelength utilization in the network. The XYTARP accompanied with two robust routing 

protocols serves well for fault tolerance applications. The latency and throughput results stand as 

a proof of merit for the proposed architecture and the routing protocols. The packet latency is 

very low when compared to normal copper cables, and thus eases the use of the routing protocol 

for applications with audio and video streaming.  

The final but most pivotal contribution of this thesis work was the fault tolerance analysis 

of the XYTARP protocol. The fault tolerant routing permits the network to handle the first two 

faults without changes in terms of performance. The third fault was observed to be handled by 

the network with little performance degradation but without affecting the functionality of other 

neighboring communications. The proposed routing protocols and the architecture is highly 

reliable and was proved to tolerate more than three faults depending on the place of occurrence 

of the fault in the network.  
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