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The last mile broadband internet access is dominated by technologies like public 

switched telephone lines (PSTN), digital subscriber lines (DSL) and cable for residential 

and small office home office (SOHO) establishments.  With the arrival of 802.11 wireless 

networking, also called as wireless fidelity (WiFi) and Power Line Communication 

(PLC) a whole new generation of last mile broadband Internet access solutions has 

surfaced.  These technologies enable data and voice communication over the all-

pervasive power grid and the unlicensed radio spectrum enabling last mile broadband 

Internet services.  The advent of PLC and WiFi enables fast computer and peripheral 

device internetworking.  These are emerging networking technologies that also have 

significant implications for smart environments. 

PLC features a new paradigm of “no new wires” for internetworking, using the 

existing electrical wiring already delivering requisite electrical power to the premises 

while WiFi provides an alternative ‘no-wires’ networking paradigm.  My study 

determined the key attributes of PLC and WiFi technologies that can be instrumental in 
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an implementation of a robust and secure broadband Internet infrastructure with 

Authentication Authorization and Accounting (AAA) mechanism. My study also tested a 

secure WiFi broadband Internet deployment based on the 802.1x port based 

authentication protocol and RADIUS server that can be used to provide secure mobile 

Internet services at WiFi hot spots.  My study also explained EAP over RADIUS and 

EAP/TLS protocols and tested a complete AAA system incorporating certificate-based 

authentication scheme.  I outlined a PLC based Secure Broadband Internet deployment 

scheme and presented a proof of concept along with a feasibility study. 
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CHAPTER 1 
INTRODUCTION 

Power Line Communication (PLC) technology has the potential to convert the most 

pervasive infrastructure (power line grids) into a backbone to offer broadband internet 

service to every household and office.  With over 18 million miles of power lines laid out 

in the US alone, the electrical grid encompasses almost the entire world.  Offering 

broadband internet access through the power line not only opens a new business 

opportunity but also unveils a whole new view of the connected world.  Developing and 

third-world countries that lack the infrastructure to support current broadband internet 

(DSL, Cable, etc.) can benefit from their existing power grid, and can offer broadband 

internet service even in the most remote places.  Coupled with IP telephony, PLC 

networks can bring the world closer than before.  Such is the socio-economic potential of 

PLC technology. 

PLC is an emerging networking technology with significant implications for smart 

environments.  PLC features a new paradigm of “no new wires” for internetworking, 

using the existing electrical wiring that already delivers requisite electrical power.  PLC 

technology, though nascent currently, is maturing rapidly and proving to be the most 

promising last-mile alternative for broadband internet access.  As with all public 

deployment of shared-medium internet services, Broadband PLC lacks a robust 

mechanism for providing security. 

WiFi is another candidate for broadband Internet services because of its ease of 

operation and deployment. WiFi offers an Ethernet class wireless local area network 
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(LAN) with data rates up to 11 mbps (802.11b) and 54 mbps (802.11a and g)  using the 

802.11 wireless networking standard.  New protocols for metropolitan area networking 

(MAN) are being developed by the IEEE 802.15 group targeted towards scalable wireless 

networking services in a larger metropolitan area.  Together with cellular wireless 

networking technologies like universal mobile telecommunication systems (UMTS) and 

wideband code division multiplexing (WCDMA), that offer the popular 3rd generation 

voice and data services or 3G services to their subscribers on a licensed spectrum, 

wireless Internet market is poised to take off.  Cellular technology provides seamless 

roaming and excellent outdoor wireless data services, but does not provide good indoor 

data service because of the wireless channel characteristics.  The unlicensed 802.11 

Wireless LAN (WLAN) technology provides excellent indoor wireless data services but 

has an inherent restriction of limited coverage area.  These technologies definitely 

complement each other, and hence a cross-layer integration of these technologies will 

provide an excellent wireless experience to the subscriber.  Even though this cross layer 

integration sounds promising, it has hurdles.  The regulatory bodies and the industrial 

conglomerates that support these technologies differ and currently do not support 

seamless co-existence of the two technologies.   

The wireless channel is an open channel, where transmission of data from any 

wireless terminal can be readily interpreted.  This poses a threat to the security and 

integrity of transmitted data. The PLC channel is similar to the wireless channel in the 

sense that data is transmitted on a shared medium (namely the electrical lines that deliver 

power to every household).  This channel can be tapped from any electrical outlet that is 

enabled for Internet use.  Checking rogue access to the network resources requires 
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adequate and secure authentication, authorization and accounting (AAA) mechanisms.  In 

PLC and WiFi based networks this potential security breach poses a major hurdle in 

deploying these technologies to offer public internet access, often because of a 

nonexistent or weak AAA mechanism.   

 The most common WiFi networking equipment comes with a mechanism for data 

security using a global key to encrypt the transmitted data; this feature is called wired 

equivalent privacy (WEP).  It is a symmetric key that must be shared with all the stations 

for data encryption.  With WEP activated, absence of a data encryption key disallows 

association between two communicating peers.  In a public deployment, WEP often fails 

because of a paradox - the WEP key becomes a secret that is known to all.  Such 

deficiencies in security mechanisms pose new challenges in developing a secure and 

robust mechanism for data integrity that is also scalable.  PLC has a similar deficiency - 

the HomePlug 1.0 protocol has a DES key that encrypts the payload of the HomePlug 

protocol data unit (PDU), and this encryption logically separates the entire PLC network 

into logical sub-networks that share the same key. Sharing again poses a paradox, since 

for public deployment this shared key has to be known so as to limit logical 

fragmentation of the network.  Using a new key for every user renders the HomePlug 

peers incommunicable.  The work in this thesis is directed towards investigating a new 

mechanism to provide AAA mechanism in a hybrid PLC – WiFi last mile broadband 

internet deployment.   

My study tested a novel mechanism to provide AAA for PLC–WiFi is presented to 

enable the monitoring and prevention of rogue network access by a means of validating 

authentic users.  Chapter 2 introduces concepts and terminology in wireless networks 
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(especially the IEEE 802.11 networks and the HomePlug 1.0 protocol which is used for 

interconnecting the various devices in a PLC LAN).  Chapter 3 discusses various security 

aspects in PLC and WiFi networks and introduces the IEEE 802.1x port based access 

control protocol.  An in-depth discussion of the Remote Authentication Dial In User 

Services (RADIUS) protocol and its associated security architecture viz. Extensible 

Authentication Protocol (EAP) over RADIUS using 802.1x is given in Chapter 4.  

Chapter 5 introduces the PLC–WiFi authentication scheme and also introduces a robust 

secure socket layer (SSL) certificate based implementation of a RADIUS server for AAA 

of a PLC–WiFi network.  Chapter 6 gives a summary and suggests future work in this 

area 
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CHAPTER 2 
BACKGROUND 

Wireless LAN Technology Overview 

High-speed wireless LANs can provide the benefits of network connectivity 

without the restrictions of numerous wires.  Wireless connections can extend or replace a 

wired infrastructure in situations where it is costly or prohibitive to lay cables.  

Temporary installations represent one example of when a wireless network might make 

sense or is even required.  Some types of buildings like historic heritage buildings may 

prohibit the laying of new wiring, making wireless networking an important alternative.  

And of course the "no new wires" phenomenon involving wireless, along with PLC 

networking has become a major catalyst for home networking and alternative broadband 

internet. 

The increasingly mobile user becomes a clear candidate for a wireless LAN.  From 

the end user’s perspective, access to wireless networks can be achieved using laptop 

computers and wireless network interface cards.  This enables the user to connect to a 

network even when he is mobile.  Access to the Internet could be made available through 

public deployment of wireless "hot spots".  Airports, restaurants, rail stations, and 

popular areas in cities can be provisioned to provide this service.  Public deployment of 

last mile Internet access services can also be extended through the WLAN by using the 

requisite security before deployment.  Limited access could be provided to the user 

through the local wireless network, provided that the network is intelligent enough to 

recognize the user and create a connection that is restricted.   
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In all these scenarios, it is worth highlighting that today's standards-based wireless 

LANs operate at high speeds – the same speeds that were considered state-of-the-art for 

wired networks just a few years ago.  The access speed that the user has access to is 

typically more than 11 mbps or about 30 to 100 times faster than standard dial up 

technologies, one of the most dominant last mile Internet access technologies.  next is a 

brief description of the terminologies used in WLAN(Figure 2-1).  

 

Figure 2-1 WLAN components 

Wireless Clients (Station) 

A station (STA) is a computing device that is equipped with a wireless LAN 

network adapter.  A personal computer equipped with a wireless LAN network adapter is 

known as a wireless client.  Wireless clients can communicate directly with each other or 

through a wireless access point. 

Wireless Access Point 

A wireless access point (AP) is a networking device equipped with a wireless LAN 

network adapter that acts as a bridge between STAs and a traditional wired network.  An 

access point contains at least one interface that connects the AP to an existing wired 

network (such as an Ethernet backbone), a radio equipment with which it creates wireless 

connections with wireless clients, and IEEE 802.1D bridging software, so that it can act 
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as a transparent bridge between wireless and wired Data Link layers.  The wireless AP is 

similar to a cellular phone network’s base station: wireless clients communicate with the 

wired network and other wireless clients through the wireless AP.  Wireless APs are not 

mobile and act as peripheral bridge devices to extend a wired network. 

Ports (Wireless Logical Connection) 

A port is a channel of a device that can support a single point-to-point connection.  

For IEEE 802.11b, a port is an association, a logical entity over which a single wireless 

connection is made.  A typical wireless client with a single wireless LAN network 

adapter has a single port and can support only a single wireless connection.  A typical 

wireless AP has multiple ports and can support multiple simultaneous wireless 

connections. 

The logical connection between a port on the wireless client and the port on a 

wireless AP is a point-to-point bridged LAN segment, similar to an Ethernet-based 

network client connected to an Ethernet switch.  All frames sent from a wireless client, 

whether unicast, multicast, or broadcast, are sent on the point-to-point LAN segment 

between the wireless client and the wireless AP.  For frames sent by the wireless AP to 

wireless clients, unicast frames are sent on the point-to-point LAN segment and multicast 

and broadcast frames are sent to all connected wireless clients at the same time.   

IEEE 802.11  

In 1997, the IEEE adopted IEEE Std.  802.11-1997, the first wireless LAN 

(WLAN) standard.  This standard defines the media access control (MAC) and physical 

(PHY) layers for a LAN with wireless connectivity.  It addresses local area networking 

where the connected devices communicate over the air to other devices that are within 

close proximity to each other.  This standard provides an overview of the 802.11 
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architecture and the different topologies incorporated to accommodate the unique 

characteristics of the IEEE 802.11 wireless LAN standard.  The standard is similar in 

most respects to the IEEE 802.3 Ethernet standard.  Specifically, the 802.11 standard 

addresses: 

• Functions required for an 802.11 compliant device to operate either in a peer-to-
peer fashion or integrated with an existing wired LAN  

• Operation of the 802.11 device within possibly overlapping 802.11 wireless LANs 
and the mobility of this device between multiple wireless LANs  

• MAC level access control and data delivery services to support upper layers of the 
802.11 network  

• Several physical layer signaling techniques and interfaces  

• Privacy and security of user data being transferred over the wireless media  

 

Figure 2-2 IEEE 802.11 mapped to OSI standards 

There are a number of characteristics that are unique to the wireless environment 

(as compared to a wired LAN) that the 802.11 standard must take into consideration.  The 

physical characteristics of a wireless LAN introduce range limitations and unreliable 

media, dynamic topologies where stations move about, interference from outside sources, 

and lack of ability for every device to “hear” every other device within the LAN.  These 

limitations force the WLAN standard to create fundamental definitions for short-range 

LANs made up of components that are within close proximity to each other.  Larger 
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geographic coverage is handled by building larger LANs from the smaller fundamental 

building blocks or by integrating the smaller WLANs with an existing wired network. 

IEEE 802.11 PHY Layer 

At the physical layer, IEEE 802.11 defines both direct sequence spread spectrum 

(DSSS) and frequency hopping spread spectrum (FHSS) transmissions.  The original bit 

rates for IEEE 802.11 was 2 and 1 megabits per second (Mbps) using the 2.45 gigahertz 

(GHz) Industrial, Scientific, and Medical (ISM) frequency band.  The maximum bit rate 

for IEEE 802.11b is 11 Mbps (using DSSS).  The maximum bit rate for IEEE 802.11a is 

54 Mbps using orthogonal frequency-division multiplexing (OFDM) (explained later) 

and the 5.8 gigahertz (GHz) frequency band.   

IEEE 802.11 MAC Sublayer 

At the MAC sublayer, IEEE 802.11 uses the carrier sense multiple access with 

collision avoidance (CSMA/CA) media access control (MAC) protocol, which works in 

the following way:  

A wireless station with a frame to transmit first listens on the wireless channel to 

determine if another station is currently transmitting (carrier sense).  If the medium is 

being used, the wireless station calculates a random backoff delay.  Only after the random 

backoff delay can the wireless station again listen for a transmitting station.  By 

instituting a random backoff delay, multiple stations that are waiting to transmit do not 

end up trying to transmit at the same time (collision avoidance). 

The CSMA/CA scheme does not ensure that a collision never takes place and it is 

difficult for a transmitting node to detect that a collision is occurring.  Additionally, 

depending on the placement of the wireless AP and the wireless clients, a radio frequency 
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(RF) barrier can prevent a wireless client from sensing that another wireless node is 

transmitting.  This is known as the hidden station problem. 

To provide better detection of collisions and a solution to the hidden station 

problem, IEEE 802.11 also defines the use of an acknowledgment (ACK) frame to 

indicate that a wireless frame was successfully received and the use of Request to Send 

(RTS) and Clear to Send (CTS) messages.  When a station wants to transmit a frame, it 

sends an RTS message indicating the amount of time it needs to send the frame.  The 

wireless AP sends a CTS message to all stations, granting permission to the requesting 

station and informing all other stations that they are not allowed transmitting for the time 

reserved by the RTS message.  The exchange of RTS and CTS messages eliminates 

collisions due to hidden stations. 

Standard 802.11b 

The major enhancement to IEEE 802.11 by IEEE 802.11b is the standardization of 

the physical layer to support higher bit rates.  IEEE 802.11b supports two additional 

speeds, 5.5 Mbps and 11 Mbps, using the same 2.45 GHz frequency.  DSSS modulation 

scheme is used in order to provide the higher data rates.  The bit rate of 11 Mbps is 

achievable in ideal conditions.  In less-than-ideal conditions, the slower speeds of 5.5 

Mbps, 2 Mbps, and 1 Mbps are used. 

Standard 802.11a 

The latest standard, IEEE 802.11a, operates at a data transmission rate as high as 54 

Mbps and uses a radio frequency of 5.8 GHz.  Instead of DSSS, 802.11a uses OFDM.  

OFDM allows data to be transmitted by sub frequencies in parallel.  This provides greater 

resistance to interference and greater throughput.  This higher speed technology allows 

wireless LAN networking to perform better for video and conferencing applications.  
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Because they are not on the same frequencies as Bluetooth or microwave ovens, OFDM 

and IEEE 802.11a provide both a higher data rate and a cleaner signal.  The bit rate of 54 

Mbps is achievable in ideal conditions.  In less-than-ideal conditions, the slower speeds 

of 48 Mbps, 36 Mbps, 24 Mbps, 18 Mbps, 12 Mbps, and 6 Mbps are used. 

Standard 802.11g 

IEEE 802.11g, a relatively new standard, operates at a bit rate as high as 54 Mbps, 

but uses the S-Band ISM and OFDM.  802.11g is also backward-compatible with 

802.11b and can operate at the 802.11b bit rates and use DSSS.  802.11g wireless 

network adapters can connect to an 802.11b wireless AP, and 802.11b wireless network 

adapters can connect to an 802.11g wireless AP.  Thus, 802.11g provides a migration 

path for 802.11b networks to a frequency-compatible standard technology with a higher 

bit rate.  Existing 802.11b wireless network adapters cannot be upgraded to 802.11g by 

updating the firmware of the adapter—they must be replaced.  Unlike migrating from 

802.11b to 802.11a (in which all the network adapters in both the wireless clients and the 

wireless APs must be replaced at the same time), migrating from 802.11b to 802.11g can 

be done incrementally.   

Like 802.11a, 802.11g uses 54 Mbps in ideal conditions and the slower speeds of 

48 Mbps, 36 Mbps, 24 Mbps, 18 Mbps, 12 Mbps, and 6 Mbps in less-than-ideal 

conditions 

IEEE 802.11 Topologies 

Independent basic service set (IBSS) 

The most basic wireless LAN topology is a set of stations which have recognized 

each other and are connected via the wireless media in a peer-to-peer fashion.  This form 

of network topology is referred to as an Independent Basic Service Set (IBSS) or an Ad-
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hoc network.  In an IBSS, the mobile stations communicate directly with each other.  

Every mobile station may not be able to communicate with every other station due to the 

range limitations.  There are no relay functions in an IBSS therefore all stations need to 

be within range of each other and communicate directly 

 

Figure 2-3 Independent Basic Service Set (IBSS) 

Infrastructure Basic Service Set (BSS) 

Figure 2-4 shows that an Infrastructure Basic Service Set is a BSS with a 

component called an Access Point (AP).  The access point provides a local relay function 

for the BSS.  All stations in the BSS communicate with the access point and no longer 

communicate directly.  All frames are relayed between stations by the access point.  This 

local relay function effectively doubles the range of the IBSS.   The access point may 

also provide connection to a distribution system. 

Distribution System (DS) 

DS is the means by which an access point communicates with another access point 

to exchange frames for stations in their respective BSSs, forward frames to follow mobile 

stations as they move from one BSS to another, and exchange frames with a wired 

network.  As IEEE 802.11 describes it, the distribution system is not necessarily a 

network nor does the standard place any restrictions on how the distribution system is 
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implemented, only on the services it must provide.  Thus the distribution system may be a 

wired network like 803.2 or a special purpose box that interconnects the access points 

and provides the required distribution services.   

 

Figure 2-4 Infrastructure Basic Service Set (BSS) 

Extended Service Set (ESS) 

 IEEE 802.11 extends the range of mobility to an arbitrary range through the ESS.  

An extended service set is a set of infrastructure BSS’s, where the access points 

communicate amongst themselves to forward traffic from one BSS to another to facilitate 

movement of stations between BSS’s.   

The access point performs this communication through the distribution system.  

The distribution system is the backbone of the wireless LAN and may be constructed of 

either a wired LAN or wireless network.  Typically the distribution system is a thin layer 

in each access point that determines the destination for traffic received from a BSS.  The 

distribution system determines if traffic should be relayed back to a destination in the 

same BSS, forwarded on the distribution system to another access point, or sent into the 

wired network to a destination not in the extended service set.  Communications received 

by an access point from the distribution system are transmitted to the BSS to be received 
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by the destination mobile station.  Network equipment outside of the extended service set 

views the ESS and all of its mobile stations as a single MAC-layer network where all 

stations are physically stationary.  Thus, the ESS hides the mobility of the mobile stations 

from everything outside the ESS.  This level of indirection provided by the 802.11 

architecture allows existing network protocols that have no concept of mobility to operate 

correctly with a wireless LAN where there is mobility. 

 

 

Figure 2-5 Extended Service Set (ESS) 

IEEE 802.11 Distribution Services 

Distribution services provide functionality across a distribution system.  Typically, 

access points provide distribution services.  The five distribution services and functions 

detailed below include: association, disassociation, re-association, distribution, and 

integration. 
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Association 

The association service is used to make a logical connection between a mobile 

station and an access point.  Each station must become associated with an access point 

before it is allowed to send data through the access point onto the distribution system.  

The connection is necessary in order for the distribution system to know where and how 

to deliver data to the mobile station.  The mobile station invokes the association service 

once and only once, typically when the station enters the BSS.  Each station can associate 

with one access point, though an access point can associate with multiple stations. 

Disassociation 

The disassociation service is used either to force a mobile station to eliminate an 

association with an access point or for a mobile station to inform an access point that it 

no longer requires the services of the distribution system.  When a station becomes 

disassociated, it must begin a new association to communicate with an access point again.  

An access point may force a station or stations to disassociate because of resource 

restraints, the access point is shutting down or being removed from the network for a 

variety of reasons.  When a mobile station is aware that it will no longer require the 

services of an access point, it may invoke the disassociation service to notify the access 

point that the logical connection to the services of the access point from this mobile 

station is no longer required.  Stations should disassociate when they leave a network, 

though there is nothing in the architecture to assure this happens.  Disassociation is a 

notification and can be invoked by either associated party.  Neither party can refuse 

termination of the association. 
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Re-association 

Re-Association enables a station to change its current association with an access 

point.  The re-association service is similar to the association service, with the exception 

that it includes information about the access point with which a mobile station has been 

previously associated.  A mobile station will use the re-association service repeatedly as 

it moves through out the ESS, loses contact with the access point with which it is 

associated, and needs to become associated with a new access point.  By using the re-

association service, a mobile station provides information to the access point to which it 

will be associated and information pertaining to the access point from which it will be 

disassociated.  This allows the newly associated access point to contact the previously 

associated access point to obtain frames that may be waiting there for delivery to the 

mobile station as well as other information that may be relevant to the new association.  

The mobile station always initiates re-association.  Re-association with a different 

wireless AP can occur for many different reasons.  The signal can weaken because the 

wireless client moves away from the wireless AP or the wireless AP becomes congested 

with too much other traffic or interference.  The wireless client, by switching to another 

wireless AP, can distribute the load over other wireless APs, increasing the performance 

for other wireless clients.  By placing wireless APs so that their coverage areas overlap 

slightly but their channels do not, wireless connectivity for large areas can be achieved.  

As a wireless client moves its physical location, it can associate and re-associate from 

one wireless AP to another, maintaining a continuous connection during physical 

relocation.  If the coverage areas of the wireless APs within an ESS overlap, then a 

wireless client can roam, or move from one location (with a wireless AP) to another (with 

a different wireless AP), while maintaining network layer connectivity.  For example, for 
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TCP/IP, a wireless client is assigned an IP address when it connects to the first wireless 

AP.  When the wireless client roams within the ESS, it creates wireless connections with 

other wireless APs but keeps the same IP address because all the wireless APs are on the 

same logical subnet. 

Distribution 

Distribution is the primary service used by an 802.11 station.  A station uses the 

distribution service every time it sends MAC frames across the distribution system.  The 

distribution service provides the distribution with only enough information to determine 

the proper destination BSS for the MAC frame.  The three association services 

(association, re-association, and disassociation) provide the necessary information for the 

distribution service to operate.  Distribution within the distribution system does not 

necessarily involve any additional features outside of the association services, though a 

station must be associated with an access point for the distribution service to forward 

frames properly. 

Integration 

The integration service connects the 802.11 WLAN to other LANs, including one 

or more wired LANs or 802.11 WLANs.  A portal performs the integration service.  The 

portal is an abstract architectural concept that typically resides in an access point though 

it could entirely be part of a separate network component.  The integration service 

translates 802.11 frames to frames that may traverse another network, and vice versa as 

well as translates frames from other networks to frames that may be delivered by an 

802.11 WLAN. 
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Overview of PLC Technology 

Power line communications involves the use of a power supply grid for 

communication purposes.  The power line network has a very extensive infrastructure 

providing connection pathways to and within nearly every building or other environment 

used by modern man.  Because of this fact, the use of this network for the transmission of 

information signals in addition to its traditional role as a power supply grid has 

tremendous applications.  However, the power line wiring was designed for transmission 

of electrical power, nominally in the 50-60 Hz range and at most at about 400 Hz, and 

thus the use of this medium for data transmission at high frequencies presents some 

technically challenging problems.  Furthermore, the power line is one of the most 

electrically contaminated environments, which makes reliable data communication over 

this medium extremely difficult.  Moreover, the legal restrictions imposed on the use of 

various frequency bands in the power line spectrum limit the achievable data rates. 

Power lines connect the power generation station to a variety of customers 

dispersed over a wide region.  Power transmission is done using varying voltage levels 

and widely differing power line cables.  Power line cable characteristics and the number 

of crossovers and interconnections play an important role in determining the kind of 

communication technology that needs to be used to effect a viable communication 

system.   

From a purely electrical power distribution perspective, the electrical current in the 

power line network is kept as low as possible, because the losses are directly proportional 

to the square of current.  As the losses in the grid are also proportional to distance, ‘high’ 

voltages are used for long distance transmission, ‘medium’ voltages are used for 

intermediate distances, and ‘low’ voltages are used for transmissions over short distances 
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and within the target building or environment.  This creates a set of hierarchical voltage 

levels in the distribution grids.  Based on the voltage levels at which they transfer power, 

power lines can be categorized as follows. 
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4.  Customer premise electrical wires: These electrical wires are connected to the 

Low-Voltage distribution transformer and run throughout the house to every electric 

outlet present.   The voltage level on these wires is 110 or 220 V, and the customer 

premise may have single or multiple phases. 

HV lines represent excellent carriers for radio frequency (RF) communications 

signals as they feature open wires with very few crossovers over quite long distances.  An 

RF transmission power of about 10 watts is often sufficient to cover distances of more 

than 500 kilometers.  Around the year 1922, the first carrier frequency system (CFS) 

communication system began to operate on high-tension lines in the frequency range of 

15-1500 KHz.  As in the past, the main purpose of such CFS communication systems is 

to maintain the operability of the power supply, providing monitoring and control 

functions. 

MV and LV lines are characterized by a large number of cross connections and 

different conductor types (e.g,  open wire and cable).  Long distance RF signal 

propagation is extremely poor in such an environment primarily due to the high 

attenuation and impedance mismatch.  Around the year 1930, ripple carrier signaling 

(RCS) began to be used to provide communication signals over MV and LV lines.  RCS 

used the frequency range below 3 KHz down to 125 Hz with the amplitude shift keying 

(ASK) modulation technique to achieve a data rate of the order of a few bits per second.  

Load management and automatic reconfiguration of power distribution networks were 

among the most important tasks performed by RCS. 

Regulatory Constraints for PLC 

In the past, utility companies used power line communications to maintain the 

power grid.  The utility companies regarded the power distribution wiring as a "natural" 
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medium for their relatively low data rate communication needs but, high data rate 

communications over low-tension lines is now a reality.  This development has been 

fueled by the explosive growth of the Internet, advances in digital signal processing, 

powerful error correction coding techniques and Very Large Scale Integration (VLSI) of 

electronic hardware. 

Frequencies used by these PLC devices are restricted by the limitations imposed by 

the regulatory agencies.  The Federal Communications Commission (FCC) and the 

European Committee for Electro technical Standardization (CENELEC) govern 

regulatory rules in North America and Europe respectively. 

In North America the frequency band from 0 to 500 KHz and a part of 2 to 30 MHz 

unlicensed spectrum is used for power line communications.  However the regulatory 

rules in Europe are more stringent.  The spectrum is divided into five bands based on the 

regulations.  They are: 

1.      Frequency Band from 3 to 9 KHz: The use of this frequency band is limited to 
energy providers; however, with approval it may also be used by other parties 
inside their customers’ premises. 

2.      Frequency Band from 9 to 95 KHz: The use of this frequency band is limited to 
the energy providers and their concession-holders.  This frequency band is often 
referred as the "A-Band". 

3.      Frequency Band from 95 to 125 KHz: The use of this frequency band is limited 
to the energy provider’s customers; no access protocol is defined for this frequency 
band.  This frequency band is often referred as the "B-Band". 

4.      Frequency Band from 125 to 140 KHz: The use of this frequency band is limited 
to the energy provider’s customers; in order to make simultaneous operation of 
several systems within this frequency band possible, a carrier sense multiple access 
protocol using a center frequency of 132.5 KHz was defined.  This frequency band 
is often referred to as the "C-Band". 

5.      Frequency Band from 140 to 148.5 KHz: The use of this frequency band is 
limited to the energy provider’s customers; no access-protocol is defined for this 
frequency band.  This frequency band is often referred to as the "D-Band". 
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6.      Frequency Band from 2 to 30 MHz: Efforts are going on in Europe, through 
CELNEC, to develop a new standard for electro magnetic compatibility for PLC 
systems in this frequency band.  This is the unlicensed spectrum in FCC 
regulations.  HomePlug 1.0 protocol operates in this frequency band.   

Apart from band allocation, regulatory bodies also impose limits on the radiation 

emitted by these devices.  These reflect as restrictions on the transmitted power in each of 

these frequency bands.  Further reading on regulatory constraints for PLC can be 

obtained [1].

Power Line Channel Characteristics 

Power lines were originally devised for transmission of power at 50-60 Hz and at 

most 400 Hz.  At high frequencies the power line is very hostile to signal propagation.  

Figure 2-7 gives a brief overview of PLC channel characteristics [2]. 

Attenuation in the PLC channel 

 

Figure 2-7 Attenuation in PLC channel 

High frequency signals can be injected on to the power line by using an 

appropriately designed high pass filter.  Maximum signal power is received only when 

the impedance of the transmitter, power line and the receiver match.  Dedicated 

communication channels like Ethernet have known impedance, and thus impedance 

matching is not a problem.  However, power line networks are usually made of a variety 
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of conductor types and cross sections joined randomly, and therefore a wide variety of 

characteristic impedances are encountered in the network.  Further, the network terminal 

impedance tends to vary both with communication signal frequencies and with time 

depending upon the consumer premises load pattern.  This impedance mismatch results in 

a multi-path effect resulting in deep notches caused by destructive interferences at certain 

frequencies.  In a typical home environment the attenuation on the power line is between 

20dB to 60dB and depends heavily on load.  Figure 2-7 [2] shows the attenuation 

characteristics of a sample PLC channel.  Note the deep notches at 11, 13.5, 15 MHz that 

are created by the multipath effect. 

Noise in the PLC channel 

The major sources of noise on the PLC channel are electrical appliances, which 

utilize the 60Hz (North America) or 50 Hz (Europe) electric supply and generate noise 

components which extend well into the high frequency spectrum as harmonics of the line 

frequency.  Apart from these, induced radio frequency signals from broadcast, 

commercial, military, citizen band and amateur stations severely impair certain frequency 

bands on PLC channel.  Electric appliances can be divided into three categories based on 

the nature of noise they produce in the high frequency bands.  Single impulsive noise is a 

kind of noise produced when electric switches are turned on or off.  Periodic impulsive 

noise, the most common impulse noise, is generated by such sources as triac-controlled 

light dimmers. These devices introduce noise as they connect the lamp to the AC line 

part-way through each AC cycle.  These impulses occur at twice the AC line frequency as 

this process is repeated every ½ AC cycle.  Figure 2-8 [2] shows the periodic impulsive 

noise caused by a dimmer on a PLC channel.  Continuous impulsive noise is produced by 

a variety of series-wound AC motors.  Such motors are found in electrical appliances like 
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vacuum cleaners, drilling machines, electric shavers and most of the common kitchen 

appliances.  Commutator arching from these motors produces impulses at repetition rates 

in the range of several kHz.  Continuous impulsive noise is the most severe of all the 

noise sources.  Figure 2-9 shows the continuous impulsive noise created by a drill 

machine.  High bandwidth digital devices communicating on power line devices need to 

use powerful error correction coding along with appropriate modulation techniques to 

cope with these impairments. 

 

Figure 2-8 Sample of continuous impulsive noise created by electric drill 
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Figure 2-9 Sample of Periodic Impulsive noise Produced by a dimmer 

PLC Electromagnetic Compatibility 

The entire power line grid is developed for transmission of electrical power at the 

50 60 Hz range.  The use of these power lines for communications involves their use to 

transmit information modulated on carrier frequencies in the 9 KHz and 30 MHz range.   

The skin depth effect at these frequencies causes the power lines to radiate high 

frequency electromagnetic signals which make them leaky.  The placement of any 

wireless service near PLC systems is bound to be subjected to interference.  The 

interference is directly proportional to the transmission power and distance between the 

installation and the power line.  This calls for cautious designing of filters to prevent the 

leakage of high frequency signals.  The solution that integrates the 802.11b wireless 

networking protocol (WiFi) with PLC is a typical case where mitigating the interference 
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plays an important role before deploying the equipment.  In the following section we take 

a look at the Orthogonal Frequency Division Modulation (OFDM) scheme and its 

application on the PLC channel.   

OFDM Modulation 

The choice of modulation scheme depends on the nature of physical medium on 

which it has to operate.  A modulation scheme [3] for use on power line should have the 

following desirable properties: 

• Ability to overcome non-linear channel characteristics: The PLC channel has a very 
non-linear channel characteristic which requires very expensive and complex 
equalization schemes to attain data rates above 10 Mbps using single carrier 
modulation.  The modulation technique for use on the PLC channel should have the 
ability to overcome such non-linearity without the need of highly involved channel 
equalization. 

• Ability to cope with multi-path spread: Impedance mismatch on power lines results 
in an echo signal, causing a delay spread of the order of 1ms.  The modulation 
technique for use on the PLC channel should have the inherent ability to handle 
such delay spreads. 

• Ability to adjust dynamically: Power line channel characteristics change 
dynamically as the load on the power supply varies.  The modulation technique for 
use on power line should have the ability to track such changes without involving a 
large overhead or complexity. 

• Ability to mask certain frequencies: Power line communications equipment uses 
the unlicensed frequency band.  However, present and future regulatory rules limit 
radiation in some sub-bands or adjacent bands.  This makes it highly desirable to 
have a modulation technique that could selectively mask certain frequency bands.  
This property would help in the global compatibility and marketability of the PLC 
product.   

A modulation scheme that has all these desirable properties is OFDM.  OFDM is 

generally viewed as a collection of transmission techniques.  OFDM is currently used in 

European Digital Audio Broadcast (DAB) standards.  Several DAB systems proposed for 

North America are based on OFDM.  OFDM is also used in some variants of the 802.11x 

wireless networking protocol.  Following are some of the advantages of OFDM [4] 
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• Very good at mitigating the effects of time-dispersion 

• Very good at mitigating the effect of in-band narrowband interference 

• High bandwidth efficiency 

• Scalable to high data rates 

• Flexible and can be made adaptive; different modulation schemes for sub-carriers, 
bit loading, adaptable bandwidth/data rates possible 

• Excellent ICI performance 

• Channel equalization not required 

• Phase lock of the local oscillators not required  

For these reasons, successful PLC protocols such as the HomePlug 1.0 protocol use 

OFDM.  One of the main aspects in the design of OFDM transmission schemes is the 

selection of the number of carriers and the cyclic prefix length, whose values play an 

essential role in the bit error rate achieved by the system.  Their optimum values depend 

on the channel characteristics [2]. 

The HomePlug 1.0 Protocol Specifications 

Power line communication can be effectively used to achieve Ethernet class 

networking at the customers’ premise over the existing electrical wiring.  The electrical 

wiring is a very versatile networking backbone that has an outlet in every room.  Use of 

this existing wiring to establish an in-building network environment led to the 

introduction of the HomePlug 1.0 protocol in the American market.   

HomePlug 1.0 PHY and MAC 

In HomePlug 1.0, the reliability of data transmission over the all pervasive 

electrical wiring at the customer premise requires the mitigation of extremely 

unpredictable-natured noise.  To achieve an acceptable bit error rate, powerful forward 
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error correction (FEC) coding and decoding techniques, and automatic repeat request 

(ARQ) techniques along with OFDM with Cyclic Prefix (CP) were adopted in the PHY 

of the Media Access Control (MAC) of the HomePlug 1.0 protocol.    

The OFDM with CP used in HomePlug 1.0, essentially splits the available 

bandwidth into many small sub-carriers.  Unusable sub-carriers are masked out 

intelligently as mandated by the FCC (Part 15 Rules) and by channel conditions and the 

best possible modulation and coding methods are applied on the rest of the participating 

sub-carriers.  OFDM in HomePlug 1.0 operates in a frequency band of 4.49 – 20.7 MHz.  

This band is divided into 128 evenly spaced sub-carriers.  Out of these 128 carriers, 44 

sub-carriers are extremely noisy and hence they are permanently masked.  Besides these 

44 sub-carriers, 8 sub-carriers that fall within the usable band are permanently masked to 

avoid the interference caused to 40, 30, 20, and 17 meter ham radio bands.  This leaves a 

total of 76 tones to be used in the United States market.  The applied tone masks are 

reconfigurable so as to mask any frequency sub carrier.  This adaptive mapping feature 

ensures the compatibility in foreign markets like the European market.  Different tone 

maps can be framed for European market.  A more advanced technique called bit loading 

in OFDM with CP allows the use of a different modulation and coding scheme to each 

independent sub-carrier, and this can further improve the bit error rate.  At any given time 

the HomePlug 1.0 MAC PHY supports up to 139 distinct data rates, according to the 

number of usable carriers, modulation methods, and coding rate.  HomePlug 1.0 data rate 

can vary from 1Mbps to 14 Mbps dynamically [5].  This is possible as every HomePlug 

1.0 node performs channel estimation every 5 seconds to adapt to the optimum data rate.   
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Figure 2-10 Tone map and masked sub-carriers in HomePlug 1.0 

The HomePlug 1.0 MAC is a Carrier Sense Multiple Access / Collision Avoidance 

(CSMA/CA) protocol.  Ethernet (802.3) has a Carrier Sense Multiple Access / Collision 

Detect (CSMA/CD) protocol.  In CSMA/CD, all the nodes share the channel on a 

contention basis.  Whenever a collision occurs due to simultaneous transmission of data 

by two or more nodes, it is detected by the individual node transceivers.  Physical carrier 

sense (PCS) incorporated in the 802.3 PHY detects energy on the channel.  A collision is 

detected upon sensing more energy on the channel than that transmitted by the individual 

nodes.  Upon collision detection, each node exercises a binary exponential back-off 

algorithm by waiting a random amount of time before subsequent transmission.  

CSMA/CD relies heavily on PCS for detecting collisions and resolving contention issues.  

This is possible because of the clean Ethernet channel.  PCS alone is not reliable in the 

case of the HomePlug 1.0 MAC.  The noisy PLC channel limits the transceiver’s ability 

of differentiating the energy changes in the channel medium occurring due to actual 

collisions as opposed to channel fluctuations and noise events.  Hence, HomePlug 1.0 
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MAC incorporates the CSMA/CA protocol in which, rather than detecting collisions after 

they have occurred, collisions are deliberately avoided.  The HomePlug 1.0 PHY layer 

detects the preambles of the frame, and the MAC layer maintains a virtual carrier sense 

(VCS) timer.  Each frame is preceded by a contention period of short time slots.  If a 

station, using VCS, detects that no other node has started transmitting before, it will start 

transmitting, hence the name collision avoidance. 

HomePlug 1.0 [5] MAC involves the use of a frame control and a preamble as a 

delimiter.  A tone map is included in the start of frame and this is used by the receiver to 

decode the following frame.  Priority information used for contention resolution is 

included in the end of the frame delimiter. 

The response inter frame spacing (RIFS) delimiter facilitates the verification of the 

response to the currently transmitted frame.  As compared to 802.11 there is no short 

interframe spacing included in the HomePlug 1.0 MAC.  A frame control bit serves the 

propose of indicating the node’s desire to continue transmitting frames. 

In order to support QoS, four priority classes are provided by HomePlug 1.0 MAC, 

they are CA3, CA2, CA1 and CA0, listed in the descending order of priority.  

Appropriate assertion of bits in the PR0 and PR1 slots resolve priority based contention.  

If a higher priority assertion is made by a frame, all the nodes with priorities less than that 

priority class defer transmission.  At times when there is an assertion of the same priority 

class by two contending frames, the resolution is continued in the contention window.  

CSMA/CA has a priority dependent backoff window size.  The lower priority classes viz.  

CA0 and CA1 have a backoff schedule of 8-16-32-64 slots.   
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Figure 2-11 HomePlug 1.0 MAC frame structure. 

CA2 and CA3, the higher priority classes have an 8-16-16-32 backoff schedule.  

Collision results in the incrementing of the range of contention slots over which a 

transmission is started.  CIFS stands for Contention-window Inter-Frame spacing.  In this 

window the nodes with the same priority assertion contend for the channel by 

decrementing a counter in the contention window time slots.  Every node keeps track of 

the value of a counter.  Upon exhausting the counter, a node transmits a frame and resets 

its counter.  Other contending nodes whose counter has not yet exhausted continue 

decrementing the counter in the subsequent contention window.  This process is 

continued till each node gets its slot to transmit.  Higher priority assertion suspends this 

process and the frames with higher priorities are transmitted.  The theoretical maximum 

MAC throughput supported by HomePlug 1.0 with a payload of 1500 bytes is 8.08 Mb/s.  

The standard boasts a PHY data rate of 14 Mb/s.  A maximum practical MAC throughput 

of around 6 Mb/s was recorded during the extensive testing carried out in a home 

networking scenario by Yu-Ju Lin et  al.  [5]. 
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HomePlug 1.0 Operating Modes. 

The HomePlug 1.0 protocol supports a Protocol adaptation layer through which it 

interacts with different networking protocols viz.  USB, 802.3 etc, HomePlug 1.0 

supports Ethernet class local area network on a channel contention basis.  HomePlug 1.0 

supports all the topologies that IEEE 802.3 supports.  Unlike IEEE 802.11 which has an 

infrastructure mode, the HomePlug 1.0 protocol does not have a centralized authority, the 

access point that provides the function of a local relay; this makes the interconnection of 

HomePlug 1.0 based devices extremely simple at the cost of providing security.  Power 

lines are shared from the transformer to all of the residences served by the transformer, so 

it is possible for a residence to hear the PLC transmissions of a nearby residence.  It is 

therefore necessary to protect the privacy of users cryptographically, since installing low-

pass filters would to some extent negate the cost advantages of the technology.  To this 

end, nodes form logical networks (LNs) based on cryptographic isolation. 

 

Figure 2-12 Logical Networks (LN) in HomePlug 1.0 
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HomePlug 1.0 supports the feature of LNs on the basis of passwords that protect 

the data in a particular logical network. Only the stations that use a common shared 

password can communicate with each other.  Chapter 3 throws more light on the security 

aspect of the HomePlug 1.0 Protocol. 

Introduction to HomePlug AV 

A new protocol is being researched by the HomePlug alliance and the aim is to 

achieve data rates of about 100 Mb/s data rate for in-home power line networking.  

Such a high data rate is desired to facilitate the distribution of data and multimedia 

including high-definition (HDTV) and stereophonic audio over the PLC network.  

Rigorous measurements and analysis of the PLC channel demonstrates its ability to 

support such high data rates.  The HomePlug alliance has named this high speed standard 

‘HomePlug AV’ keeping in mind the Audio Video applications associated with it.  This 

new technology is at a stage where it poses a challenge to the conventional wired 

networking protocols such as 100 Mbps Ethernet and creates space for new hybrid power 

line/wireless networks for the future smart homes.  In-home entertainment networking 

will be revolutionized altogether by this nascent technology as well as by emerging 

solutions using wireless networks, tuned for AV applications.  HomePlug AV finds its 

strength in being simple, reliable, cost effective, and ‘plug and play’ in a literal sense. 

 

 



CHAPTER 3 
SECURITY STANDARDS OVERVIEW 

Introduction to Information security 

Information security involves the use of advanced security techniques to support 

the exchange of user identity, data and account information in a confidential manner. The 

requirements of information security have undergone major changes since the inception 

of information technology.  The main task of secure information exchange is protecting 

an entity from being compromised and thwart attacks by intruders.  The emergence of 

various networking technologies for data communication among computers led to a 

significant research initiatives in network security, particularly with respect to use of the 

public Internet.  This chapter describes first the various security techniques available in 

WiFi and PLC networks and also highlights the associated cryptography and key 

exchange techniques and then defines the problem of authentication.   

Any action that compromises data is a security attack.  Security attacks may be 

passive or active.  A passive attack results in loss of privacy of data while an active attack 

results in the loss, modification or even fabrication of data.  Figure 3-1 [6] 

describes the general attack categories.  Figure 3-1a shows the normal flow of data from 

source to destination without any attacks – passive or active.  Figure 3-1b shows an attack 

on availability as an asset of the system being destroyed.  This is similar to destroying a 

communication link or file management system.  Figure 3-1c describes an attack on 

confidentiality, wherein a third party gains access to an asset.  This is similar to 

eavesdropping on a conversation or viewing data packets over a network.  Figure 2.1d 
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shows an attack on integrity, wherein an unauthorized party accesses and tampers with an 

asset. 

 

Figure 3-1 Types of attacks. A) Normal Flow, B) Interruption, C) Interception D) 
Modification, E) Modification 

Authentication 

Before the topic of AAA (Authentication, Authorization and Accounting) is 

discussed, it would be good to have a basic understanding of authentication using keys, 

digital certificates and hashes, because these are used extensively in network security [6]. 
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In order to authenticate a message that is sent over the network, two levels of 

authentication are used.  At the lower level, an authenticator is produced, and at the upper 

level, an authentication protocol is executed using the authenticator.  Together, they 

authenticate a message.  In other words, an authenticator employs a method to secure the 

message, and the authentication protocol serves to transfer this secured information over 

the network.   

Authenticators  

Authenticators can be grouped into three classes [6]:  

• Message Encryption  

• Message Authentication Code  

• Hash Function  

Message encryption  

Message encryption refers to techniques such as conventional symmetric key 

encryption and public key encryption [6].  In conventional symmetric key encryption, 

only the sender and receiver share a secret key.  If no other party has any knowledge 

about the key, then confidentiality is provided.  This kind of authentication is used in the 

Kerberos Authentication system which was developed at MIT.   

Public-key encryption provides for message confidentiality.  It does not allow the 

message source to be authenticated, since anyone can be in possession of the receiver’s 

public key.  In order to provide authentication, the sender must encrypt the message with 

his or her own private key.  This kind of authentication is the principle for creation of 

digital signatures.   

The digital signature is analogous to a handwritten signature.  It verifies the author 

and also the contents at the time of the signature.  In a digital signature construct, only the 

 



37 

communicating parties are involved.  The receiver should know the public key of the 

sender.  The digital signature is sometimes created by encrypting the entire message with 

the private key of the sender.  A faster method that is more commonly used is creating a 

hash code of the message, and this hash code is then encrypted using the private key.  

Confidentiality is provided by encrypting the entire message along with the digital 

signature with either the receiver’s public key or with a common secret key.   

Message encryption and digital signatures address content and masquerade attacks, 

but they do not address the problem of repudiation.  The sender could deny that it sent a 

particular message and claim that its private key was compromised.  An arbitrated digital 

signature attempts to resolve this problem.  In this, an arbiter is present between the 

sender and receiver.  Every signed message between the sender and the receiver is routed 

via the arbiter.  The arbiter subjects the message and its source to several checks to 

validate both the source and content, after which the arbiter timestamps the messages and 

sends it to the receiver.   

Message Authentication Codes  

The second type of authenticator is the message authentication code (MAC), not to 

be confused with Media access Control Protocol .The MAC process uses a shared secret 

key to generate a small fixed-size block of data, called cryptographic checksum or a 

MAC.  The MAC is a function of the message and the secret key, and it is appended to a 

message before it is transmitted.  The recipient computes the MAC by using the message 

and the secret key.  If the recomputed MAC and the original MAC are the same, then the 

message has not been modified.   

This technique assumes that the parties involved in communication are in 

possession of a shared secret key.  Hence if the message is unaltered, then the recipient is 
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assured that the actual source has sent the message.  Furthermore, an attacker cannot 

modify both the message and the MAC since the attacker is not in possession of the 

secret key.   

The MAC function is similar to encryption.  However, the MAC algorithm need 

not be reversible.  This makes the authentication functions for the generation of the MAC 

less vulnerable to being broken.   

Hash Functions  

The final type of authenticator is the hash function.  The hash function is also a 

one-way function.  It takes in a variable sized message and produces a fixed size hash 

code, also called message digest, as output.  The hash value is appended to the message 

and transmitted to the receiver.  The receiver verifies the message by computing the hash 

value again.  A match authenticates the message.  The hash function is a variation of the 

MAC, but it is not secret and must be protected in some manner.   

After the authenticator, the second level of authentication involves the 

authentication protocol.   

Authentication Protocols  

Two types of authentication protocols are mutual authentication and one-way 

authentication.   

Mutual authentication requires that each of the communicating parties be satisfied 

about the other’s identity.  This process generally requires that both entities are online 

and active in communication at the same time.   

One-way authentication does not require the recipient to be authenticated.  One-

way authentication is gaining popularity with the encryption of emails.  Two 
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authentication protocols are extensible authentication protocol (EAP) and transport layer 

security (TLS).   

Introduction to Authentication, Authorization and Accounting 

All networks need an authentication, authorization, and accounting (AAA) 

framework to provide controlled access to computer resources by implementing policies 

and auditing usage [7].   

First of all, authentication provides a way to identify a user.  This is usually done 

by having the user present a unique, valid credential, which may be a valid login-

password, certificates etc.  in order to grant access.  The AAA server compares a user's 

authentication credentials against the user information stored in a database, and upon 

finding a match, the user is granted access.  If there is no match, authentication fails and 

network access is denied.   

 

Figure 3-2 AAA Framework in a WiFi networking scenario  

Following authentication, authorization is given to the user, i.e.  the user can be 

allowed to perform tasks on network resources.  Authorization basically determines 

whether the user has the authority to perform protected tasks.  An example of 

authorization might be providing an IP address and enforcing policies for the user who 

has that IP address.   

 



40 

After authentication, accounting is performed.  Accounting measures the resources 

a user accesses.  This can include the amount of system time or the amount of data a user 

has sent or received during a session.  Accounting can be performed by logging session 

statistics and is used for authorization control, billing, trend analysis, resource utilization, 

and capacity planning activities.   

Figure 3.2 illustrates the components of an AAA framework.  The RADIUS server, 

a commonly used AAA server, is attached to a network.  The device acting as a point of 

entry to the network may be a NAS, router, terminal server or even another host that 

contains AAA client functionality.   

Wireless Security 

For authentication, the 802.11 standard defines open system and shared key 

authentication types.  For data confidentiality, the 802.11 standard defines Wired 

Equivalent Privacy (WEP). The 802.11 standard does not define or provide a WEP key 

management protocol that provides automatic encryption key determination and renewal.  

This is a limitation to IEEE 802.11 security services — especially for wireless 

infrastructure mode with a large number of wireless clients.  The authentication and key 

management issues of the 802.11 standard are solved by using the combination of IEEE 

802.1X port-based network access control and WiFi Protected Access (WPA). 

Standard 802.11 Authentication 

IEEE 802.11 defines the following types of authentication: 

• Open System Authentication 

• Shared Key Authentication  
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Open System Authentication 

Open system authentication does not provide authentication, only identification 

using the wireless adapter’s MAC address.  Open system authentication is used when no 

authentication is required.  Open system authentication is the default authentication 

algorithm that uses the following process [8]:  

The authentication-initiating wireless client sends an IEEE 802.11 authentication 

management frame that contains its identity.   

The receiving wireless node checks the initiating station’s identity and sends back an 

authentication verification frame. 

With some wireless APs, you can configure the MAC addresses of allowed 

wireless clients.  However, this is not secure because the MAC address of a wireless 

client can be spoofed. 

Shared Key Authentication 

Shared key authentication verifies that an authentication-initiating station has 

knowledge of a shared secret.  This is similar to preshared key authentication for Internet 

Protocol security (IPSec).  The 802.11 standard currently assumes that the shared secret 

is delivered to the participating wireless clients by means of a secure channel that is 

independent of IEEE 802.11.  In practice, this secret is manually typed at the wireless AP 

and the wireless client. 

Shared key authentication uses the following process:  

• The authentication-initiating wireless client sends a frame consisting of an identity 
assertion and a request for authentication.   

• The authenticating wireless node responds to the authentication-initiating wireless 
node with challenge text.   
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• The authentication-initiating wireless node replies to the authenticating wireless 
node with the challenge text that is encrypted using WEP and an encryption key 
that is derived from the shared key authentication secret.   

• The authentication result is positive if the authenticating wireless node determines 
that the decrypted challenge text matches the challenge text originally sent in the 
second frame.  The authenticating wireless node sends the authentication result. 

• Because the shared key authentication secret must be manually distributed and 
typed, this method of authentication does not scale appropriately in large 
infrastructure network mode (for example, corporate campuses and public places).  
Additionally, shared key authentication is not secure and is not recommended for 
use. 

Standard IEEE 802.11 Encryption with Wired Equivalent Privacy (WEP) 

Due to the nature of wireless LAN networks, securing physical access to the 

network is difficult.  Unlike a wired network where a physical connection is required, 

anyone within range of a wireless AP can conceivably send and receive frames as well as 

listen for other frames being sent, making eavesdropping and remote sniffing of wireless 

LAN frames very easy.  Wired Equivalent Privacy (WEP) is defined by the IEEE 802.11 

standard and is intended to provide a level of data confidentiality that is equivalent to a 

wired network. 

WEP provides data confidentiality services by encrypting the data sent between 

wireless nodes.  Setting a WEP flag in the MAC header of the 802.11 frame indicates 

WEP encryption for an 802.11 frame.  WEP provides data integrity for random errors by 

including integrity check value (ICV) in the encrypted portion of the wireless frame. 

WEP defines two shared keys :  

A multicast/global key:  The multicast/global key is an encryption key that 

protects multicast and broadcast traffic from a wireless AP to all of its connected wireless 

clients.   
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A unicast session key:  The unicast session key is an encryption key that protects 

unicast traffic between a wireless client and a wireless AP and multicast and broadcast 

traffic sent by the wireless client to the wireless AP.   

WEP encryption uses the RC4 symmetric stream cipher with 40-bit and 104-bit 

encryption keys.  104-bit encryption keys are not standard, however, many wireless AP 

vendors support them.   

• Note:  Some implementations advertising the use of 128-bit keys are just adding a 
104-bit encryption key to the 24-bit initialization vector and calling it a 128-bit key. 

Encryption and Decryption Using WEP 

To produce the encrypted frame, the following process is used [8]: 

• A 32-bit integrity check value (ICV) is calculated that provides data integrity for 
the MAC frame. 

• The ICV is appended to the end of the frame data. 

• A 24-bit initialization vector (IV) is appended to the WEP encryption key. 

• The combination of [IV+WEP encryption key] is used as the input of a pseudo-
random number generator (PRNG) to generate a bit sequence that is the same size 
as the combination of [data+ICV]. 

• The PRNG bit sequence, also known as the key stream, is bit-wise exclusive ORed 
(XORed) with [data+ICV] to produce the encrypted portion of the payload that is 
sent between the wireless AP and the wireless client. 

• The IV is added to the front of the encrypted [data+ICV] to create the payload for 
the wireless MAC frame.  The result is IV+encrypted [data+ICV]. 

To decrypt the wireless MAC payload, the following process is used: 

• The IV is obtained from the front of the MAC payload. 

• The WEP encryption key is concatenated with the IV. 

• The concatenated WEP encryption key and IV is used as the input of the same 
PRNG to generate a bit sequence of the same size as the combination of the data 
and the ICV (the same bit sequence as that of the sending wireless node).   
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• The PRNG bit sequence is XORed with the encrypted [data+ICV] to decrypt the 
[data+ICV] portion of the payload. 

• The ICV for the data portion of the payload is calculated and compared with the 
value included in the incoming frame.  If the values match, the data is considered to 
be valid (sent from the wireless client and unmodified in transit).  

 

Figure 3-3 WEP Illustrated  

While the secret key remains constant over a long duration, the IV is changed 

periodically and as frequently as every frame).  The periodicity at which IV values are 

changed depends on the degree of privacy required of the WEP algorithm.  Changing the 

IV after each frame is the ideal method of maintaining the effectiveness of WEP.   

WEP Concerns 

The main problem with WEP is that the determination and distribution of WEP 

keys are not defined [8].  WEP keys must be distributed using a secure channel outside of 

the 802.11 protocol.  In the real world, this is a text string that must be manually 

configured using a keyboard for both the wireless AP and wireless clients.  Obviously, 
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this key distribution system does not scale well to an enterprise organization and is not 

secure. 

Additionally, there is no defined mechanism to change the WEP key either per 

authentication or periodically for an authenticated connection.  All wireless APs and 

clients use the same manually configured WEP key for multiple sessions.  With multiple 

wireless clients sending a large amount of data, an attacker can remotely capture large 

amounts of WEP cipher text and use cryptanalysis methods to determine the WEP key. 

The lack of a WEP key management protocol is a principal limitation to providing 

802.11 security, especially in infrastructure mode with a large number of stations.  Some 

examples of this type of network include corporate campuses and public places such as 

airports and malls.  The lack of automated authentication and key determination services 

also effects operation in ad hoc mode where users may wish to engage in peer-to-peer 

collaborative communication; for example, in areas such as conference rooms.   

Summary of 802.11 Security Issues 

The current solutions for the security issues that exist with 802.11 are the 

following: 

1. No per-frame authentication mechanism to identify the frame source.  There is a 
current proposal to replace WEP RC4 encryption with Advanced Encryption 
Standard (AES).  AES provides per-frame data origin authentication. 

2. Vulnerability to disassociation attacks (the forcing of wireless clients off the 
wireless LAN network).Although there are no easy solutions to the disassociation 
attack, the best solution for rogue wireless APs is to support a mutual 
authentication protocol such as EAP-TLS.  With EAP-TLS, the wireless client 
ensures that the wireless AP is a trusted member of the secure wireless 
authentication infrastructure. 

3. No per-user identification and authentication.  The adaptation of IEEE 802.1X 
Port-Based Network Access Control specification for wireless connections and its 
use of EAP enforces user-level authentication before allowing wireless frames to be 
forwarded. 
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4. No mechanism for central authentication, authorization, and accounting (AAA).By 
using RADIUS in conjunction with IEEE 802.1X, RADIUS servers provide AAA 
services for wireless connections. 

5. The RC4 stream cipher is vulnerable to known plaintext attacks.  The proposed 
replacement of RC4 with AES solves this problem.  In the interim, IPSec, 
supported by Windows XP can be used to protect the TCP/IP traffic. 

6. Some EAP implementations derive WEP keys from passwords, resulting in weak 
WEP keys.  EAP-TLS and PEAP derive WEP keys from public key certificates, not 
passwords. 

7. No support for extended authentication methods; for example: token cards; 
certificates/smart cards; one-time passwords; biometrics; and so on.  IEEE 802.1X 
uses EAP as its authentication protocol.  EAP was designed to be extensible for 
virtually any type of authentication method. 

8. No support for key management; for example, re-keying global keys and dynamic, 
per-station or per-session key management.  By using IEEE 802.1X and EAP-TLS 
or PEAP as the authentication method, high-entropy unicast session keys are 
derived for each authentication.  Current vendor technologies, such as rapid 
rekeying, change the multicast global key periodically.  Future technologies will 
provide a standards-based method to change the unicast session key periodically. 

The best solution at present (as of the time of publication of this thesis) for secure 

wireless consists of using the combination of IEEE 802.1X and EAP-TLS.  EAP-TLS 

requires deployment of user and computer certificates to each wireless client. 

PLC Network Security 

Like WiFi, the PLC channel is also a shared channel and this calls for the 

implementation of a robust security mechanism to safeguard all the data transmitted over 

the PLC channel.  Numerous encryption techniques can be applied to encrypt the data 

before putting it on the line.  The encryption technique should have a good trade-off 

between security and complexity.  Complex techniques require more computation 

capacity.  RSA is a candidate encryption algorithm which includes a 128 bit encryption 

key.  The key exchange can be achieved by using the Diffie-Hellman’s algorithms [9]. 
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There is no mechanism for user level authentication in PLC based networks; 

moreover, the architecture of the power line distribution grid provides access to every 

energy customer on the internet enabled power grid.  The HomePlug 1.0 products are not 

evolved enough and there are a limited number of devices like modems and routers that 

interface HomePlug 1.0 to the Cable or DSL technology via the Ethernet 802.3 

adaptation layer.   

Another major security issue pertaining to in-home PLC networks is the possibility 

of intrusion and interference from adjacent sub-networks.  This type of intrusion can be 

observed at a typical apartment complex where adjacent apartments have their own small 

home network.  As the PLC is a shared medium and HomePlug 1.0 has a contention 

based MAC algorithm, every node contends for the channel and collisions are mitigated 

using a MAC based on CSMA/CA.  On collisions, the packets are retransmitted by the 

contending nodes.  Intrusion increases the number of nodes contending in the sub-

network thereby reducing the overall throughput of the system.  In addition, such 

adjacent networks increase the probability of multiple levels of hidden nodes, leading to 

further network performance degradation.  A home network implementation that can 

prevent such an intrusion involves the use of PLC decoupling filters.  These filters may 

be used to isolate each electrical circuit at the meter panel for each household or 

apartment, thus reducing signal propagation across PLC sub-networks and avoiding 

unwanted signal interference.    

HomePlug 1.0 DES encryption 

Power lines are shared from the transformer to all of the residences served by the 

transformer, so it is possible for a residence to hear the PLC transmissions of a nearby 

residence.  It is therefore necessary to protect the privacy of users cryptographically, 
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since installing low-pass filters would to some extent negate the cost advantages of the 

technology.  To this end, nodes form logical networks (LNs) based on cryptographic 

isolation.  HomePlug 1.0 uses DES in Cipher block chaining (CBC) mode.  Keys are 

generated from passwords using the PBKDF1 function from PKCS#5v2.0, a Password-

based Cryptography standard with MD5 as the underlying hash algorithm.  Stations store 

and retain both their default key (for re-key operations only) and any network encryption 

keys (NEK) received (for any other transmissions) in non-volatile memory.  All 

transmissions within a logical network are encrypted with the NEK that defines that 

logical network (as indicated by the Encryption Key Select (EKS) of encryption control 

field).  To participate in a LN, a station must have the NEK for it.  Stations may obtain a 

NEK by password entry by the user and generation as described above, or by network 

entry through receipt of a “Set NEK MAC Management entry” from another station 

encrypted using any key known to both stations.  [3] A station may be a member of more 

than one LN, and may be required to store more than one (EKS, NEK) pair.  Stations are 

not required to support participation in more than one LN at a time, however.  A station 

without any NEK can use network entry to obtain a NEK and enter the LN by means of a 

default key generated from a manufacturer-determined password that is unique to the 

particular station.  This default password must be entered at another station participating 

in the LN and using password entry, that station must generate the default NEK for the 

new station and use that NEK with EKS set to 0x00 to encrypt and send the LN’s NEK 

and EKS identifier to the new station in a “Set NEK MAC Management entry”.  The new 

station returns a “Confirm NEK MAC Management entry” to the station that sent it the 

“Set NEK MAC Management entry”.  “Set NEK MAC Management entry” is never sent 
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in cleartext, and if it is received in cleartext, it must be rejected.  The 9 bytes of the “Set 

NEK MAC Management entry” data field contain the 1-byte EKS and the corresponding 

8-byte NEK.  The “Confirm NEK MAC Management entry” has an empty data field.  

The EKS value associated with an LN’s NEK must be the same for all stations in the LN.   

Standard IEEE 802.1x Port Based Access Control Protocol 

Introduction 

The original intent of IEEE in introducing the 802.1X [10] port-based Network 

Access Control standard, based on the IETF Extensible Authentication Protocol (EAP) 

[3], was to enable LAN infrastructure as a means of authenticating and authorizing 

devices attached to them over point-to-point connections.  However, as a result of the 

vulnerabilities reported in early deployments of 802.11 Wireless LANs (WLANs), 

several vendors have released their own solutions (LEAP, PEAP etc.) based on the 

802.1X standard.  Since WLANs use shared-media connectivity (see scenario 2 in Figure 

1), as opposed to point-to-point connections used over Ethernet switches, several 

improvements in using 802.1X for WLANs have been suggested.  The IEEE and 

Wireless Ethernet Compatibility Alliance (WECA) have also specified the use of IEEE 

802.1X for Enhanced Security in WLANs.  In view of 802.1X becoming a key piece in 

the LAN security framework, testing for 802.1X support in Ethernet switches and WLAN 

Access Points (WLAN-APs) has become an important activity, considering the various 

combinations that must be supported to ensure compatibility. 

Overview of 802.1X operation 

802.1X describes the architectural framework within which the authentication and 

consequent actions take place.  It supports various authentication methods such as one-

time passwords (EAP-MD5), certificate based authentication (EAP-TLS) and 
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can be extended for other types of authentication such as SIM-based authentication 

(EAP-SIM).  802.1X describes that systems on the LAN adopt one of the following 

distinct roles within an access control interaction: 

Authenticator: The port that wishes to enforce authentication before allowing 

access to the services accessible via the port adopts the Authenticator role. 

Supplicant: The port that wishes to access the services used by the Authenticator’s 

system adopts the Supplicant role.   

Another system role is described as follows 

Authentication Server (AS): The AS performs the authentication functions 

necessary to check the credentials of the Supplicant and indicates to the Authenticator 

whether the Supplicant is authorized to access the Authenticator’s services.  (Remote 

Authentication Dial-In User Service (RADIUS) [11] has become the most commonly 

implemented protocol between the Authenticator and the Authentication Server, although 

802.1X does not mandate the use of RADIUS.) Though all the three roles are necessary 

to complete the authentication process, there can be several variations.  In a simplified 

system, for example, an Authenticator and an Authentication Server may be co-located 

within the same system without the need for an external server.  Also, a Port may adopt 

the Supplicant role in some exchanges and an Authenticator role in others.  The latter 

scenario is useful when a WLAN Access Point that has been newly added to the LAN has 

to be authenticated by a port of the Ethernet switch before it can authenticate other 

WLAN hosts that will connect using its services. 
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The operation of 802.1X has the effect of creating two distinct points of access to 

the Authenticator (any frame received on the physical port is made available to both 

points of access):  

Uncontrolled Port: This point of access allows for uncontrolled exchange of 

PDUs regardless of the authorization state [10]. 

Controlled Port: This point of access allows for exchange of PDUs only if the 

current state of the Port is authorized.[10].

 

Figure 3-4 IEEE 802.1x framework 

The AuthControlledPortStatus indicates the status of the Controlled Port as being 

either authorized or unauthorized.  In addition, an AuthControlledPortControl parameter 

allows administrator control to set the port as ForceUnauthorized, Auto or 

ForceAuthorized.  The values of the AuthControlledPortControl parameter for every port 

in a system can be overridden by means of the SystemAuthControl parameter.  Thus, for 

example, setting the SystemAuthControl parameter to ‘disabled’ causes authentication to 

be disabled on all ports and forces all ports to be authorized, while setting it to ‘enabled’ 

causes each port’s authentication status to be controlled in accordance with the value of 

the port’s AuthControlledPortControl parameter.  Finally, any access to the network is 

subject to the current administrative and operational state of the MAC.  If the MAC is 
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rendered inoperable, then no protocol exchange of any kind can take place.  Though in 

secure configurations SystemAuthControl will be set to Enabled and 

AuthControlledPortControl will be set to Auto or ForceUnauthorized, the Ethernet switch 

should be tested for all the combinations for the resulting value of 

AuthControlledPortStatus. 

Authentication framework 

When using 802.1X authentication in a LAN, the Station (Supplicant) needs to be 

authenticated by the LAN infrastructure (Ethernet switch).  However, this simple scheme 

causes a potentially dangerous situation, also called the man-in-the-middle attack, where 

an intruder masquerades himself as the Authenticator and gets access to the 

Authentication information from the Station.  Mitigation of this type of attack requires a 

two step authentication - first, the workgroup switch is authenticated by the main 

Ethernet switch and then the station is authenticated by the workgroup switch.   

In WLAN situations, it is necessary to test that mutual authentication (between the 

host station and the Authentication Server via the Access Point) is performed correctly.  

This is necessary in order to mitigate the rogue-AP scenario, where the AP is introduced 

by the intruder to gain access to the host station and then to other stations in the network.  

Cisco's LEAP implementation testing is one scenario that uses 802.1X mutual 

authentication, though this also includes Cisco’s proprietary LEAP algorithm on the 

Supplicant and the Authentication Server for computing the password challenge.  

Interoperability with the Authentication Server has to be tested to verify that the 

authentication procedures are properly implemented. 
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Key Management 

Enhanced privacy, data authentication, and replay protection mechanisms require 

fresh cryptographic keys.  Hence, IEEE 802.1X's support of automatic key distribution is 

used in WLANs.  This is another critical component of 802.1X that needs to be tested.   

Among other considerations, it was mentioned in an earlier section that 802.1X's 

widespread application results in many more test scenarios.  Two other examples of this 

are Link Aggregation and VLAN.  Since 802.1X acts on physical ports, for testing it with 

802.3 and Link Aggregation in Ethernet switches, most implementations require 

configuration of ports as unaggregated ports.  After authentication, the port can join an 

aggregate link; similarly unauthorized ports should be forced to leave the aggregate.  

Testing with 802.1Q VLANs also works with a similar policy of allowing assignment of 

VLANs based on the outcome of the 802.1X authentication.  An Ethernet switch port has 

to be in the forwarding state during authentication, permitting access to the non-

authenticated LAN.  Once authentication has succeeded, a new VLAN-ID is assigned to 

the port, while the port remains in the forwarding state. 

 
 
 

 



CHAPTER 4 
RADIUS PROTOCOL BASED AUTHENTICATION 

In this section, we aim to provide a brief overview of the RADIUS protocol, how it 

functions and how the various aspects of its functionality relate to the development of our 

authenticating mechanism. 

Overview of RADIUS Protocol  

Authentication is necessary in order to verify the credentials of the user who is 

connecting to the network.  RADIUS (Remote Authentication Dial-In User Service) is a 

protocol that authenticates remote users against back-end databases, allowing the 

administration of all remote users to be done on one system.  RADIUS is an industry 

standard protocol described in RFCs 2865 [11] and 2866.  RADIUS is used to provide 

authentication, authorization, and accounting services.  A RADIUS client sends user 

credentials and connection parameter information in the form of a RADIUS message to a 

RADIUS server.  The RADIUS server authenticates and authorizes the RADIUS client 

request and sends back a RADIUS message response.  RADIUS clients also send 

RADIUS accounting messages to RADIUS servers.  Additionally, the RADIUS standards 

support the use of RADIUS proxies.  A RADIUS proxy is a computer that transfers 

RADIUS messages between RADIUS-enabled computers. 

RADIUS messages are sent as User Datagram Protocol (UDP) messages.  UDP 

port 1812 is used for RADIUS authentication messages and UDP port 1813 is used for 

RADIUS accounting messages.  Some network access servers might use UDP port 1645 

for RADIUS authentication messages and UDP port 1646 for RADIUS accounting 
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messages.  By default, IAS supports receiving RADIUS messages destined to both sets of 

UDP ports.  RADIUS is a desirable element in a complete security strategy because it 

serves as a trusted third party, providing access control, authentication and authorization 

across the information highway.   

RFCs 2865 and 2866 define the following RADIUS message types: 

Access-Request: Sent by a RADIUS client to request authentication and 

authorization for a network access connection attempt. 

Access-Accept: Sent by a RADIUS server in response to an Access-Request 

message.  This message informs the RADIUS client that the connection attempt is 

authenticated and authorized.   

Access-Reject: Sent by a RADIUS server in response to an Access-Request 

message.  This message informs the RADIUS client that the connection attempt is 

rejected.  A RADIUS server sends this message if either the credentials are not authentic 

or the connection attempt is not authorized. 

Access-Challenge: Sent by a RADIUS server in response to an Access-Request 

message.  This message is a challenge to the RADIUS client that requires a response. 

Accounting-Request: Sent by a RADIUS client to specify accounting information 

for a connection that was accepted.   

Accounting-Response: Sent by the RADIUS server in response to the Accounting-

Request message.  This message acknowledges the successful receipt and processing of 

the Accounting-Request message. 

The RADIUS server authenticates a client by acknowledging the clients 

demographics typically maintained in a database in the RADIUS server.  RADIUS server 
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can also act as a client to another RADIUS server provided the concerned RADIUS 

server lacks the user demographics database.  The RADIUS standard supports this 

functionality in both homogeneous and heterogeneous environments.  RADIUS is a 

client-server protocol that enables remote access equipment acting as RADIUS clients to 

submit authentication and accounting requests to a RADIUS server In RADIUS, the 

Network Access Server which interacts with the end user requesting a connection obtains 

authentication information from the user.  Once this is done, the Access Server creates an 

“Access-Request” with information containing the user’s login name, password, client 

ID, port ID, etc.  The Access-Request is submitted to the RADIUS server. 

Once the RADIUS server receives the request, it validates the sending client by 

matching the user information against a database of users.  If there is no match, the 

RADIUS server sends an “Access-Reject” response to notify the Access Server that the 

user request is invalid.  If there is a match, the RADIUS server sends an “Access-

Challenge” response.   

When the Access Server receives the Access-Challenge response, it may, if 

necessary, request more information from the user.  Once this is provided and sent back 

to the RADIUS server, and once all the conditions are met, the configuration values for 

the user are placed in an “Access-Accept” response, and these include the type of service 

and all other necessary values.   

A RADIUS message consists of a RADIUS header and RADIUS attributes.  Each 

RADIUS attribute specifies a piece of information about the connection attempt.  For 

example, there are RADIUS attributes for the user name, the user password, the type of 

service requested by the user, and the IP address of the access server.  RADIUS attributes 
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are used to convey information between RADIUS clients, RADIUS proxies, and 

RADIUS servers.  For example, the list of attributes in the Access-Request message 

includes information about the user credentials and the parameters of the connection 

attempt.  In contrast, the list of attributes in the Access-Accept message includes 

information about the type of connection that can be made, connection constraints, and 

any vendor-specific attributes (VSAs). 

To provide security for RADIUS messages, the RADIUS client and the RADIUS 

server are configured with a common shared secret.  The shared secret is used to secure 

RADIUS traffic and is commonly configured as a text string on both the RADIUS client 

and server. 

EAP 

EAP (Extensible Authentication Protocol) is a protocol that defines the 

authentication mechanism on PPP (Point-to-Point Protocol) links [12].  By default, PPP 

does not include an authentication mechanism, and EAP fills the gap.  EAP is a general 

protocol for PPP authentication that supports multiple authentication mechanisms, and it 

works over dedicated links, switched circuits, wired as well as wireless links. 

EAP allows multiple authentication protocols to be used by selecting an 

authentication mechanism at the Authentication phase, and not the Link Control phase, of 

the PPP initiation [12].   

In EAP, after the link establishment phase is complete, the authenticator typically 

sends initial Identity Requests followed by one or more Requests to authenticate the 

client.  The client sends a Response packet to each request.  Both the Request and 

Response packets contain a type field that corresponds to the type of the Request.  The 

authenticator ends the authentication phase by sending a Success or Failure packet. 
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FUTURE 
USE 

Figure 4–1 EAP Architecture 

Types of EAP 

There are six types of Request/Response exchanges documented in the RFC for 

EAP [12].  The first three types, considered special case types, are Identity, Notification 

and Nak (response-only).  The remaining authentication exchanges are MD5-Challenge, 

One-Time Password (OTP) and Generic Token Card. 

EAP – MD5 

Using EAP – MD5, a RADIUS server authenticates clients by verifying an MD5 

hash of the password.  This is reasonable for trusted Ethernets where there is low risk of 

an outside attack, but it is not suitable for public or wireless LANs because hackers will 

be able to easily sniff identities and password hashes.   
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EAP – TLS 

EAP-TLS [13] is the only standard secure option for wireless LANs at this time.  In 

this protocol, both the station and RADIUS server have to prove their identities via public 

key cryptography, using digital certificates or smart cards.   

EAP over RADIUS 

In our project, we aim to use EAP authentication using RADIUS.  EAP support is 

provided in RADIUS, and it is done through two new RADIUS attributes called EAP-

Message and Message-Authenticator.  In RADIUS/EAP, RADIUS is used to transfer 

EAP messages that are encapsulated by RADIUS to the authenticator.   

The authentication begins with the peer (the remote computer requesting the 

authentication) and the NAS (Network Access Server) negotiating the use of EAP.  Once 

EAP has been negotiated, the NAS sends an initial EAP-Request message to the peer.  

The peer replies with an EAP-Response.  The NAS may determine if the peer is local and 

proceed with local authentication, or it could act as a pass-through, encapsulating the 

EAP-Response within EAP-Message attributes sent to the RADIUS server.  The NAS 

serves to decapsulate EAP-Message attributes and encapsulate EAP-Response messages. 

On receiving a correct Access-Request packet, the RADIUS server responds with a 

Access-Challenge packet (if it supports EAP).  This conversation continues until the 

RADIUS server issues an Access-Accept or an Access-Reject.   

Authentication Scheme Using EAP – RADIUS – IEEE 802.1x  

In this section, we attempt to detail how the IEEE 802.1x authentication works with 

EAP and RADIUS to authenticate and control user traffic. 

The IEEE 802.1x architecture consists of three key components [10]:  

1. Supplicant: The client that has to be authenticated  
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2. Authentication server: Usually a RADIUS server 

3. Authenticator: Usually a wireless access point 

The key authentication protocol used is called EAP over LAN (EAPOL).  It was 

defined particularly for the 802.11 wireless protocol.  The EAPOL protocol provides 

effective authentication regardless of whether WEP keys are enabled or not.  EAPOL is a 

delivery mechanism and needs to be used with EAP-TLS (EAP Transport Layer Security) 

or EAP-TTLS (EAP Tunneled Transport Layer Security), which define how 

authentication takes place.   

The IEEE 802.1x protocol operates as follows: the Supplicant sends an “EAP-

Response/Identity” packet to the Authenticator, which is sent to the authentication server.  

The authentication server sends back a challenge to the authenticator, which then unpacks 

it from IP, repackages it into EAPOL and sends it to the supplicant.   

The supplicant responds to the challenge via the authenticator and passes the 

response onto the authentication server.  The client’s identity can be verified via digital 

certificates or other EAP authentication types. 

If the supplicant has successfully identified itself, the authentication server 

responds with a success message, which is sent to the supplicant.  The authenticator then 

opens the port for the supplicant to access the LAN based on the attributes that come 

back from the authentication server.   

The following is the EAP-TLS authentication process for a wireless client 

authenticating to a wireless AP configured to use a RADIUS server as its authentication 

server  [8, 13]. 

         Step 1: Association and request for identity: If the wireless AP observes a new 

wireless client associating with it, the wireless AP transmits an EAP-Request/Identity 
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message to the wireless client.  Alternately, when a wireless client associates with a new 

wireless AP, it transmits an EAP-Start message.  If the IEEE 802.1X process on the 

wireless AP receives an EAP-Start message from a wireless client, it transmits an EAP-

Request/Identity message to the wireless client. 

Step 2: EAP-Response/Identity response. If there is no user logged on to the 

wireless client, it transmits an EAP-Response/Identity containing the computer name.  

For Windows wireless clients, the FQDN of the computer account is sent.  If there is a 

user logged on to the wireless client, it transmits an EAP-Response/Identity containing 

the user name.  For Windows wireless clients, the UPN of the user account is sent. 

The wireless AP forwards the EAP-Response/Identity message to the RADIUS 

server in the form of a RADIUS Access-Request message. 

Step 3: EAP-Request from RADIUS server (Start TLS). The RADIUS server 

sends a RADIUS Access-Challenge message containing an EAP-Request message with 

the EAP-Type set to EAP-TLS, requesting a start to the TLS authentication process. 

The wireless AP forwards the EAP message to the wireless client. 

Step 4: EAP-Response from the wireless client (TLS Client Hello). The wireless 

client sends an EAP-Response message with the EAP-Type set to EAP-TLS, indicating 

the TLS client hello.  The wireless AP forwards the EAP message to the RADIUS server 

in the form of a RADIUS Access-Request message. 

Step 5: EAP Request from RADIUS server (RADIUS Server’s Certificate). 

The RADIUS server sends a RADIUS Access-Challenge message containing an EAP-

Request message with the EAP-Type set to EAP-TLS, and includes the RADIUS server’s 

certificate chain.  The wireless AP forwards the EAP message to the wireless client. 
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        Step 6: EAP-Response from the wireless client (Wireless Client’s Certificate). The 

wireless client sends an EAP-Response message with the EAP-Type set to EAP-TLS, and 

includes the wireless client’s certificate chain.  The wireless AP forwards the EAP 

message to the RADIUS server in the form of a RADIUS Access-Request message. 

        Step 7: EAP-Request from RADIUS server (Cipher suite, TLS complete). The 

RADIUS server sends an EAP-Request message with the EAP-Type set to EAP-TLS, 

and includes the cipher suite and an indication that TLS authentication message 

exchanges are complete.  The wireless AP forwards the EAP message to the wireless 

client. 

         Step 8: EAP-Response from the wireless client. The wireless client sends an EAP-

Response message with the EAP-Type set to EAP-TLS.  The wireless AP forwards the 

EAP message to the RADIUS server in the form of a RADIUS Access-Request message. 

         Step 9: EAP-Success from RADIUS server. The RADIUS server derives the per-client 

unicast session key and the signing key from the keying material that is a result of the 

EAP-TLS authentication process.  Next, the RADIUS server sends a RADIUS Access-

Accept message containing an EAP-Success message and the MPPE-Send-Key and 

MPPE-Recv-Key attributes to the wireless AP.   

The wireless AP uses the key encrypted in the MS-MPPE-Send-Key attribute as the 

per-client unicast session key for data transmissions to the wireless client (truncated to 

the appropriate WEP key length).  The wireless AP uses the key encrypted in the MS-

MPPE-Recv-Key attribute as a signing key for data transmissions to the wireless client 

that require signing (truncated to the appropriate WEP key length). 
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The wireless client derives the per-client unicast session key (the same value as the 

decrypted MS-MPPE-Send-Key attribute in the RADIUS message sent to the wireless 

AP) and the signing key (the same value as the decrypted MS-MPPE-Recv-Key attribute 

in the RADIUS message sent to the wireless AP) from the keying material that is 

obtained as a result of the EAP-TLS authentication process.  Therefore, both the wireless 

AP and the wireless client are using the same keys for both the encryption and signing of 

unicast data.  The wireless AP, on receiving the RADIUS server message, forwards the 

EAP-Success message to the wireless client.  The EAP message does not contain the per-

station unicast session or signing keys. 

Step 10: Multicast/global encryption key exchanged to the wireless client. 

The wireless AP derives the multicast/global encryption key by generating a 

random number or by selecting it from a previously set value.  Next, the wireless AP 

sends an EAP over LAN (EAPOL)-Key message to the wireless client containing the 

multicast/global key that is encrypted using the per-client unicast session key. 

The Key field of the IEEE 802.1X EAPOL-Key message is RC4-encrypted using 

the per-client unicast session key. Portions of the message are signed with HMAC-

MD5 using the per-client unicast signing key. 

Upon receiving the EAPOL-Key message, the wireless client uses the per-client 

unicast session key to verify the signed portions of the EAPOL-Key message and decrypt 

the multicast/global key.  Next, the wireless LAN network adapter driver indicates the 

per-client unicast session key, the per-client unicast signing key, and the multicast/global 

key to the wireless LAN network adapter.  After the keys have been designated, the 
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wireless client begins protocol configuration using the wireless adapter (such as using 

DHCP to obtain an IP address configuration). 

When the wireless AP changes the multicast/global key, it generates and sends 

EAPOL-Key messages to its connected wireless clients.  Each EAPOL-Key message 

contains the new multicast/global key encrypted with the particular wireless client’s per-

client unicast session key. 
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Figure 4-2 EAP-TLS over RADIUS 
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System Benefits of EAP – RADIUS – IEEE 802.1x  

EAP, RADIUS and IEEE 802.1x authentication and security mechanisms are 

important for our research, because these are the most prevalent and easily used products 

to provide authentication and security features to our wireless and power line networks.   

EAP and RADIUS provide features to authenticate users by enabling the users to 

identify and be authenticated by the authenticating servers.  While EAP serves as the 

protocol to authenticate the user, RADIUS functions as the authenticating server to verify 

that the user/client belongs to the list that is allowed access.   

In addition, IEEE 802.1x uses these two features to provide authentication to 

wireless networks.  In our paper, we also show how IEEE 802.1x can be used to extend 

this authentication mechanism to power line networks.   

IEEE 802.1x, EAP and RADIUS also serve the function of providing security 

mechanisms by encrypting all packets that are sent over the network if TLS is used 

alongside the authentication. 

Security Overview of EAP – TLS 

EAP-TLS provides two levels of security for the WLAN network: mutual 

authentication and Dynamic WEP support.  EAP-TLS [13] uses Public Key Infrastructure 

(PKI) components, such as a WLAN client with a valid certificate and the 

Authentication, Authorization and Accounting (AAA) server with a server certificate.  

Trust is ensured by the fact that data is encrypted using the public/private keys, and also a 

certification authority (if necessary – in most cases, trust can be established by using 

internal self-generated keys and certificates). 

Trust can be established by configuring one root certification authority (which can 

be an internally generated certificate).  This enables the client to trust the server.  For the 
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server to trust the client, the client has to have a certificate generated by the root 

certification authority, given that the name in the certificate corresponds to the username, 

and the username is found in one of the databases that corresponds to EAP. 

 

 

 

 



CHAPTER 5 
AUTHENTICATION IN PLC WIFI 

PLC – WiFi Last Mile Broadband Internet System 

The basic HomePlug 1.0 Protocol provides a solution for in-home networking, with 

Internet access still provided via DSL or cable modems.  PLC Internet access seeks to 

extend the PLC channel all the way from the individual sockets within the home to 

Internet gateways located on the power line grid.  For example, medium voltage power 

lines can be extended to carry PLC signals.  This is possible by introducing a substation 

bridging device (SBD) in between the Internet IP backbone network and the power grid 

which will make the power grid ‘live’ in terms of the Internet.  SBD, as the name 

suggests, will bridge the MV substation with multiple MV lines to the IP Internet 

backbone.  MV lines can be further connected to repeater devices.  MV bridging devices 

(MVBD) are then used to provide a data link between the LV and MV lines.  Gateway 

Devices (GD) at the customer’s premises has the authenticator interface.  It places the 

data on the LV lines, which then connects to all the electrical outlets in the house.  In 

addition to supporting the HomePlug protocols, the GD can also support WiFi to enable 

in-house wireless networking.  In this latter case, the PLC is used as the long-haul data 

link and the connection to the home is via WiFi. 

All the PLC networking devices can support simple network management protocol 

(SNMP) and services to enable network monitoring and management.  Routers, 

gateways, high speed network switches and other networking devices should be 

customized to suit the power line distribution grid architecture.  Figure 5-1 shows 
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the medium voltage lines are stepped down to low voltage lines at the distribution 

transformer.  The low voltage lines emanating from this distribution transformer lead to 

the individual homes and finally to the electrical outlets.  The issue to be addressed at the 

distribution transformer is whether to either bypass the step down transformer completely 

or let the signal pass through the transformer to the LV line and then to the house where it 

is connected to the GD.  The advantages of bypassing the transformers are its low costs, 

ease of installation and maintenance. 

 

 

Figure 5-1 Broadband power line Internet access. 

Another option is to completely bypass the substation and eliminate the SBD.  The 

PLC network would then be bridged to the IP network backbone at the MV lines through 

the MVBD.  WiFi transceivers can be installed at the LV transformer pole.  At the home 

site, WiFi can be again bridged with a WiFi-HomePlug access point and thus Internet 

access can be provided to every electrical outlet as well as to WiFi devices.  This enables 
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the distribution of broadband Internet effectively through WiFi, thus creating a WiFi 

hotspot near the transformer site. This mechanism is adapted by Amperion Corporation. 

In the above solution involving WiFi, the transformer site will host the 

administration gateway and employ an SNMP agent to manage the network.  These 

administrative gateways support 802.1x and EAP over RADIUS for authenticating the 

end user.  The gateway will act as an Authenticator in 802.1x terminology.   To provide 

home networking using hybrid PLC and WiFi in every corner of the home and through 

every electrical plug, a PLC-WiFi access point or router is installed at the customer 

premises. 

PLC Setup and Authentication 

In order to set up an authentication mechanism for the PLC network, we need to 

consider the design of the network.   

As discussed in the previous section, it is possible to integrate the authentication 

switch with the transformer.  However, such a setup is complicated and beyond our 

current means to implement.  This also becomes more expensive because of the need to 

install decouplers in order to separate the power line data signals from the regular power 

voltages.  If such decouplers are not installed, the power line data signals would be lost 

when the high-voltage power is transformed to low-voltage power at the transformer.   

Another means of implementing the authentication setup, albeit in a simpler 

fashion, would be to separate the authentication switch from the transformer.  In this 

case, the homes would be connected to the transformer through regular low voltage lines, 

while the low voltage lines pass through an authentication switch while bypassing the 

transformer.  To achieve this, the low voltage lines are terminated in PLC modems and 

the PLC modems connect to the Ethernet ports of the switch.   
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The other end of the authenticating switch is connected over the power line and 

eventually through PLC networks to the router that is connected to the RADIUS server, 

and thus the outside world can authenticate the client. 

Hence, the entire authentication system is proposed to be setup as follows: 

1. The clients connect via the PLC modem and the power line to the authenticating 
switch. 

2 The authentication switch is connected to the home clients via multiple PLC 
modems. 

3. The authentication switch is connected on the other end to another PLC modem, 
which is connected to the power line, to another PLC modem, and from there on to 
the router. 

4. The router is connected to the outside network, as well as to the RADIUS server 
that can authenticate the clients. 

We propose to set up the authentication system for the power line networks in a 

manner similar to how an 802.11 wireless network is set up.  We would thus use IEEE 

802.1x authentication protocols, EAPOL and RADIUS, over the power line network, 

using the same mechanism as the wireless network.   

Hence, the authentication mechanism works as follows: the client sends EAP-

Response packets to the authenticating switch, which is forwarded over the power line 

network to the router, which then forwards it over the Ethernet network to the RADIUS 

server. 

The router sends back a challenge to the router, which repackages the challenge 

into EAPOL packets and sends the challenge packets over the power line networks to the 

switch, which then forwards it to the client. 

The client responds to the challenge via the switch, which passes the response to 

the router via the power line.  The router then forwards the EAP response to the RADIUS 
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server using the regular Ethernet network.  If identification is successful, the RADIUS 

server responds with a Success message, which is passed on to the router and then to the 

switch via the power line network.  The switch then opens the port for the client to access 

the Internet through the power line. 

 

Figure 5–2 PLC authenticator – transformer mount 

It can be seen from this setup that the authentication of power line networks can be 

done in exactly the same way as the wireless 802.1x authentication mechanism.   

The only difference between the wireless and power line networks is that the 

wireless network accesses the authenticating switch via a wireless medium and the rest of 

the connection is a wired link.  However, in the case of our setup for authenticating 

power line networks, we are connecting the clients to the switch via a power line and the 

switch is further connected to the router and the Internet again via the power line. 

In terms of the operation and mechanism for authentication, authorization and 

accounting, the 802.1x protocol for power line networks works in pretty much the same 

way as the 802.1x protocol for wireless networks.  The authentication is performed using 

EAPOL over power lines rather than wireless, as well as the RADIUS server.  The switch 

uses information from the RADIUS server to authorize clients to use the power line 
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network, and accounting is performed using the RADIUS server (Figure 5-3). 

 

Figure 5-3 EAP – RADIUS for PLC. 

• PC to PLC Modem: The EAP packets are on 802.3 LLC 

• PLC Modem to Authenticating Switch: The 802.3 packet is adapted to PLC packet 
by the PLC modem  

• Authentication is performed by the IEEE 802.1x enabled Authentication Switch.   
EAP – RADIUS is used. 

AAA System Setup and Demonstration 

The crucial components in the AAA system based on the IEEE 802.1x are 

described in the following section.  This describes the system that we set up in our lab for 

the purpose of demonstrating the AAA system based on IEEE 802.1x.  The system 

configuration is  

• Windows XP based Supplicant with Linksys Wireless PCI Card, WMP11, driver 

version 1.7.29.1032.   

• LinksysWRT540G wireless access point with the latest firmware updates as the 

Authenticator. 
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• FreeRADIUS server, CVS version 04/15/2002 on an Intel Pentium 3 based PC 

running Red Hat Linux 9.as the Authentication Server. 

Supplicant Setup 

The supplicant initiates the request for authentication.  Typically the supplicant can 

be a computer, a smart phone or a personal digital assistant with an IEEE 802.1x client 

software.  This setup uses Microsoft’s implementation of the IEEE 802.1x client for the 

Windows XP operating system.  This client is configured for use of EAP – TLS based 

authentication scheme.  The process of setting up the client is illustrated in the following 

figures . 

 

Figure 5-4 Wireless Network Connection Properties 
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Figure 5-5 Authentication Setup 

Figure 5-5 shows that IEEE 802.1x authentication is selected.  The next figure 

lists the properties tag of the authentication type. 
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Figure 5-6 Certificate Setup 

Figure 5-6 shows how to add the LIST root certificate as the trusted root 

certificate for validation of the certificates. 
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Figure 5–7 User Certificate 
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Figure 5–8 Certificate properties (EKU) 

The extended key usage is used with X.509 certificates in order to give a purpose 

for the key.  In our case, the purpose is client authentication.  This is indicated by setting 

the EKU to 1.3.6.1.5.5.7.3.2 (for the client certificate).  The root certificate must have an 

EKU of 1.3.6.1.5.5.7.3.1 to indicate that it is being used for client authentication as well. 
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Authenticator Setup 

 

 

Figure 5–9 Linksys Access Point Setup 

The Linksys AP is configured for wireless security with RADIUS server.  This 

option facilitates the interaction of the AP with the RADIUS server. 

Authentication Server Setup 

The Authentication server is installed on a Red Hat Linux 9 based PC.  

FreeRADIUS server is installed and the EAP/TLS module is optimized for operation.  

OpenSSL (www.openssl.com) is used for generating the certificates and its libraries are 

used for certificate validation /revocation issues. 

Following are the command line instructions for installing OpenSSL  

mkdir -p /usr/src/802/openssl 
cd /usr/src/802/openssl 
ncftpget ftp://ftp.openssl.org/snapshot/openssl-SNAP-20020227.tar.gz  
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tar zxvf openssl-SNAP-20020227.tar.gz 
cd openssl-SNAP-20020227 
./config shared --prefix=/usr/local/openssl 
make 
make install 
 

The FreeRADIUS server is downloadable from the website www.freeRADIUS.org 

and it can be installed on the Linux machine by issuing the following commands 

mkdir -p /usr/src/802/RADIUS 
cd /usr/src/802/RADIUS 
cvs -d :pserver:anoncvs@cvs.freeRADIUS.org:/source login 
                        CVS password: anoncv 
cvs -d :pserver:anoncvs@cvs.freeRADIUS.org:/source checkout RADIUSd 
cd RADIUSd 
./configure --prefix=/usr/local/freeRADIUS 

 

The scripts to be included in the SSL conf files and the certificate generating scripts 

are supplied in Appendix B.  The certificates should be distributed “out of band”, which 

means that the certificate should be installed in the client before Internet access can be 

gained by the authenticating client. 

The Appendix B also has a list of the key configuration files needed for smooth 

operation of the FreeRADIUS server. 

The setup is summarized by the following diagram. 

 

Figure 5–10 AAA system setup 

 



CHAPTER 6 
CONCLUSION 

PLC technologies have tremendous potential for growth in providing a networking 

infrastructure to support smart environments such as the smart home.  Research is being 

conducted to improve the PLC channel utilization and make PLC networks faster, more 

robust and reliable.  PLC networking can provide a robust and high speed backbone 

network to achieve seamless connectivity.  However, the absence of user level 

authentication and its associated security in PLC networking is a major obstacle in the 

widespread deployment of this technology for the purpose of consumer broadband 

Internet.  This is also the primary reason for the technology’s low acceptance in the 

corporate sector. 

WiFi and PLC both have an open, shared channel.  This calls for a robust AAA 

architecture that we have implemented, to increase the acceptance of these technologies 

for broadband Internet access and a corporate network backbone.  WiFi, along with 

802.1x, is showing tremendous promise and many corporations have accepted it as the 

standard security mechanism for deployment of wireless LANs at public hotspots and 

corporate premises.   

Many startup companies have based their businesses on the idea of 802.1x-enabled 

WiFi access points and its associated software for AAA and management of WiFi 

deployment.  IEEE 802.11i is the next WiFi standard which mandates the use of IEEE 

802.1x and eventually all vendors dealing with WiFi equipment have to incorporate these 

security features.  To make the migration path from the current WiFi to IEEE 802.11i 
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standards simple, an interim standard called WiFi protected access (WPA) is introduced.  

Current WiFi equipment can and should support WPA with just a firmware upgrade 

provided by equipment vendors.  This has lead to a revived popularity of WiFi. 

In order to make PLC a strong contender in providing last mile broadband Internet 

access, measures such as introducing a ratified standard for AAA in future PLC protocols 

is called for.  This thesis presents an AAA framework to deploy secure PLC Internet 

based on IEEE 802.1x over IEEE 802.3.  This solution exploits the protocol adaptation of 

HomePlug 1.0 protocol.  This enables the use of Ethernet based wide area networking 

and its associated security features to be incorporated while using the PLC physical layer.   

This thesis has demonstrated a feasible solution to include AAA mechanism in 

WiFi and has also provided a feasibility study of a similar solution for the PLC based 

networks.  With refinement in the implementation to handle a busy traffic load, this 

system is ready for deployment.  Thus, PLC – WiFi based broadband Internet can 

become a reality in the future. 

While this thesis has presented a mechanism for AAA in PLC networks and a 

solution to deploy PLC-WiFi based broadband Internet, work is necessary for 

incorporating the features of IEEE 802.1x into PLC based products, such as 

authenticators, routers, etc.  that enable the deployment of secure PLC based networks. 

The thesis demonstrates a proof-of-concept setup.  Practical deployment may 

involve in-depth analysis of throughput considerations and link quality after deployment 

and setup of the requisite equipment for enabling long-haul data communications over the 

PLC with a robust security framework..

 



APPENDIX A 
HOW UF WIRELESS WORKS 

The wireless LAN deployment on the University of Florida (UF) campus is one of 

the largest deployments of WiFi networking services.  WiFi services are only available to 

registered students, staff and faculty of UF.  The validity of users is asserted by verifying 

a valid Gatorlink account username and password.  (Gatorlink is the official name given 

to the service that allows students, staff and faculty of UF to access UF computing 

services.) This Gatorlink username and password database is maintained on a RADIUS 

server by UF Network Services.   

This system of providing WiFi services to authenticated users is called Walk In 

Port Authentication (WIPA) system.  There is an aggregation of all the AP’s connected to 

the DS into an authenticating router provided by BlueSocket Inc.  This authenticating 

router performs multiple roles of a NAS router, a DHCP server and also as a gateway.   

The following steps occur when a client requests an association with an AP. 

1.  The client scans the available wireless networks and the user selects the wireless 

network with SSID as “ufw”.  At this point, the client gets associated with the AP.  UFW 

is insecure in the sense that there is no question of key exchange and its associated issues 

in data encryption.  Open authentication is used by UFW and no WEP settings are 

enabled in the AP’s that relay the wireless signal. 

2.  The client is associated with the AP and it is leased a restricted IP address.  This 

IP address only allows port 80 traffic.  All port 80 traffic is directed to a secure website 

hosted by UF Network Services.  This website engages an https session (SSL secured 
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session) and performs certificate exchange.  The certificates are exchanged for SSL 

transaction and this is not a means of authentication. 

3.  On the login screen, the user is prompted to provide his username and password.  

These credentials form the RADIUS – Access request message and it is sent by the 

authenticating router to the AS i.e.  a RADIUS server.  If the credentials are valid, a 

RADIUS Accept message is relayed to the authenticating router and the router lifts all the 

sanctions on the IP address that was leased to the client.  Now the client can avail of all 

the services of the network.  The router essentially frees all the ports of the leased IP 

address and the client is now associated on the transport layer. 

The transport layer services are denied on failure of credentials verification and the 

restricted leased IP address is disassociated from the client. 

This is a convenient scheme for providing restricted WiFi access but there is a great 

risk of compromising data in this implementation. 

 
 

 

 



APPENDIX B 
SOURCE CODE FOR ASSOCIATED SCRIPTS 

This appendix provides the source code of the associated scripts that are used to 
configure the RADIUS server.  The scripts to generate the certificates are also provided 
in this appendix. 
 

EAP Module Configuration Script 

Eap.conf 

eap { 
 #  Invoke the default supported EAP type when 
 #  EAP-Identity response is received. 
  
 #  The incoming EAP messages DO NOT specify which EAP 
 #  type they will be using, so it MUST be set here. 
 # 
 #  For now, only one default EAP type may be used at a time. 
 # 
 #  If the EAP-Type attribute is set by another module, 
 #  then that EAP type takes precedence over the 
 #  default type configured here. 
 # 
 default_eap_type = tls 
  #  A list is maintained to correlate EAP-Response 
 #  packets with EAP-Request packets.   After a 
 #  configurable length of time, entries in the list 
 #  expire, and are deleted. 
 # 
 timer_expire     = 60 
 
 #  There are many EAP types, but the server has support 
 #  for only a limited subset.   If the server receives 
 #  a request for an EAP type it does not support, then 
 #  it normally rejects the request.   By setting this 
 #  configuration to "yes", you can tell the server to 
 #  instead keep processing the request.   Another module 
 #  MUST then be configured to proxy the request to 
 #  another RADIUS server which supports that EAP type. 
 # 
 #  If another module is NOT configured to handle the 
 #  request, then the request will still end up being 
 #  rejected. 
 ignore_unknown_eap_types = no 
 
 # Cisco AP1230B firmware 12.2(13) JA1 has a bug.   When given 
 # a User-Name attribute in an Access-Accept, it copies one 
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 # more byte than it should. 
 # 
 # We can work around it by configurably adding an extra 
 # zero byte. 
 cisco_accounting_username_bug = no 
 
  # Supported EAP-types 
  
  ## EAP-TLS 
   
  #  The documents on http://www.freeRADIUS.org/doc 
  #  are old, but may be helpful. 
  # 
  #  See also: 
  # 
  #  http://www.dslreports.com/forum/remark,9286052~mode=flat 
  # 
  tls { 
   private_key_password = whatever 
   private_key_file = /usr/src/802/certificate/cert-srv.pem 
 
   #  If Private key & Certificate are located in 
   #  the same file, then private_key_file & 
   #  certificate_file must contain the same file 
   #  name. 
   #certificate_file = ${raddbdir}/certs/cert-srv. 
    
   certificate_file = /usr/src/802/certificate/cert-srv.pem 
 
   #  Trusted Root CA list 
   #CA_file = ${raddbdir}/certs/demoCA/cacert.pem 
    
   CA_file = /usr/src/802/certificate/demoCA/cacert.pem 
    
   #dh_file = ${raddbdir}/certs/dh 
   #random_file = ${raddbdir}/certs/random 
 
   dh_file = /usr/src/802/certificate/DH 
   random_file = /usr/src/802/certificate/random 
 
   # 
   #  This can never exceed the size of a RADIUS 
   #  packet (4096 bytes), and is preferably half 
   #  that, to accomodate other attributes in 
   #  RADIUS packet.   On most APs the MAX packet 
   #  length is configured between 1500 - 1600 
   #  In these cases, fragment size should be 
   #  1024 or less. 
   # 
   fragment_size = 1024 
 
   #  include_length is a flag which is 
   #  by default set to yes If set to 
   #  yes, Total Length of the message is 
   #  included in EVERY packet we send. 
   #  If set to no, Total Length of the 
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   #  message is included ONLY in the 
   #  First packet of a fragment series. 
   # 
   include_length = yes 
 
   #  Check the Certificate Revocation List 
   #   
   #  1) Copy CA certificates and CRLs to same directory. 
   #  2) Execute 'c_rehash <CA certs&CRLs Directory>'. 
   #    'c_rehash' is OpenSSL's command. 
   #  3) Add 'CA_path=<CA certs&CRLs directory>' 
   #      to RADIUSd.conf's tls section. 
   #  4) uncomment the line below. 
   #  5) Restart RADIUSd 
   #check_crl = yes 
 
                         # 

                       #  If check_cert_cn is set, the value will 
                        #  be xlat'ed and checked against the CN 

                         #  in the client certificate.   If the values 
                         #  do not match, the certificate verification 
                         #  will fail rejecting the user. 

                       # 
                        check_cert_cn = %{User-Name} 
  } 

} 
 
 

clients.conf - Client configuration directives 

The following script is used to manage the access clients, i.e.  the authenticators. 
 

# 
####################################################################### 
####################################################################### 
# 
#  Definition of a RADIUS client (usually a NAS). 
# 
#  The information given here over rides anything given in the 
#  'clients' file, or in the 'naslist' file.   The configuration here 
#  contains all of the information from those two files, and allows 
#  for more configuration items. 
# 
#  The "shortname" is be used for logging.   The "nastype", "login" and 
#  "password" fields are mainly used for checkrad and are optional. 
# 
 
# 
#  Defines a RADIUS client.   The format is 'client [hostname|ip-address]' 
# 
#  '127.0.0.1' is another name for 'localhost'.   It is enabled by default, 
#  to allow testing of the server after an initial installation.   If you 
#  are not going to be permitting RADIUS queries from localhost, we suggest 
#  that you delete, or comment out, this entry. 
# 
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client 127.0.0.1 { 
 # 
 #  The shared secret use to "encrypt" and "sign" packets between 
 #  the NAS and FreeRADIUS.   You MUST change this secret from the 
 #  default, otherwise it's not a secret any more! 
 # 
 #  The secret can be any string, up to 32 characters in length. 
 # 
 secret  = testing123 
 
 # 
 #  The short name is used as an alias for the fully qualified 
 #  domain name, or the IP address. 
 # 
 shortname = localhost 
 
 # 
 # the following three fields are optional, but may be used by 
 # checkrad.pl for simultaneous use checks 
 # 
 
 # 
 # The nastype tells 'checkrad.pl' which NAS-specific method to 
 #  use to query the NAS for simultaneous use. 
 # 
 #  Permitted NAS types are: 
 # 
 # cisco 
 # computone 
 # livingston 
 # max40xx 
 # multitech 
 # netserver 
 # pathras 
 # patton 
 # portslave 
 # tc 
 # usrhiper 
 # other  # for all other types 
 
 # 
 nastype     = other # localhost isn't usually a NAS... 
 
 # 
 #  The following two configurations are for future use. 
 #  The 'naspasswd' file is currently used to store the NAS 
 #  login name and password, which is used by checkrad.pl 
 #  when querying the NAS for simultaneous use. 
 # 

# login       = !root 
# password    = someadminpas 

} 
 
#client some.host.org { 
# secret  = testing123 
# shortname = localhost 
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#} 
 
# 
#  You can now specify one secret for a network of clients. 
#  When a client request comes in, the BEST match is chosen. 
#  i.e.  The entry from the smallest possible network. 
 
client 128.227.120.41{ 
 secret  = whatever   
 shortname = listrouter 
} 

 

Client certificate generator 

This is a BASH shell script to generate the client certificates.  It uses the OpenSSL 

libraries and binaries, as well as the pre-generated root digital certificate to sign the client 

certificate. 

SSL=/usr/local/openssl 
export PATH=${SSL}/bin/:${SSL}/ssl/misc:${PATH} 
export LD_LIBRARY_PATH=${SSL}/lib 
echo The 'client-certificate-gen' script is being executed... 
 
# Request a new PKCS#10 certificate. 
# First, newreq.pem will be overwritten with the new certificate request 
openssl req -new -keyout newreq.pem -out newreq.pem -days 1 -passin pass:$1 -passout pass:$1 -
config fr_config.conf 
 
# Sign the certificate request.  The policy is defined in the openssl.cnf file. 
# The request generated in the previous step is specified with the  
# -infiles option and the output is in newcert.pem 
# The -extensions option is necessary to add the OID for the extended  
# key for client authentication 
openssl ca -policy policy_anything -out newcert.pem -passin pass:$1 -key whatever -days 1 -batch 
-extensions xpclient_ext -extfile xpextensions -infiles newreq.pem 
 
# Create a PKCS#12 file from the new certificate and its private key  
# found in newreq.pem and place in file cert-clt.p12 
openssl pkcs12 -export -in newcert.pem -inkey newreq.pem -out cert-clt.p12 -clcerts -passin 
pass:$1 -passout pass:$1 
 
# Parse the PKCS#12 file just created and produce a PEM format certificate  
# and key in cert-clt.pem 
# openssl pkcs12 -in cert-clt.p12 -out cert-clt.pem -passin pass:$1 -passout pass:$1 
# Convert certificate from PEM format to DER format 
# openssl x509 -inform PEM -outform DER -in cert-clt.pem -out cert-clt.der 
#clean up 
rm newcert.pem newreq.pem 
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Root Certificate Authority Generation script 

The following script is used to generate a self signed Root Certificate Authority. 

SSL=/usr/local/openssl 
export PATH=${SSL}/bin/:${SSL}/ssl/misc:${PATH} 
export LD_LIBRARY_PATH=${SSL}/lib 
 
# needed if you need to start from scratch otherwise the CA.pl -newca command doesn't copy the  
# new private key into the CA directories 
rm -rf demoCA 
echo 
"*******************************************************************************
**" 
echo "Creating self-signed private key and certificate" 
echo "When prompted override the default value for the Common Name field" 
echo 
"*******************************************************************************
**" 
echo 
 
# Generate a new self-signed certificate. 
# After invocation, newreq.pem will contain a private key and certificate 
# newreq.pem will be used in the next step 
openssl req -new -x509 -keyout newreq.pem -out newreq.pem -days 730 \ 
-passin pass:whatever -passout pass:whatever 
echo 
"*******************************************************************************
**" 
echo "Creating a new CA hierarchy (used later by the "ca" command) with the certificate" 
echo "and private key created in the last step" 
echo 
"*******************************************************************************
**" 
echo 
echo "newreq.pem" | CA.pl -newca >/dev/null 
echo 
"*******************************************************************************
**" 
echo "Creating ROOT CA" 
echo 
"*******************************************************************************
**" 
echo 
 
# Create a PKCS#12 file, using the previously created CA certificate/key 
# The certificate in demoCA/cacert.pem is the same as in newreq.pem.  Instead of 
# using "-in demoCA/cacert.pem" we could have used "-in newreq.pem" and then omitted 
# the "-inkey newreq.pem" because newreq.pem contains both the private key and certificate 
openssl pkcs12 -export -in demoCA/cacert.pem -inkey newreq.pem -out root.p12 -cacerts \ 
-passin pass:whatever -passout pass:whatever 
 
# parse the PKCS#12 file just created and produce a PEM format certificate and key in root.pem 
openssl pkcs12 -in root.p12 -out root.pem -passin pass:whatever -passout pass:whatever 
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# Convert root certificate from PEM format to DER format 
openssl x509 -inform PEM -outform DER -in root.pem -out root.der 
 
echo 
"*******************************************************************************
**" 
echo "Creating client private key and certificate" 
echo "When prompted enter the client name in the Common Name field.  This is the same" 
echo " used as the Username in FreeRADIUS" 
echo 
"*******************************************************************************
**" 
echo 
 
# Request a new PKCS#10 certificate. 
# First, newreq.pem will be overwritten with the new certificate request 
openssl req -new -keyout newreq.pem -out newreq.pem -days 730 \ 
-passin pass:whatever -passout pass:whatever 
 
# Sign the certificate request.  The policy is defined in the openssl.cnf file. 
# The request generated in the previous step is specified with the -infiles option and 
# the output is in newcert.pem 
# The -extensions option is necessary to add the OID for the extended key for client authentication 
openssl ca -policy policy_anything -out newcert.pem -passin pass:whatever \ 
-key whatever -extensions xpclient_ext -extfile xpextensions \ 
-infiles newreq.pem 
 
# Create a PKCS#12 file from the new certificate and its private key found in newreq.pem 
# and place in file cert-clt.p12 
openssl pkcs12 -export -in newcert.pem -inkey newreq.pem -out cert-clt.p12 -clcerts \ 
-passin pass:whatever -passout pass:whatever 
 
# Parse the PKCS#12 file just created and produce a PEM format certificate and key in cert-clt.pem 
openssl pkcs12 -in cert-clt.p12 -out cert-clt.pem -passin pass:whatever -passout pass:whatever 
 
# Convert certificate from PEM format to DER format 
openssl x509 -inform PEM -outform DER -in cert-clt.pem -out cert-clt.der 
echo 
"*******************************************************************************
**" 
echo "Creating server private key and certificate" 
echo "When prompted enter the server name in the Common Name field." 
echo 
"*******************************************************************************
**" 
echo 
 
# Request a new PKCS#10 certificate. 
# First, newreq.pem will be overwritten with the new certificate request 
openssl req -new -keyout newreq.pem -out newreq.pem -days 730 \ 
-passin pass:whatever -passout pass:whatever 
 
# Sign the certificate request.  The policy is defined in the openssl.cnf file. 
# The request generated in the previous step is specified with the -infiles option and 
# the output is in newcert.pem 
# The -extensions option is necessary to add the OID for the extended key for server authentication 
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openssl ca -policy policy_anything -out newcert.pem -passin pass:whatever -key whatever \ 
-extensions xpserver_ext -extfile xpextensions -infiles newreq.pem 
 
# Create a PKCS#12 file from the new certificate and its private key found in newreq.pem 
# and place in file cert-srv.p12 
openssl pkcs12 -export -in newcert.pem -inkey newreq.pem -out cert-srv.p12 -clcerts \ 
-passin pass:whatever -passout pass:whatever 
 
# parse the PKCS#12 file just created and produce a PEM format certificate and key in cert-srv.pem 
openssl pkcs12 -in cert-srv.p12 -out cert-srv.pem -passin pass:whatever -passout pass:whatever 
 
# Convert certificate from PEM format to DER format 
openssl x509 -inform PEM -outform DER -in cert-srv.pem -out cert-srv.der 
 
#clean up 
rm newcert.pem newreq.pem 
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