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„Transformation   
Through Training“

The aim of this magazine is to provide a forum for 
exchange of information and expertise among training 
and educational institutions across NATO in the area 
of training, military professional education, and 
related technological support. In the context of The 
NATO “Smart Defense” approach, there is growing 
importance for cooperation with partner states and 
international organizations, such as the United Nations, 
the European Union, the Organization for Security 
and Cooperation in Europe and others. With the above 
in mind, the JFTC invites authors from countries and 
institutions beyond the NATO environment, to publish 
in the Transformation Through Training magazine.  
The magazine will focus on the best practices in the 
areas of command and staff training, professional 
military education, simulations and simulation 
technologies, distributed training, military training 
development as well as other related areas. The JFTC 
also welcomes recommendations for the application 
of the most recent experience and lessons learned 
from ongoing operations, training events and recent 
innovations in the field of simulations and information 
technologies. The magazine will also briefly cover 
the life of the international community at the JFTC 
with the aim of promoting the centre within NATO 
and among the partner nations. The magazine will be 
published twice a year, during the spring and fall, by 
the NATO Joint Force Training Centre in Bydgoszcz.

The articles published in this magazine 
represent opinions of their authors and do 
not necessarily reflect the official policy of 
NATO.

Scan the QR code with your 
mobile device. This will take you 
to the archive of Transformation 
Through Training magazine.
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Sir, this is your first visit at the Joint 
Force Training Centre. As it is held 
concurrently with the Resolute Support 
Training Event 15-4, you have already 
had a chance to see how the centre 
works at full speed conducting one of 
its flag exercises. What are your first 
impressions?
My first impression is maturity of the 
training and the level of details. All that is 
of interest for me to see because I remember 
how flexible and adaptable your work was 
to shift from war type of mission to a kind 
of a  train and assist mission. What I saw, 
and it’s always better to see, was again 
maturity, the level of details, the way we 
integrate all the different aspects for the 
relations with the Afghans, registration of 

forces and how all these things are well 
organized in details. You have to see that - 
the maturity of the training and the security. 
This is the best demonstration I could see of 
the competences of this centre. It was very 
interesting to see the video conference, 
which is a part of the training, important 
role of role players and other contractor. 
All that was a great demonstration of the 
maturity of this training. 

You took over the responsibility for 
NATO training in a very demanding time. 
New challenges the Alliance faces, a very 
rapidly changing geopolitical situation 
right behind the Alliance’s borders in 
the east and in the south – all these 
make the Supreme Allied Commander’s 

Transformation work more important 
than it has ever been before. How do 
you envision the upcoming years of your 
service?
First, the vision is that we do not transform 
for the sake of transformation. What is 
important here is what  we transform and 
what we transform is what I mentioned this 
morning – this is our capacity to fulfill the 
three tasks of the Alliance. 
And the tasks cover everything - this is 
collective defence, crisis management and 
cooperative security. We have already in 
place all the search carried out to fulfil 
those tasks, but my aim is to first deal with 
the short term challenges, all the work we 
have to do to implement the decisions of 
the Wales Summit. This is basically the 

Interview with General Denis Mercier, 
the Supreme Allied Commander Transformation,
conducted on 21 October 2015

„You Are Central Part of the Transformation  
of the ACT Family“
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Readiness Action Plan, but we see that 
we’ll have future challenges to face. The 
aim is to try to, based on strategies and on 
all the documents that are already in place. 
This will be the main task I see.
Everybody should keep in mind that 
transformation is just the design to have our 
operational capacity today and to have our 
operational capacity tomorrow. We have to 
be focused on that and to be sure that when 
SACEUR needs to employ forces, we will 
have prepared all these capacities to face 
all the challenges that are waiting for us in 
the future.
We will be surprised for sure. So, strong 
commitment for the short term is important 
but we have to foresee the future and see 
how that can affect what we are doing.

Now, everybody is thinking about the 
NATO Warsaw Summit. Do you expect 
the summit to have something like a 
catalyst effect for the NATO community, 
that some things will be decided quicker, 
deeper or broader?
In fact it will be some kind of follow 
on of the Wales Summit. It was then 
decided to have more readiness and more 
responsiveness especially for NATO forces. 
We are organizing that but we have to be 
ready by the Warsaw Summit to respond to 
questions that will come based on the long 
term adaptation paper that has been issued 
by the Secretary General. This is interesting 
because this is not only the short but also 
a long term vision as well and we have to 
redefine some key concepts of the Alliance. 
What  deterrence is, what the posture of 
forces is, what its posture means in the 

XXIst century – these are the questions 
and these are the issues that will be raised 
during the Warsaw Summit. In addition to 
where we are within the Readiness Action 
Plan with which, I am very confident, we 
are on track. We have some difficulties in 
some areas but we will stay on track. We 
have to and we will. Then, the other thing is 
just to prepare the future and that’s a good 
question.

How do you assess the Alliance’s ability 
to face challenges of modern warfare? 
For example, hybrid or information 
warfare – how do you see the role of 
NATO training in preparing soldiers to 
respond to this task? 
We have to understand what we can call 
warfare or threats – we have to assess 
what they are exactly and then if we look 
at hybrid there are too many issues to deal 
with. The first is internal and this task 
that we have to improve our readiness 
and responsiveness came from the hybrid 
warfare. So when we have this kind of 
threat coming which engage non-state and 
state actors and some kind of surprising 
courses of action, how we can deploy 
appropriately developed forces. That’s 
internal and that again is a plan and we 
have already worked on that.
The second thing is that this kind of 
threats we cannot respond to in isolation, 
so we have to get a more comprehensive 
approach, because that involves many other 
actors and so that we have to deal with 
all the organizations and one of them, 
and this is a strong task that we have, is 
the EU. How the two organizations are 

complementary to deal with these kinds of 
threats, how we prepare our soldiers and 
how we integrate that first in our exercises. 
Our credibility comes with our capacity to 
integrate this kind of threat in our exercises 
to prepare our people. This is what we 
are doing in the Trident Juncture 15. We 
have integrated hybrid threats, we have 
integrated cyber threats which are more 
and more important. We have integrated 
ballistic missile defence and STRATCOM 
– one of the main issues is STRATCOM 
and we are probably not that good in this 
field. This is another task, to improve 
our Strategic Communication, which is 
something absolutely essential especially 
for this kind of threats. Even the use of 
twitter and all these devices - in reality we 
will have to face them but using them has 
opportunities as well.
We cannot avoid the necessity to play 
with all these communication tools and all 
which is available. It is sometimes a source 
of problems, because every individual can 
use twitter, facebook, whatever they need 
for information, but it offers opportunities, 
too. We need to work on that.

What are the main topics as far as 
NATO training and transformation are 
concerned that you would like to address 
first?
First, and this is absolutely essential, we 
have to bring realism in our training. 
Realism through the role players, through 
the interaction with the theatre - realism is 
key for the training.
Second, we have to be sure that in our 
training we integrate the interoperability 
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between the forces deployed within the 
Alliance and with partners, if necessary. 
And for that the exercise CWIX, conducted 
here is of utmost importance. These are 
main issues. 
On the broader level of the training, and 
bigger exercises such as Trident Juncture 
we have to make these exercises visible 
because they demonstrate the credibility of 
what we are building. And this is important. 
Part of the credibility of the posture we 
built our defence on successful training. 
This is demonstration. Trident Juncture 
is a clear demonstration that the Alliance 
today is able to deploy 35 000 people, 140 
aircrafts and 60 ships.
It is a strong message to everybody of the 
cohesion of our Alliance.

During his last visit to the JFTC General 
Jean-Paul Paloméros named our centre 
the Joint Force TRANSFORMATION 
Centre. How do you see the role of the 
JFTC in this big allied transformation 
machine and where do you see its place 
in your vision of future NATO training? 
How are you planning to use the JFTC 
to fulfill the Alliance’s training and 
transformation goals?
The first thing is what you have done for 
the Resolute Support Mission. I mean you 
had to go quite quickly but smoothly from 
the warfighting mission to train, advise, 
assist mission with shift of mind but the 
shift of mind of the audience, because 
here, there was a big shift of mind of 
the people who are preparing. This is 
transformation. Again, the transformation 
is how we transform our overall capacity 
and in this time the capacity was to go from 
a warfighting mission to a train and assist 
mission. That was short term, and then 
we have to look at transformation at the 
long term. Obviously we cannot foresee a 
new increase of the PE. We cannot in the 
short term but maybe we will have to for 
some posts for the implementation of the 
Readiness Action Plan.
I mentioned that because the main role of 
this centre today is to continue to support 
the Resolute Support mission or any nation 
that want to send people here. We have to 
do that.

We have to consider that we need to set 
priorities. First priority is to continue the 
RS mission. Then you have to work on 
interoperability, as you do during the CWIX 
exercise. That is a great preparation for the 
future. We have to think operationally and 
not just concentrate on the technical part of 
it. If we continuously make this exercise 
more operational, it will be interesting 
and it will be totally in line with this 
Federated Mission Network which prepares 
the future. And then we have the RAP, we 
have the NRF, that already is in training. 
What will be the role for the VJTF? We will 
have to assess that and see the main role of 
training of partners. We have this ongoing 
exercise with Georgia, the decisions have 
to be taken but we’ll see that could be a 
good track and maybe this will be the first 
partner we will train and then I am sure 
that we will face new challenges in the 
future. Then according to our vision of 
how we continuously transform our combat 
capacity, there will still be a role for this 
centre in Bydgoszcz to be a part of it.  
We have to make this assessment within 
the resources that have been given to us. 
So we have the short term priorities, no 
discussion about it. After my visit here, I 
have to visit the centre in Stavanger and the 
JALLC - because when we think about the 
future we should not think about the future 
in isolation of one centre from another. This 
is why I will have the opportunity to visit 
the other centres in November and then 
we will discuss and see what is possible 
to bring to you in terms of competences 
they are able to support. In order that you 
remain an important training centre for our 
Alliance, we will continue to promote the 
idea that the nations that are interested in 
that can come here because the JFTC can 
provide a multitude of things. We are sure 
in terms of force interoperability that the 
nations that are coming here will be trained 
in accordance with NATO doctrine.
But I cannot tell you today exactly who 
will do all these things. We have to set the 
priority and this is what we are going to do 
in the upcoming weeks and months in order 
to  give you anticipation of the future tasks 
and the review of terms of reference of the 
MC 510 lies in this field.

You are central part of the transformation 
of the ACT family so the Transformation 
Through Training – transformation will be 
part of the task for the centre here.

Do you have any special tasks for the 
JFTC?
Interoperability – between different 
systems and between different people. 
Interoperability comes as well with the fact 
that many nations can come here and receive 
training. When they come here, I know that 
you will work on this interoperability, on 
the respect of the NATO doctrine, you will 
advise that. So then, when they will have to 
operate, fight, work together, we are sure 
that after such training they will have had 
in this centre, even if it is national, they will 
be interoperable. 
Other than that, how we connect forces 
and training with the partners – that’s a 
big issue.
I mentioned that we cannot work in 
isolation. And the transformational issue 
that we have is that we need to be 
sure that from the higher HQ down to 
the tactical level all these forces are 
properly connected. And this is why 
this centre plays a strong role in the 
Connected Force Initiative which was 
mentioned. ■

Questions asked by 
the JFTC Public Affairs Office
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Sir, the Alliance faces new challenges 
and needs to be ready to respond to 
the new reality. As the Supreme Allied 
Commander Transformation you have 
been responsible for NATO training for 
the past few years. How, throughout 
this time, NATO preparation for future 
challenges evolved? 
I think that NATO had realized a couple of 
years from now and first, in Chicago,that 
we needed to reinvest in preparation for 
operations. And this is great news, I mean 
if NATO has been successful for more 
than 66 years it is thanks to its ability to 
adapt to this situation in a very proactive 

way. And now we see how important the 
preparation for operations is. We have 
seen that in Afghanistan and even in 
more demanding situations in terms of 
readiness - for instance Libya was a good 
example, where in just a few days we 
prepared ourselves to be ready and to 
do our job. So I think we are really on a 
good track, we have anticipated that and 
we were ready when the crisis in Ukraine 
broke out. In fact our connected forces 
initiative had been launched for a while. 
So we started to reinvest in exercises, 
strategic exercise in preparation. Now we 
have increased significantly the number of 

NATO activities. We had 100 several years 
ago, now we have more than 300 different 
types of exercise linked under the NATO 
flag which is really good news. We train 
our people more and better. This is a great 
reinvestment in our best asset – our people, 
our men and women who are fighting in 
very tough conditions.

What, in your opinion, is the main 
challenge the Alliance needs to respond 
to at the moment as far as NATO training 
program is considered?
We are very good, at the tactical single 
component training. Now we have to put 

Interview with General Jean-Paul Paloméros,   
the former Supreme Allied Commander Transformation, 
conducted on 20 July 2015

JFTC – Joint TRANSFORMATION Centre
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more emphasis at the joint level. And 
this is really a part of our priorities. Very 
soon, in September, October, November, 
we will run the main exercise that NATO 
has run for many years, more than a decade 
– Trident Juncture 15, more than 36000 
troops together from different nations in the 
south: Portugal, Spain and Italy, but even 
more important in the joint environment. 
So that will be a great time to evaluate, 
train, set forward the joint structure of 
NATO. Because we know that every single 
operation is joint by nature. 

We are in Poland, in the central part of 
Europe where the NATO “spearhead” is 
being located. It seems that the JFTC is 
a perfect venue for training for the Very 
High Readiness Joint Task Force and 
NATO Force Integration Units. How do 
you see the role of the JFTC in this part 
of NATO training?
Obviously we are working on the future 
role of the JFTC in the overall Readiness 
Action Plan and taking full benefit of 
the wonderful location of the JFTC in 
Bydgoszcz, Poland, collocated with a 
centre of excellence from one end and 
now with a new born NFIU. So we have 
a unique opportunity to capitalize on that 
and to prepare our forces, to reinvest in a 
certain way in the collective defence. It is 
nothing given, we have to re-learn some 
skills we have lost more or less in the 
process, because we were so much focused 
on outer operations. This was a requirement 
and we did well, but now in the collective 
defence we have to refocus on maneuver, 
on high intensity crisis scenarios. I think 
JFTC is perfectly placed – geographically, 
but also in terms of expertise and capability 
to prepare the forces including the VJTF, so 

certainly we will have one good case with a 
future Noble Jump exercise.
So let’s work on that, I am very confident 
the expertise developed here at the JFTC 
will be of great use.
The main question now will be the 
prioritization. There are so many tasks 
because of the nature of the environment 
that we have to prioritize.
JFTC is doing a great job. People are 
really motivated. They are committed, but 
there are limits as well to that and as a 
commander I must take it in consideration.

If you were to describe the position of the 
JFTC in the NATO training network and 
transformation, where would it be?
If I had to describe the JFTC I would 
describe it first by its name as I see 
it – it is the Joint Force Transformation 
Centre, which means that JFTC is certainly 
the centre of excellence of NATO for 
operations preparation. That it is involved 
in all transformation efforts. I see a great 
benefit of the JFTC in partnership for 
instance, as we are working for tools, for 
interoperability, for training – training is a 
great part of interoperability, but as well of 
defence capacity building - how we work 
with our partners. All of that is built upon 
strong expertise, strong credibility and the 
ability to integrate the forces. 
JFTC is a great integrator organization. And 
we need to integrate the forces, because 
we live in a very complex environment. 
On one hand you have the forces and the 
human expertise, on the other hand you 
have the integration of systems. And at the 
certain stage you must close the loop and 
make sure that people are able to use the 
system and that the systems are adapted to 
the skills of the people. In JFTC we do that. 

We train people for operations, but on the 
same way we integrate the systems through 
experiments and exercise like the CWIX, 
which is really a great transformation tool 
to check the interoperability. So the role of 
the JFTC is really this incubator in a certain 
way, but also focusing on preparation for 
operations in a very pragmatic way - to 
make sure that not only do we have a 
good concept and good doctrines, but that 
people and the systems are together able to 
achieve what we mean in terms of concept 
and doctrines.

Joint Force Transformation Centre? 
There is no need to rename the centre. 
Training is a wonderful mission and we 
must keep training. But in my heart and 
in my feelings this is why the JFTC is 
placed so well in ACT. Because ACT 
is the command for transformation and 
JFTC (together with JWC) are wonderful 
tools for the transformation – tools in 
the best sense of the term - wonderful 
organization to keep on transformation, 
which means developing capabilities, 
training, exercising people, fostering 
innovation and partnership. All of that 
together, we must push all the strengths and 
efforts if we really want, and we do want to 
transform NATO. And we have achieved a 
lot together. I mean the great result of the 
preparation forces for Afghanistan is a clear 
outcome of JFTC, the CWIX integration 
program is a great outcome of the JFTC, so 
there is a huge potential in connecting the 
different tools for transformation together. 
That is why I said the JFTC is the Joint 
Force Transformation Centre as well.   ■

Questions asked by 
the JFTC Public Affairs Office
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Sir, the last couple of years have been very 
busy for the Supreme Allied Commander 
Transformation HQ. The Alliance faces 
new challenges and the need for a very 
quick adaptation to the new reality became 
a priority. As the Chief of Staff at the HQ 
SACT since October 2013 you have been in 
the heart of these changes. How, from your 
perspective, NATO preparation for future 
challenges evolved throughout these years? 
Yes, it’s been very interesting couple of 
years really, because some of the changes 
that we had in hand predate the Russian 
annexation of Crimea and the deterioration 
of the security situation in Ukraine. We could 
see that the commitment to Afghanistan was 
going to change and to some degree end, 
so we were already thinking about what we 
needed to do to really get our collective 
forces to regain that sort of high level joint 
operational warfighting edge. Particularly the 
training construct has a lot of work going on 
already, and the capabilities in terms of all the 
ISR and Federated Mission Network. Those 
capabilities were in hand; those were decisions 
taken at the Chicago Summit, largely, but of 
course all that was brought in sharp focus by 

Crimea and Ukraine and Russian aggression. 
That really accelerated things, particularly the 
training domain, and this is where it relates 
to JFTC. The whole training domain, tempo, 
commitment, complexity gained a focus, 
attention and acceleration. That was extremely 
helpful. 
But you’re right to say that it was a challenging 
period.  It was extremely hard work at the 
time, with everyone very committed, burning 
long hours, working very much with our sister 
headquarters, the Allied Command Operations, 
SHAPE in Mons, who in many respects were 
in lead for quite a lot of the changes and the 
adaptation in NATO. Collectively we really 
did a lot of work to get our nations to agree 
to a whole set of adaptive changes to NATO. 
Many of them will go on for some time, so 
in that sense it was a very productive process 
of transformation. We achieved a lot and we 
are capable, and I think NATO is capable of 
achieving a lot through this adaptation with 
all the things that went with it in terms of the 
assurance of the nations, particularly here in 
the East, of which Poland was one, and really 
getting ourselves back into a position where 
we understood deterrence properly.

The need to adjust to the challenges is one 
thing, but on the other hand we also have 
to think about the fact that these changes 
nowadays are happening very rapidly, and 
this is my second question, how would 
you evaluate the alliance’s ability to keep 
up with this speed, how efficient is the 
NATO transformation process adjusting 
the current needs?
I think in an alliance of 28 nations one has to 
be realistic about the pace of change. Think 
of the work to gain a consensus amongst our 
nations as to what that change should look 
like, and then how to resource that change. It 
is a tough process, but once you achieve that 
consensus, and once you have an agreement, 
and once you have a trajectory then people are 
very committed and you can achieve change 
quite quickly. People will always comment 
and say: “it’s almost taking too long”, but 
measured against most single nations, I think 
NATO has done pretty well in the past 18 
months or so. And actually one of the pieces 
of work we did over the past 12 months was 
to have a really hard look at the lessons from 
the past 20 years of operations. One thing 
that is amazing when you sit and look at the 

Interview with Lieutenant General Phil Jones OBE, 
the former Chief of Staff of the Allied Command Transformation, 
conducted on 29 July 2015

JFTC – „A Big Lump of Shiny Treasure 
in Our Training Architecture” 
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analysis of the lessons from the past 20 years 
of the NATO-led operations, is how much 
NATO has adapted over the past 20 years. 
It may not feel like it is particularly fast at 
the time, but in reflection, NATO has been 
incredibly responsive to the changing security 
environment we find around ourselves all the 
way to the back of the Balkans, to Kosovo, to 
Libya, to piracy, to Afghanistan. An incredible 
amount of change has happened over that time 
together with our nations. The re-emergence 
of Russian aggression has re-sharpened the 
focus and allowed us to gain consensus to 
commitment far more quickly. Is it quick 
enough for everyone? No, it will never be 
quick enough for everyone, but NATO has 
done a pretty good job of getting to where we 
are right now. It is something for NATO to be 
proud of, I think.

As General Paloméros said during his recent 
visit to the JFTC, the centre is ‘perfectly 
placed – both geographically and also in 
terms of expertise and capability, to prepare 
the forces including the VJTF’. The new 
NATO challenges have a huge impact on 
JFTC’s work – which means new training 
events and exercises thus, simply heavier 
workload for the HQ. To keep up with the 
new requirements, the JFTC is working on 
its internal transformation – and talking 
about this we cannot avoid touching upon 
the centre’s structure. The work is ongoing. 
How do you see the future of the JFTC in 
the light of the recent discussions regarding 
this topic?  
I think, and I think a lot of people share 
this view, that the JFTC has a very bright 
future. We all are incredibly proud of the 
way the JFTC has matured as a relatively 
new organization. It has gone from very early 
days of relatively ad hoc training to having 
a really solid place in the NATO training 
architecture. Additionally, that whole process 
of looking after the mission pre-deployment 
training over the period of years, to transition 
very quickly to Resolute Support - that was 
a real accomplishment itself, the transition 
from ISAF pre-deployment training to the 
establishment of Resolute Support mission 
training and that will endure. 
And as we were discussing earlier today with 

your Command Group that the lessons, the 
capability and the experience of doing that 
sort of thing, preparing people for that sort of 
mission, will be needed time and time again 
for the future.
And then if you look at the NRF or VJTF and 
everything else, there is this growing need 
for an organization that knows best practice 
of how to really integrate joint forces at the 
tactical level in NATO. 
10 or 15 years ago the NATO concept was 
to integrate forces at the division level into 
multinational organizations. In other words, 
you would expect the nations to come with 
a division or a brigade. Now we are into the 
business where you can integrate platoons 
together with air forces to do very tactical 
actions. The understanding of how to do 
that is something that’s inherent to JFTC, 
and that fulfills the requirement. You could 
expand JFTC’s agenda almost endlessly 
if you wanted to. We are only limited by 
resources, imagination and time.  Bydgoszcz 
is a very attractive place to come. It is very 
welcoming to JFTC and it feels like a very 
professional organization. And you can keep 
piling things onto it until it breaks. The 
trick here is to make sure that resources 
and the work community are balanced for 
the future. As we start to grow these new 
ideas of the very High Readiness Joint Task 
Force, the NRF and readiness exercise, we 
need to balance that with the capacity, with 
capability. 
We need to grow the infrastructure, we need 
to attend to this compound, we need to get the 
nations to invest a bit more, not just people. 
But in terms of bricks and mortar here, we 
need to make sure that CIS is kept up to 
speed. There is a huge amount of modelling 
and simulation and cutting edge stuff going 
on here. All of this is good. The future is 
pretty bright for JFTC. As I said, we are only 

really limited by our imagination and by the 
capacity of the organization to deliver. There 
is a great spirit here and I really do respect the 
organization.

If you were to describe the position of the 
JFTC in the NATO training network and 
transformation, where would it be?
From my perspective, sitting where I do as the 
Chief of Staff of ACT, JFTC is a big lump of 
shiny treasure in our training architecture. It’s 
24-carat gold. It’s a really, really important 
organization which has a very important place 
in the training. In many respects it has a 
very transformational place in our training, 
because this joint integration of preparation 
for operations will continue. But also this 
beginning to focus much more on the NRF and 
readiness - these are in some ways skills we 
need to re-learn, but there’s a whole lot of skills 
in NATO that we need to learn anew. We need 
to learn new skills, we need to integrate the 
capabilities that are coming and that, coupled 
with things like CWIX for example, which we 
were very excited about. The real integration 
of capabilities into a joint tactical force at this 
level of detail is very exciting. So I see JFTC 
not only as being a 24 carat gold lump of 
treasure in our training architecture but I also 
see it positioned right at the cutting edge with 
thinking in many respects. 
The relationship that you have with Brunssum 
in particular in this sort of joint tactical domain, 
it’s been hugely fruitful. I know that Brunssum 
admires JFTC very much indeed and sees it 
very much as part of their family, in the way 
that you are absolutely part of ACT family.   
As ACT Chief of Staff, I fully appreciate what 
JFTC is doing and can see great potential for 
the future. ■

Questions asked by  
the JFTC Public Affairs Office



COL Brandon McGowan,
JFTC Training Division Head 
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Joint Force Training Center  
and VJTF Training
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Introduction

 The NATO Very High Readiness Joint 
Task Force (VJTF) is an idea that will become 
a reality in 2016.  In response to recent world 
events, NATO focused very heavily on its 
rapidly deployable, joint, combat capabilities.  
The VJTF was the fruit of this focus.  
 There are many different opinions as 
to what the VJTF is – often the Land Brigade 
of the VJTF is described as being “THE 
VJTF.”  That interpretation is not accurate.  
The VJTF is truly joint in its capabilities, 
scalable, relatively rapidly deployable and 
contains high readiness land maritime and 
air formations that can deploy on very 
short notice.  Do not intellectually separate 
the concept of the VJTF from the NATO 
Response Force (NRF).  The VJTF is merely 
a subset, or deployment phase of the NRF that 
is enhanced, responsive and more accurately 
takes into account rapidly developing 
situations where an immediate deployment 
of capable joint forces is required.  

What does it all mean for the 
Joint Force Training Center?  

 JFTC will potentially be aligned 
to train the Land Brigade of the VJTF(L) 
depending on where this brigade is within the 
training cycle.  With any military organization 
there is a training and readiness cycle that will 
dictate the combat readiness and availability 
of forces.  The VJTF is no different.  In 
any given year there will be three different 
elements of the Land Brigade, one that is 
“standing up” one that is “standing by” and 
one that is “standing down.” 

 JFTC’s focus will be on the 3 Star  
headquarters for the “stand by” VJTF  
Land Brigade.  As such, JFTC has a  
responsibility to design a training event 
within a joint context to include the higher 
Joint Headquarters, enablers, adjacent forces 
and all manner of elements that make up an 
environment in which the VJTF will deploy and 
employ.  This is no simple task.  On the modern 
battlefield, no organization fights outside of 
a Joint context.  In order to properly prepare 
an exercise with modeling and simulation – 
JFTC must take into account Air, Maritime, 
Host Nation, Non-Governmental Organizations, 
Higher Headquarters, Adjacent Forces, and of 
course Enemy Forces.  These requirements are 
intense when taking all of these organizations 
and their capabilities into account.  

Trident Joust 2016

 The first JFTC led exercise in this 
continuum will be Trident Joust 2016.  Initially 
designed as an exercise for Joint Force Command 
Brunnsum (JFCBS), Trident Joust was not 
intended to be a VJTF exercise.  However, 
JFCBS in light of world events and the need 
to rapidly develop and exercise capabilities in 
response to these events decided to customize 
this exercise.  The purpose is to exercise concepts 
of the VJTF that had not yet been exercised.  
 Multinational Corps Northeast will be the 
primary training audience, and Trident Joust 2016 
will fill JFCBS’s requirement to exercise and test 
command and control concepts for the VJTF(L).  
A cross functional team with contracting support 
for additional capabilities has been created, and 
JFTC will act as ODE for Trident Joust 2016.   
NATO will be able to definitively state that they 

have exercised the capabilities of the VJTF(L) 
in a meaningful environment, and it will be a 
tremendous achievement for JFTC to have been 
a large part of that effort.

Look ahead
 But, what of the future?  There will be a 
continuing requirement for NATO to produce 
a tested and exercised VJTF every year.  The 
Joint Warfare Center, will continue to be heavily 
involved in all of the Trident Series exercise, 
and the VJTF training is no exception.  The 
Joint Warfare Center will likely primarily focus 
on the “stand up” VJTF by incorporating it into 
the Trident exercises.  This leaves a potential 
gap in training for the “stand by” and “stand 
down” VJTF elements.  This gap is where JFTC 
may fall.  It is likely starting in 2018 that this 
gap will be filled by a recurring VJTF exercise 
for the “stand by” and “stand down” elements 
of the VJTF.  The lessons that JFTC learns 
during the planning of Trident Joust 2016 will 
be critical to apply in future exercises.
 As of now, there is no VJTF “stand by” 
exercise planned for 2017.  This does not mean 
that there will not be an exercise, and indeed 
the NATO Command Structure may ultimately 
decide to take advantage of Trident Joust 
2017 to execute this type of exercise.  JFTC 
will remain poised to react to this possibility 
in 2017.  For this reason, it is critical that 
JFTC retain the lessons and expertise learned 
during Trident Joust 2016.  Whatever may 
result in 2017, JFTC must position itself for 
a successful Trident Joust 2016 exercise in 
order to provide capability in a perceived 
training gap to the NATO Command Structure 
requirements.  In this way JFTC will serve the 
future needs of NATO and deterrence.  ■



JFTC Staff Visit to Theatre,  
Nice to Have or a Necessity?
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Introduction

 Since 2014 the Joint Force Training 
Centre (JFTC) has been responsible for 
all NATO Phase II Resolute Support Pre 
Deployment Training (RS PDT). Until the 
mission change from ISAF to RS the JFTC 
trained Regional Commands North and 
South before deploying to Afghanistan, 
whereas the Joint Warfare Centre was 
responsible for training HQ ISAF Joint 
Command and HQ ISAF. Both training 
centres went to theatre with individuals 
from their Training Teams (TTs) to gain 
the latest information in order to create 
a realistic environment for their Training 
Event (TE). Current discussions between 
theatre (HQ RS), the Officer Conducting the 
Exercise (Joint Force Command Brunssum 
– JFC BS) and the Officer Directing the 
Exercise (JFTC) seek justification for 
frequent travels to theatre, as modern 
communication assets could replace this.

RS Training Events

Training Aim and Training 
Audience

 Annually there are 4 Resolute 
Support Training Events (RS TEs), executed 
in January, April, July and October. The 
training aim for these TEs is generally the 
same: “To educate the Training Audience 
(TA) in the specifics of the mission, to train 
TA assigned to advisory roles and to create 
conditions for team building ”. For RS TE 
16-1 specifically an additional training 
aim was added for Train Advise Assist 
Command-North (TAAC-N) TA: “To build 
capable, confident and cohesive staff teams 
in order to support Commander TAAC-N 
and his decision-making processes, thus 
enabling him and his staff to carry out 
their mission as TAAC-N”. TAAC-N TA 
consists of a full HQ and parts of advisory 
teams. HQ RS TA consists of Individual 

Augmentees (IAs) in advisory roles, in staff 
officers supporting the advisory efforts and 
staff officers supporting HQ functions. 

Training Objectives

 Training Objectives are broadly 
defined by JFC BS and agreed upon with 
theatre. These Training Objectives have 
been broken down in close cooperation 
between JFTC and JFC BS into Enabling 
Objectives and standards to train to which 
have to be covered during any training 
phase in order to instruct all knowledge and 
skills the TA should possess before leaving 
for theatre. 

JFTC Staff Visits

 In preparation for Resolute Support 
Training Events the JFTC Training Team 
personnel, often augmented with one or 
more civilian contractors, depart for theatre 

LTC Leon Soroko, 
JFTC Training Division 
 

■
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in order to conduct the JFTC staff visit. 
Current destinations for these visits are 
Mazar-e-Sharif (TAAC-N training) and 
Kabul (HQ RS training). The main aims 
for these visits are to:

•	 inform	the	in-theatre	HQ	leadership			
	 about	the	status	of	training	preparations,
•	 validate	intended	JFTC	approach		 	
	 towards	respective	HQ	part	of	the		 	
	 Training	Event	and	finalize	preparations		
	 for	the	Product	Development	Workshop		
	 (PD	WS),
•	 receive	further	guidance,	training		 	
	 priorities		and/or	recommendations	by		
	 current	in-theatre	HQs	staff	and	
•	 coordinate	possible	support	by	theatre		
	 during	the	Training	Event.

 During the days in theatre the JFTC 
Team is brought up to speed regarding the 
mission progress, the actual situation and 
current developments, as well as possible 

future developments as seen by the HQ. 
It normally happens approximately two 
months before the actual Training Event 
and the information gathered is vital for the 
preparation of the TE. One of the main goals 
of the TE at the JFTC in Bydgoszcz is to 
create a realistic environment to train future 
members of RS before deploying to theatre. 
The only way for doing this is to replicate 
the theatre situation as close as possible. 
One example of this is copying, shipping 
and restoring the full DHS database with 
all documents, so the Training Audience 
(TA) perceives the same view on the NATO 
Functional Systems (FS) and has access to 
all documents which were stored into the 
DHS up to the Data Cut-off Date, thereby 
giving the TA a real ‘look and feel’ of what 
they will encounter once deployed.
 Besides these clear aims stated 
above, there are a few, maybe less tangible 
results of the JFTC Staff Visit. It creates a 
unique opportunity to keep the connection 

with theatre alive, thereby assuring that 
the JFTC personnel stay current in their 
knowledge of what is actually going on 
in the mission, what the developments 
and main areas of interest are within the 
respective Headquarters, to discuss Training 
Event improvements with the previous 
Training Audience and, last but not least, 
to cater for contacts with potential future 
Subject Matter Experts (SMEs). Especially 
the latter become more and more important 
as theatre HQs are downsizing and see little 
opportunity to send personnel from theatre 
during Training Events to act as SMEs. 
 Furthermore the amount of Training 
Events has risen from two per year to four, 
creating a bigger burden on the deployed 
HQs when called upon to deliver the 
required SMEs. When it is not possible for 
an SME to come to Bydgoszcz, but we still 
need his/her knowledge and experience, we 
can coordinate the possibility to deliver this 
by a VTC from theatre. These VTCs have 
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to be scheduled carefully, taking in account 
personnel and VTC-room availability as 
well as place and timing within the Training 
Event Synchronization Matrix. 
 There is an ample possibility to 
discuss design and execution of the last TE 
with previous Training Audience and often 
new ideas, taken from the reality of those 
trained at the JFTC and currently working 
in Afghanistan are applied to future TEs. 
 TAAC-N participating in Training 
Events require even more close-coordination 
and cooperation between JFTC and in-Theatre 
HQ personnel. Future TAAC-N staff expects 
a fully developed, scenario driven Mission 
Rehearsal Exercise (MRE) as the crowning 
piece of their Training Event. This is only 
possible after careful designing main events 
and incidents, linked together in storylines 
and injects, and caters for interaction 
between Headquarters Staff and Advisors 
and furthermore, HQ TAAC-N TA and HQ 
RS TA. During theatre visit the current status 
of this cross functional, cross headquarters 
interaction is observed and analyzed in order 
to find out how to best integrate this into the 
exercise. As each branch and section has 
different internal procedures, one has to be 
there to find out what the current procedures 
are and what can be used during the TE.

After the visit

 After returning from the staff visit 
the framework of the exercise will be 

further developed and the scenario 
finalized. This allows the JFTC personnel 
to start developing the products needed 
for the Training Event in close cooperation 
with several SMEs. This is done during the 
Product Development Workshop (PD WS), 
making use of all gathered theatre products 
and the ideas developed during the visit. 
The collective knowledge of the Training 
Team is used to give guidance to the SMEs 
during this PD WS as well as during the last 
few days of preparation before the TE on 
what to develop in order to run a realistic 
TE.

Conclusions

 Although modern techniques 
like the Document Handling System 
(DHS), Video Tele Conferencing (VTC), 
classified telephone connections and 
email systems allow us to contact theatre 
on a daily basis and to monitor changes in 
existing documents, SOPs and OPORDs, a 
certain physical presence in theatre during 
the exercise design and development 
phase is still required. Especially where 
the Training Audience has to rely on 
recently redeployed SMEs only for their 
training, it is important that the JFTC 
personnel gain a good understanding 
of the key changes in theatre in general 
and current HQ procedures. Besides 
this there is a need for insight in the 
latest developments and awareness of 

possible future developments from HQ 
personnel in theatre for realistic scenario 
development.
 SME identification is one of the 
main aims for the theatre visit, thereby 
increasing a chance of having adequate 
amount and quality of SMEs during the TE.
 Gathering information for training 
improvement is easier in face-to-face 
contact than through electronic surveys and 
the lessons learnt databases. The Training 
Team going down range and talking to 
the former TA has proven to be very 
productive.

Recommendation

 Based on the arguments throughout 
this article and the conclusions in 
previous paragraph, JFTC staff visits 
are a necessity when preparing for a RS 
Training Event. Although they are time 
consuming and posing a burden on the 
receiving HQ, they are necessary to keep 
JFTC Training Team personnel informed 
about the mission and developments in 
theatre. The Training Team connects 
with future SMEs who in turn can 
guarantee a well-prepared and well-
executed TE, set in a realistic training 
environment resulting in well prepared 
future members for headquarters- or 
advisory duty deployed in RS HQ or 
anywhere else in Afghanistan during 
their mission.    ■

Photo: JFTC Archives. Courtesy of COL Ivan Pach
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 This is an addendum to the M&S 
article that appeared in the last Joint 
Force Training Centre (JFTC) magazine 
(Transformation through Training July 
2015 – Issue No: 7). This article will place 
more emphasis on how the Wargaming 
Branch (WGB), within the Training 
Support Division (TSD) of the JFTC can 
tailor to the needs of the two stakeholders 
of training:  the Training Audience (TA), 
and the Exercise Control (EXCON), in 
order to insure that the best training is 
provided to them as WGB customers.  

Review of the Purpose of M&S

 M&S’s Purpose is to provide the 
Training Stakeholders with the best 
training environment.  This is done by 
aiding both stakeholders (the TA and the 
EXCON) in establishing good Situational 
Awareness (SA) of the battlefield, of 
which maintaining an accurate Common 
Operating Picture (COP) is a big part.  The 
information that M&S generates serves 
various kinds of Training Events (TEs), 
such as Mission Rehearsal Exercises 

(MREs), Battle Staff Training (BST) 
events, and capability building events, 
all of which shall be mentioned later in 
this article.  M&S also works to provide 
model transparency and a differentiation 
of the COP to the stakeholders; so that the 
battlefield perceived-truth that the COP 
shows to the TA gives them the appearance 
that it is fed by real-time command, control, 
communication, and intelligence (C4I) 
sensors, as well as real-time events.  At the 
same time M&S is providing information 
to the EXCON COP that shows game-
truth.  This keeps everyone’s SA level high; 
ultimately helping both sides in making 
better decisions.  Some TEs that JFTC has 
planned in the near future include:

• Resolute Support (RS) 16-1.  This 
exercise is to educate Individual 
Augmentees (IAs) of the TA on the mission 
specifics of RS in Afghanistan; train the TA 
that will be assigned to advisor roles; and 
lastly create conditions for team building 
in an MRE.
• Trident Joust (TRJT) 2016.  This 
exercise is for validating the North Atlantic 

Treaty Organization’s (NATO’s) upcoming 
Very High Readiness Joint Task Force 
(VJTF).  This is to be a brigade that will 
be able to deploy within 48 hours; part of 
the NATO Response Force (NRF), NATO’s 
high-readiness force comprising land, 
air, sea and Special Forces units capable 
of rapid deployment wherever needed.  
Trident Joust also concludes with an MRE.
• Citadel Bonus (CIBS) 2016.  This BST 
event will train the Rapid Reaction Corps-
France (RRC-FR) in the refinement of 
its Integrated Component Command Land 
(ICC-L) Command Post (CP) organization.

 M&S can simulate a Complex 
Joint Environment.  This environment 
can be provided by M&S to include the 
complex depiction of all air assets; and can be 
accomplished with relative ease, in order to 
meet the Training Objectives (TOs) of the TA.
 M&S can support training with real 
troops working within a Headquarters 
(HQ) command.  This is for the purpose 
of emulating a joint environment, using 
minimal personnel to support the Response 
Cells (RCs) within the EXCON.

David Dominicci, 
JFTC Training Support Division 
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How M&S Tailors to Training Needs

Modelling and Simulation
in the Exercise Process
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M&S’s Engineers, Analysts, & 
Technicians are Accessible to 
the Stakeholders

 M&S Provides Assistance in 
Modelling, Information Technology, and 
Database Support.  For every TE managed 
by JFTC, WGB assigns a Computer Assisted 
Exercise (CAX) Point of Contact (POC), 
for the purpose of developing the best M&S 
solutions to the TA leadership, and the Exercise 
Officer of Primary Responsibility (OPR).  
The OPR insures the proper operation of 
the EXCON.  Working in concert with all of 
WGB’s engineers, analysts, and technicians, 
the CAX POC also makes suggestions, and 
oversees the preparation of the best tools 
for maximizing the training value in a CAX 
environment.  Lastly, he insures that when 
the customers request specific changes to the 
upcoming TE, those augmentations are made 
quickly and accurately.
 M&S Provides Assistance in 
Concept Development & Experimentation 
(CD&E).   WGB also concentrates on all the 
future training challenges of the JFTC.  This 
small cadre of analysts concentrates on 
enhancing the interoperability that NATO 
currently enjoys, and continues to achieve 
with its allied and partner nations.  This is 
done through cutting edge technology located 
in the JFTC’s technical capability of WGB’s 
Battle Laboratory, available for evaluating 
future concepts.   This enables JFTC to offer 
itself as a testbed for functionality, that it 
can provide for overarching training support 
capability.  This capability building is also 
done thru the implementation of training, 
exercise, and evaluation TEs between the 
allied nations and their partners, as concept 
solution and enhancement testing venues.  
Some of CD&E’s upcoming TEs include:

• South East European Exercise and 
Training Network (SEEETN) – Balkan 
Bridges 2015.  This exercise, consisting 
of nine NATO and Partner nations, 
builds on capability building in support 
of national linkages of JFTC with the 
technical capabilities of Albania, Bosnia and 
Herzegovina, Bulgaria, Former Yugoslav 
Republic of Macedonia (FYROM), Greece, 
Montenegro, Romania, Serbia, and Turkey.
• NATO Georgia Exercise in 2016.  This 

event will allow JFTC the ability to mentor 
Georgia and other participating nations in 
capability building, and the preparation 
process for hosting a NATO multinational 
exercise with partner nations.
• Coalition Warrior Interoperability 
Exploration Experimentation 
Examination Exercise (CWIX) 2016.  This 
exercise is a North Atlantic Council (NAC) 
endorsed, Military Committee directed and 
Consultation, Command and Control (C3) 
Board guided Bi-Strategic Command (Bi-SC) 
annual programme designed to support the 
continuous improvement of interoperability 
for the Alliance.  CWIX also helps to increase 
the M&S footprint within NATO.

M&S’s Role in the Exercise 
Planning Process

 Providing CAX Representatives 
from WGB in all aspects of the planning 
process.  The CAX POC, when planning 
for a particular TE, provides coordination, 
guidance, and direction to the training 
stakeholders (the TA and the EXCON), on 
how to best tailor their needs, based on 
the available tool sets, in order to achieve 
mission success of all the TOs in the TE.
 Providing Main Events List/Main 
Incidents List (MEL/MIL) expertise.  WGB 
is well versed on all the electronic scenarios 
that are provided throughout the NATO CAX 
community.  That knowledge is important in 
the exercise planning process, specifically 
in the development of the MEL/MIL, and is 
shared in all the planning conferences. 
 Supporting TO and Scenario 
Management.  M&S uses tools that aid 
in developing and shaping the information 
needed to meet the TOs; as well as providing 
the context necessary to articulate the 
scenarios of the TE.  Four tools that aid in the 
development of all this information include:  
(1) the Joint Exercise Management Module 
(JEMM) – a NATO Communications and 
Information Agency (NCIA) derived planner 
tool for structuring exercise scenarios and 
defining action timing; (2) the Joint Training 
Data Services (JTDS) – a United States Joint 
Training Directorate (US J-7) product that 
provides web-based scenario generation 
services developed to support the needs of the 
US Department of Defense (DOD) & NATO 

M&S training communities; and lastly, (3) 
the Training Objective Management Module 
(TOMM) – as its name implies, for the 
development & management of exercise TOs.
 Providing Knowledge on Models 
& Additional Tools.  WGB members are 
always available to provide information and 
recommendations on all the models used 
at JFTC.  These simulations include:  (1) 
the Joint Conflict and Tactical Simulation 
(JCATS), and the Joint Low Observable 
Tactical Simulation (JLOD) for Operational/
Tactical level training; (2) the Virtual Battle 
Space (VBS) for Tactical/Individual level 
training; and lastly (3) the Joint Theater Level 
Simulation (JTLS) for Strategic/Operational 
level training.  Federation software is also 
available to merge multiple models together 
in order to perform multi-resolution play 
where needed, as well as support multiple 
simulations in joint and multinational TEs.  
The included graphic shows specifically 
how JCATS works with federation tools, 
as well as additional  tools, which will be 
mentioned in the next paragraph.
Additional tools that WGB provides include: 
(1) the Exercise Information Services (EXIS) 
platform – for managing information from 
multiple M&S systems; (2) the Networked 
Interoperable Real-Time Information 
Services (NIRIS) system – mainly used 
to provide the NATO Combined Air 
Operations Centres (CAOCs) a comparison 
of planned and actual air operations; (3) the 
EXCON De-Confliction Matrix, whose title 
denotes exactly its purpose; (4) Alelo – a 
virtual role playing tool; and lastly, (5) the 
Mobile Observer Trainer (OT) – a pool of 
tablets connected remotely to the JEMM 
server, where observations are captured on 
the individual devices and consolidated onto 
that server; thereby allowing OTs to write 
real time observations, improving the quality 
of their After Action Reports (AARs); and 
improving their overall workflow to their 
superiors.
 Providing Training Support to 
the Higher Controls (HICONs), Lower 
Controls (LOCONs), and RCs.  These 
key centers-of-gravity in the EXCON are 
always in need of qualified augmentees 
to man the various positions within each 
cell.  WGB again can assist the Training 
Division (TD) in assuring that the temporary 
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personnel assigned to these cells know what 
is available and how to do their jobs.

M&S’s Role in the Execution 
of the CAX

M&S maintains liaison with EXCON.  
When execution of the TE takes place, the 
CAX POC maintains liaison with the TA 
thru the EXCON, so that adjustments can be 
made quickly to the assigned models, based 
on operational changes to the MEL/MIL.  
Keep in mind that the two stakeholders 
never meet face-to-face during execution.  
The TA, by electronic means, sends and 
receives information to the RCs of the 
EXCON, who are playing higher authority 
and subordinate authority roles.  Therefore, 
based on their communications, changes 
become necessary.  How the TA responds 
to MEL/MIL events dictates the changes 
to that living document, which insures that 
the goal of successfully accomplishing all 
the exercise TOs. 

M&S’s Role in Professional 
Development

M&S coordinates with Subject Matter 
Experts (SMEs).  It goes without saying 
that networking with all the stakeholders in 
any field makes for a better organization.  
WGB is constantly communicating with 
NCIA, US J-7, and all the organizations 
that develop the various tools (ie:  
Lawrence Livermore National Laboratory, 
California, USA – for JCATS & JLOD; 
Roland & Associates – California, USA 
– for JTLS; and Bohemia Interactive, UK 
– for VBS).

Review of M&S Advantages

For EXCON:

• Helping with the proper design of the 
scenarios – Success or failure of any CAX 
can rest in the successful prior planning 
of the scenarios; and subsequent editing 
as necessary to insure that TOs are to be 
achieved.  The use of the right tools can 
make that a reality.
• Giving the EXCON full view of the 
exercise with the Opposing Forces 
(OPFOR) – Keeping an accurate COP is 
essential to the success of any CAX.  This 
is especially true when it comes to the 
“Game Truth” view that EXCON sees with 
the OPFOR.  M&S is the engine that feeds 
that “Game Truth”.
• Altering the models as necessary to 
insure training objectives are met – 
EXCON can edit the scenarios as necessary 
in order to insure that the TOs are met; 
M&S can makes changes quickly and 
accurately.
• Insuring proper execution of all muscle 
movements – Important events can be 
planned early and meticulously in order 
to insure their success.  Also, quick and 
seamless edits can be made on-the-fly to 
minimize any deviations. 
• Maintaining a consistent picture and 
control of all exercise tasking.  Using the 
EXCON De-confliction Matrix the EXCON 
can be more efficient in its operation.  
• Aiding in obtaining better computer-
aided observation collections.   Using 
the Mobile OT tools, OTs can obtain 
collections in a more timely, accurate, and 
efficient manner. 

For the TA:

• Giving a proper & realistic COP – 
Maintaining an accurate picture insures 
that the TA is venturing where the EXCON 
wants them to venture; or redirect them 
as necessary if they are drifting off on a 
tangent. It also allows the TA to maintain 
situational awareness and time-space-force 
consistency with their units and other 
coalition partners.
• Providing realism and consistency 
throughout the exercise – Again, making 
the CAX as real as possible thru the use of 
M&S makes the training seem very realistic, 
as if one was actually on the battlefield, 
without any added manpower.  Recent 
exercises at JFTC have utilized live UAV 
feeds from VBS into the training scenarios; 
providing that added edge of realism for the 
TA to utilize and explore further.
• Insuring proper “Perceived Truth” 
based on all C4I sensors provided in the 
Models – An accurate “Perceived Truth” is 
essential to proper training of the TA.  No 
cheating can be allowed.  If a sensor does 
not exist in a certain area: the units in that 
area cannot be seen, pure and simple.

Summary

 M&S is a force multiplier, making 
for better, more realistic training.
 M&S insures realistic COPs, 
yet provides transparency of any M&S 
involvement to the training stakeholders 
(the TA and the EXCON).
 M&S allows EXCON to perform 
better; making its operations more 
efficient; and ultimately, they are able to 
make quicker decisions on the direction of 
the exercise, while using fewer personnel in 
that decision-making process.
 M&S allows TAs to train in complex 
joint environments; and at the same time 
give them the ability to work realistically 
with joint HQs, in order to meet all the TOs 
of the TE.
 Hopefully, we have further 
enlightened you on how much of a force 
multiplier M&S really is, and its ability 
to enhance overall training throughout 
NATO. It really is a win-win for all players  
involved.   ■
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 The Real Life Support (RLS) involves 
all the key elements of support to various 
events held at the JFTC facilities or, if 
required, at an external location. The function 
of the JFTC RLS section in its supporting 
role is very demanding and challenging. 
The Real Life Support for training events 
is provided by RLS Coordinators and 
the Protocol Office provides RLS for 
conferences and work-shops. VIP visits 
during training events are completely 
supported by the Protocol Office.
 Planning process for all events 
begins a few months before the event, with 
coordinating and pre-booking hotel rooms 
around Bydgoszcz. Before each event, three 
conferences are organized. They provide 
the RLS section with all useful details for 
planning the event in a proper manner. After 
the registration is opened, approximately 2,5 
months before the event, the RLS Coordinator 
books and assigns accommodation for 
participants and regular visitors. This process 
is sometimes quite challenging, as the 
Coordinator assigns required hotel rooms, and 
acts as the communication channel between 
the participant and the hotel. In the meantime 
the Protocol Office takes care of special 
accommodation for VIPs.
 As the event approaches, the RLS 
Coordinators ensure that all of the minor 
and significant details concerning the 

support are coordinated and taken care of. 
Support for an event includes management 
of the event manning database to include 
electronic registration, in- and out-processing, 
accommodation, catering, refreshments etc. 
There is a special section that takes care 
of transportation plans, medical support, 
cleaning service, dining hours, and all other 
required orders as office supplies etc. The 
whole Base Support Branch section supports 
the event by preparing a layout of the rooms, 
executing orders from outsourced companies, 
reacting to any technical problems in the 
building, providing additional furniture, and 
general facility preparation. Before the event 
starts, the RLS Coordinators prepare welcome 
packages with all useful information about the 
event, Bydgoszcz itself etc.
 Additionally, the RLS section 
guarantees a successful in-processing on 
the day when participants arrive. During the 
event, this section is involved in current 
planning of transportation and must be ready 
to answer any questions that participants may 
ask. The support is provided throughout the 
whole time of the event. 
 These are the basic activities, however, 
the preparatory phase looks different 
depending on the specification of the exercise. 
Good examples are Resolute Support Mission 
training events, where the whole process is 
more complicated. Each person has to be 

matched to the appropriate job position on the 
manning document which sometimes is very 
long and difficult to accomplish. There is also 
arrival and departure transportation provided 
from/to different airports, demanding 
considerable effort and attention. Those 
training events consist of about 400 people. 
 Another big and thus more 
challenging event is the annual Coalition 
Warrior Interoperability Exercise (CWIX) - a 
great event with a large number of regular 
participants involved in the exercise. This 
event lasts for over three weeks and attracts 
more than 800 participants, visitors and 
VIPs (in the custody of the Protocol Office) 
visiting the JFTC for either a few days or the 
entire event. The appointed RLS Coordinator 
provides accommodation for the CWIX 
participation and plans a shuttle transportation 
within Bydgoszcz. 
 To summarize, during the planning 
and execution of a training event, the RLS 
Coordinator is responsible for all RLS issues. 
He/she co-ordinates, requests and controls 
all the RLS requirements. All internal and 
external RLS issues or requests always go 
through the appointed RLS Coordinator 
and since there are various types of training 
events held at the JFTC and each of 
them is different, the preparatory phase is 
extremely demanding, but brings a lot of 
satisfaction once conducted successfully.  ■

The Role of 
Real Life Support
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 On 28 September 2015 the  
Kościuszko Institute opened the 
first European Cybersecurity Forum 
(CYBERSEC), a unique event offering 
the representatives of public, military, 
law enforcement and business sectors 
opportunities to discuss contemporary 
challenges resulting from growing threat 
posed by computer network attacks. 
The CYBERSEC was opened with a 
shocking case study of an actual event 
where vulnerability in a car entertainment 
system was exploited to gradually take 
over control over the vehicle: starting with 
music player, then the air conditioning, 
disabling the brakes and eventually 
remotely controlling the acceleration of 
the car.  This is not science fiction! Along 
with the Internet new technology has been 
introduced to make our lives easier and 
provide new opportunities but at the same 
time also new threats have emerged and 

they require a new security focus.  A 
number of massive cyberattacks happened 
in 2015 and the aim of the CYBERSEC 
was to propose recommendations on how 
to deal with the emerging cyber issues. 
 Jarosław Brysiewicz, the Deputy 
Head of National Security Bureau, 
opened the conference on behalf of the 
President of Poland and reiterated that 
cooperation, exchange of information and 
good practices were the key elements of 
building cyber security. He opened the 
first panel discussion in which NATO was 
represented by Ambassador Sorin Ducaru, 
the NATO Assistant Secretary General 
for Emerging Security Challenges.1 
 Initial discussion started with 
theoretical assumptions of the cyber 
defence doctrine and practical aspects 
of cybersecurity since the scale of 
a cyberattack may be comparable to a 
conventional or terrorist attack.  In addition, 

NATO has accepted that a cyberattack may 
trigger Article 5 response. The topic of 
cyberattacks raises many questions such 
as should state actions in cyberspace be 
limited to defence only? Or can states 
conduct offensive cyber actions? Should 
cyberspace be militarised?  Can cyber 
defence be linked to collective defence, and 
does international law apply to cyberspace. 
NATO doesn’t want to militarise 
cyberspace, but is closely observing 
development of cyber weapons. NATO 
has observed increased intensity, frequency 
and sophistication of cyberattacks but 
resources have been established to monitor 
and deal with the threats. In order to 
prepare for these threats, NATO is revising 
its strategies and has initiated a new cycle 
of cyber defence capabilities revision 
in NATO’s Strategic Planning process. 
 CYBERSEC discussions focused on 
four streams: State, Military, Business, and 

1st European Cybersecurity Forum 
CYBERSEC
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Future.  JFTC representatives participated 
in the military panel discussions, 
Cyberwarfare as the Fifth Dimension of 
Armed Conflict and Cyber Threats in Europe.
 The Cyberwarfare as the Fifth 
Dimension of Armed Conflict panel 
discussions2  pertained to strategies 
(and national cyber defence doctrines in 
particular), “cyberarmies” (and possible 
involvement of business sector and civilian 
volunteers in cyberwarfare), international 
cooperation (and the key theme of the 
whole CYBERSEC: information-sharing) 
and international law (in particular the 
applicability of ius	 ad	 bellum and ius 
in	 bello3 to cyberwarfare). One of the 
key recommendations from this break-
out session was that the existing legal 
framework pertaining to the conduct of 
hostilities from cyberspace is sufficient 
(in terms of international law, to include 
treaties, customary international law, states’ 
practice and jurisprudence of international 
tribunals) and the tendency to over-regulate 
should be avoided. Nevertheless, peaceful 
use of cyberspace and enforcement of 
criminal law in cyberspace in particular 
might require more detailed framework 
to get closer to a zero-tolerance on illegal 
activity and the US-China bi-lateral 
agreement might serve as an example of how 
to regulate without restricting the freedoms 
offered by access to the World Wide Web.
 The Cyber threats in Europe panel 
discussions4 attempted to define cyber 
conflict and cyber war and touch upon 
the political aspects of cyber conflicts. All 
the participants agreed that achieving a 
global consensus on substantive elements 
of the definition of cyber warfare would 
be difficult, however, generically the 
cyber war was a persistent, scalable, and 
state involving event. The panel noted 
that not much damage was observed 

as far as cyber war was concerned and 
most activity was cyber espionage or 
cyber crimes.  Mr. Kagele stressed that 
propaganda, disinformation and espionage 
have always existed and cyberspace 
merely provides a better platform to 
reach broader audiences easier and faster.  
 In terms of cyberwar the distinction 
between civilian and military objects in 
cyberspace is much more difficult than in 
a traditional war. CDR Goździewicz added 
that a distinction between civilian and 
military actors requires proper identification 
criteria when addressing cyber actors.   
The new “Internet dimension” makes it 
extremely easy to melt into the “civilian” 
crowd in the cyberspace.  Considering 
that talented individuals are often the 
best cyber weapon and may belong to the 
civilian sector, how do you make them a 
governmental service?  Is a governmental 
outsourcing of cyber capabilities going 
to create a challenge for attribution?
 There was an agreement among 
participants that nations need to invest in 
education, training and policy development.  
Mr. Kagele underlined the fact that most 
violations and even major incidents are 
through weak points, and that in most 
cases common best security practices 
are not followed.  The weakest link is 
often with the end-user who often is not 
trained well enough to be aware of security 
threats that may impact the organization.
 The other conference threads 
generated interesting developments and 
concerns in the cyberspace. It was stated 
that 114 states have cyber security policy 
and 90 are in the progress of passing new 
cyber legislation. The information sharing 
aspects and how they would develop over 
the next few years was of major interest. 
Information sharing was highlighted as a 
critical factor in collective cyber defence 

and as something that should remain 
flexible and adaptable, not restrained by 
strict policy.   While many partners are 
sharing information, discussions led to a 
common conclusion that there was room 
for improvement. They also agreed that 
information sharing is based on common 
trust between the partners sharing 
information.  Information reporting, 
not to be confused with sharing, needs 
regulation to ensure critical incidents are 
reported while common consensus was that 
information sharing should be encouraged 
but could not be made mandatory.
 Geo-political discussions regarding 
recent cyberspace activities were of 
particular interest.  Andrii Deshchytsia, 
Ukrainian Ambassador to Poland, reiterated 
the need to focus on dealing with cyber 
aggression, not on developing doctrine and 
strategies.  Cyber activity against Ukraine 
had cut off communications between Crimea 
and command centres in Kyiv as a result of 
massive denial of service attacks.  Ukraine 
governmental sites had malware introduced 
to its IT service sites and a large number 
of fake Internet pages were defaming 
official sites.  Masafumi Ishii, Japanese 
Ambassador to Belgium and Japan’s 
representative to NATO, highlighted that 
Japan faced millions of cyberattacks against 
governmental and public institutions last 
year.  A balance between standardization 
and regionalization was stressed to enhance 
capabilities as currently we were only 
protecting our equipment and the source 
of the threat was mostly left untouched.  
Harri Tiido, Ambassador of Estonia to 
Poland, stated that nations should not wait 
for NATO, UN, or EU and should take 
necessary steps to protect themselves.  
 Robin Barnett, Ambassador of UK 
to Poland, stated that main principles of 
cyber strategy should be protection of 

Photos: Courtesy of Cyber Security Forum
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critical infrastructure and governmental 
services.  Without close cooperation with 
the private sector, which maintains much 
of the infrastructure in some countries, the 
expertise to secure infrastructure would be 
insufficient.  A key debate among one panel 
discussion was if the cloud computing 
infrastructure should be considered 
as critical infrastructure.  As countries 
become more dependent on information 
in the cloud, do we protect the Internet 
as we do other critical infrastructure?
 CYBERSEC’s mission was to 
build a platform for cooperation among 
representatives of government, non-
governmental organisations, and private 
sector entities to introduce strategic 
decisions enhancing the level of 
cybersecurity in Europe.  The diverse group 
of experts shared perceptions and strategic 
goals on how we could collectively 
approach cybersecurity in cyberspace to 
ensure the collaboration and harmonization 
of the Internet is balanced with security 
to ensure safety of our nations.  The 
first CYBERSEC was a good start in 
proving the importance and critical nature 
of such discussions to ensure a security 
focus for the safe future of the Internet 
and our nations.  The CYBERSEC was 
about sharing the right information with 
the right people at the right time to 
ensure a bright technological future.  ■

1 The panelists included 1) Ambassador 
Sorin Ducaru, the NATO Assistant Secretary 
General for Emerging Security Challenges, 
2) Maciej Jankowski, Deputy Minister of 

National Defence, Poland, 3) Jurand Drop, 
Under-Secretary of State at the Ministry 
of Administration and Digitization, 
Poland, and 4) Joanna Świątkowska, 
CYBERSEC Programme Director
2 The panelists included 1) Mirosław Maj, 
member of the CYBERSEC Organizing 
Committee, Chairman of the Cybersecurity 
Foundation, Poland, 2) Michael Dahan, 
Lecturer at the Sapir Academic College, 
Israel, 3) Sandro Gaycken, Senior 
Researcher at the European School of 
Management and Technology, Germany, 
4) Andrzej Najgebauer, Professor at the 
Faculty of Cybernetics at the Military 
University of Technology, Poland, 5) Peter 
Round, Director of Capability, Armament 
& Technology at the European Defence 
Agency, 6) Bart Smedts, Research Fellow 
at the Royal Higher Institute for Defence, 
Belgium, 7) Mateusz Krupczyński, Advisor 
to the Deputy Prime Minister Political 
Cabinet at the Ministry of Economy, 
Poland, 8) Jaan Priisalu, Senior Fellow 
in the CCDCOE and Researcher at 
Tallinn Technical University, Estonia, 8) 
Mieczysław Bieniek, Lieutenant General 
(ret.), Polish Armed Forces, 9) Ryszard 
Szpyra, Professor at the National Defence 
University, Poland, 10) Piotr Sienkiewicz, 
Professor at the National Defence 
University, Poland, 11) Tomasz Szatkowski, 
President of the National Centre for 
Strategic Studies, Poland, 12) Wiesław 
Goździewicz, Legal Advisor to NATO Joint 
Force Training Centre, 13) Robert Kośla, 
Regional Director of Public Safety/National 
Security/Defense at Microsoft CEE HQ, 
14)  Ben Hiller, Cyber Security Officer 

at the Transnational Threats Department 
in the OSCE Secretariat, 15) Artur 
Kacprzyk, Analyst at the Non- Proliferation 
and Arms Control Project at The Polish 
Institute of International Affairs, Poland
3  Ius ad bellum  is the branch of public 
international law governing the lawful 
resort to military force in international 
relations, mainly based upon the inherent 
right of self-defence as formulated in Art. 
51 of the United Nations Charter; ius 
in bello or the law of war is the branch 
of public international law governing the 
lawful conduct of hostilities; also known 
as International Humanitarian Law (IHL) 
or Law of Armed Conflict (LOAC).
4  The panellists included 1) Mirosław Maj, 
member of the CYBERSEC Organizing 
Committee, Chairman of the Cybersecurity 
Foundation, Poland, 2) Piotr Dela, Professor 
at the National Defence University, Poland, 
3) Keir Giles, Director of the Conflict 
Studies Research Centre, UK, 4) Krzysztof 
Liedel, Director of the Terrorism Studies 
Center (Collegium Civitas), Poland, 5) 
Jarno Limnéll, Professor of Cyber 
Security at Aalto University, Finland, 
6) Lisa McInerney, Research Fellow of 
Dublin City University, Ireland, 7) Yogi 
Chandiramani, Senior Director of Sales 
Engineering for Europe, Middle East 
and Africa at FireEye, 8) Kenneth Geers, 
Professor at Taras Shevchenko National 
University of Kyiv, 9) James Kagele, 
Information Security (INFOSEC) Officer, 
NATO Joint Force Training Centre, 11) 
Miron Lakomy, Assistant Professor at the 
Institute of Political Science and Journalism 
at the University of Silesia, Poland
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This	 article	 reflects	 private	 views	 and	
position	of	the	author	and,	unless	referring	
to	a	specific	NATO	document,	is	not	to	be	
considered	as	official	viewpoint	of	NATO,	
JFTC	or	Polish	Armed	Forces.

Introduction

 Cyberspace is considered one of 
the global commons, such as the outer 
space or high seas. It provides its users 
almost infinite freedom of “navigation” 
and a great variety of opportunities in 
economic, social, information and other 
domains, yet it also allows the wrongdoers 
and criminals to expand their areas of 
operations to the borderless territories of 
cyberspace, that are subject to no national 
jurisdiction and thus often compared to 
Wild West.
 Media have recently almost every 
day informed about “cyberattacks”, “cyber 
war” or “cyber conflicts”.  However, 
in vast majority of cases, these media 
releases referred to events or occurrences 

that had little or nothing to do with 
armed conflicts, war or armed attacks. 
Rather, everyday criminal activities in 
cyberspace, cases of cyberespionage, 
intellectual property theft in (or through) 
cyberspace have been referred to as if 
they were in fact acts of war. The purpose 
of this article is to shed some light on 
certain legal aspects of cyber warfare 
and the following in particular: when 
a cyber activity can be considered as 
amounting to an armed attack, how Law 
of Armed Conflict (LOAC) applies to 
cyber hostilities and lastly, what could be 
the advantages of using cyber warfare in 
contemporary conflicts.
 The intent of this article is not to 
exhaust the topic of cyber warfare, as the 
notion touches upon a broad range of legal 
aspects, issues and questions, which could 
serve as the theses for dozens of books (in 
fact quite a number of books has already 
been written on the topic). Hopefully though, 
this article will serve as a catalyst for fruitful 
discussions on some of the contents.

Ius ad bellum1  aspects in 
cyber context

 The universal prohibition of 
resorting to the use or the threat of using 
force is contained in Article 2(4) of 
the Charter of the United Nations (UN 
Charter), which states:

“All	 Members	 shall	 refrain	 in	 their	
international	 relations	 from	 the	 threat	
or	 use	 of	 force	 against	 the	 territorial	
integrity	or	political	independence	of	any	
state,	or	in	any	other	manner	inconsistent	
with	the	Purposes	of	the	United	Nations.”

 A closer examination of the norm 
in reference to its context within the UN 
Charter, to its spirit and purpose as well 
as to its drafting history, leads to the 
conclusion that “force” in the meaning 
of Article 2(4) of the UN Charter means 
“armed force” only. This finding is 
supported by resolutions of the UN General 
Assembly, which do not depict political 
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and economic coercion as an aspect of 
use of “force”, but rather of the principle 
of non-intervention in domestic affairs 
of another state. Although they are non-
binding documents (see Article 10 of the 
UN Charter), the resolutions can be seen 
as relevant to the interpretation of Article 
2(4) of the UN Charter as “subsequent 
practice” of the UN Member States. 
Further, the above finding is supported by 
the jurisdiction of the International Court 
of Justice (ICJ). In its Nicaragua Case of 
19862, the Court did not address economic 
coercion measures undertaken by the USA 
against Nicaragua as a “use of force”, but 
discussed it in relation to the principle of 
“nonintervention”. Specifically, the ICJ 
concluded that “[…]the	 United	 States	 of	
America,	 by	 training,	 arming,	 equipping,	
financing	and	supplying	the	contra	forces	
or	otherwise	encouraging,	supporting	and	
aiding	military	and	paramilitary	activities	
in	 and	 against	 Nicaragua,	 has	 acted,	
against	 the	 Republic	 of	 Nicaragua,	 in	
breach	 of	 its	 obligation	 under	 customary	
international	 law	 not	 to	 intervene	 in	 the	
affairs	of	another	State.[…].”3

 Can cyber activities be considered 
as amounting to the use of force in the 
meaning of UN Charter Art. 2(4)? And 
– subsequently – can nations resort to 
self-defence under Article 51 of the UN 
Charter as a result of a cyber activity? 

UN Charter Art. 51 states: 
“Nothing	 in	 the	 present	 Charter	 shall	
impair	 the	 inherent	 right	of	 individual	or	
collective	 self-defence	 if	 an	armed	attack	
occurs	 against	 a	 Member	 of	 the	 United	
Nations,	 until	 the	 Security	 Council	 has	
taken	 measures	 necessary	 to	 maintain	
international	peace	and	security.	[…].”

 Clearly and undoubtedly, Art. 51 
refers to armed attack as a prerequisite 
for self-defence of a nation and this is 
also supported by the contents of Art. 
49(1) of Additional Protocol I to Geneva 
Conventions4 (hereinafter AP I), which 
states that the term “attacks” means: “acts	
of	violence	against	the	adversary,	whether	
in	offence	or	in	defence”. 

Similarly, “the cornerstone of NATO”, Art. 
5 of the North Atlantic Treaty, provides: 

“The	Parties	 agree	 that	 an	 armed	 attack	
against	 one	 or	 more	 of	 them	 in	 Europe	
or	North	America	 shall	be	 considered	an	
attack	 against	 them	all	 and	 consequently	
they	 agree	 that,	 if	 such	 an	 armed	 attack	
occurs,	 each	 of	 them,	 in	 exercise	 of	 the	
right	 of	 individual	 or	 collective	 self-
defence	 recognised	 by	 Article	 51	 of	 the	
Charter	of	 the	United	Nations,	will	assist	
the	Party	or	Parties	so	attacked	by	taking	
forthwith,	individually	and	in	concert	with	
the	other	Parties,	such	action	as	it	deems	
necessary,	 including	 the	 use	 of	 armed	
force,	to	restore	and	maintain	the	security	
of	the	North	Atlantic	area.”

Reference to the “armed attack” in Art. 
5 is unambiguous. In Wales Summit 
Declaration5 Paragraph 72, the Alliance 
Nations declared that: 

“Cyber	 attacks	 can	 reach	 a	 threshold	
that	 threatens	national	and	Euro-Atlantic	
prosperity,	 security,	 and	 stability.	 Their	
impact	 could	 be	 as	 harmful	 to	 modern	
societies	 as	 a	 conventional	 attack.	 We	
affirm	therefore	that	cyber	defence	is	part	
of	NATO's	core	task	of	collective	defence.	
A	 decision	 as	 to	 when	 a	 cyber	 attack	
would	 lead	 to	 the	 invocation	 of	 Article	
5	 would	 be	 taken	 by	 the	 North	 Atlantic	
Council	on	a	case-by-case	basis.”

This is a clear demonstration of the 
Alliance position that cyber attacks can 
cross the threshold of an armed attack, 
allowing the invocation of individual or 
collective self-defence, under both UN 
Charter, Art. 51, and North Atlantic 
Treaty, Art. 5.  
 Another set of questions arises 
in this context. When an activity in 
cyberspace can be considered an armed 
attack? And who is to decide upon this?
 Let us start with the second question 
by reference to the Wales Summit 
Declaration quoted above. An obvious 
conclusion comes from the statement that 
in NATO such a decision would be made 

by the North Atlantic Council (NAC): it is 
a political decision that is not to be made 
by the military, but civilian authorities. 
For NATO the NAC constitutes the sole 
decision-making body. For Nations, their 
constitutional laws provide the answer 
on the competent authority to declare 
war, be it conventional or “cyberwar”. 
From that perspective it is practically 
uncontroversial that the decision to 
consider a cyber activity equal to an armed 
attack is political in nature, however sound 
legal criteria allowing to differentiate 
between criminal and war-like activities 
in cyberspace would be useful to facilitate 
such decision and they will be useful in 
providing the answer to the first question. 
 International law (e.g. common 
article 2 of the 1949 Geneva Conventions) 
requires state involvement on at least 
one side of the conflict to consider it an 
armed conflict. ICRC commentaries to the 
1977 Additional Protocols formulate the 
requirement for the engagement of armed 
forces in an armed attack, however, it does 
not mean that an armed attack could be 
conducted only by regular armed forces. 
In fact, North Atlantic Treaty Article 5 was 
invoked for the first (and so far the only) 
time as a result of an attack conducted 
by a non-state actor – namely Al-Qaeda 
– against the United States of America. 
Moreover, Additional Protocol II6 
recognizes the legal paradigm applicable 
to armed conflicts between a state and 
a non-state actor, i.e. non-international 
armed conflicts. The conclusion is 
thus obvious: armed attacks, to include 
cyberattacks amounting to armed attacks, 
can be conducted by both state and non-
state actors, which does not preclude 
the possibility of attributing an attack 
conducted by  a non-state armed group to 
a state7.   
 One of the possible approaches to 
defining the criteria that would have to 
be fulfilled by a cyberattack in order 
to amount to an armed attack, is using 
analogies to conventional warfare, in 
which only “kinetic” actions resulting in 
physical effect would be considered armed 
attacks. If the purpose of a cyber operation 
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is to influence, coerce or convince the 
target audience in a manner similar to the 
results of a conventional psychological or 
information operation by, e.g. defamation 
of a governmental web site, such an 
operation does not constitute an armed 
attack, as such action does not meet the 
required threshold of violence. 
 On the other hand, when a cyber 
activity results in deaths or injuries to 
persons or damage or destruction to 
objects, it amounts to an armed attack8. 
And there already are “cyber weapons” in 
the meaning of software that is capable of 
causing physical damage or destruction. 
Examples include: 

1) the use of Stuxnet against Iranian   
 uranium enrichment facility in Natanz,  
 where carefully designed – “custom- 
 made” malware caused centrifuges to  
 spin beyond safe speed which resulted  
 in their physical damage;
2) the use of Advanced Persistent Threat  
 attack against steel works in Germany,  
 which resulted in physical damage of a  
 blast furnace9.

Situations described above, although 
having clearly crossed the threshold of 
violence comparable to an armed attack, 
have not been declared as such, due to the 
problem of attribution. None of the attacks 
could be attributed to a state or a non-state 
organized armed group beyond reasonable 
doubt, thus from a legal standpoint they 
could at most be qualified as terrorist acts.
 Experts tend to agree, that 
cyberattacks which result in lasting and 
severe disruption of critical infrastructure, 
and in consequence lead to e.g. interference 
with food and water supply for civilian 
populace, would amount to armed attacks, 
especially if one of the results of such 
cyberattack is disruption of military logistic 
and resupply system. Nowadays, even 
though critical infrastructure is to a large 
extent owned or operated by private sector, 
public sector – to include military – is 
highly dependent on the proper functioning 
of critical infrastructure. It is relatively easy 
to disrupt military resupply system by e.g. 
interference with road, rail, air or sea traffic 
control systems or power grid.

 So far there has been no cyberwar 
per	se, i.e. an armed conflict that occurred 
only in cyberspace or used only cyber 
means and methods of warfare (more 
about means and methods of warfare in 
third section of this article).  Nevertheless, 
there are several examples of conventional 
armed conflicts, in which cyber means 
and methods have been used prior to or in 
parallel to conventional operations. One of 
the examples pertains to cyber activities 
attributed to Russia during the 2008 
conflict with Georgia (allegedly not only 
DDOS attacks against and defamation of 
Georgian governmental web sites, but also 
disrupting Georgian air defence systems). 
The other one is linked to Operation 
Orchard launched in 2007 by Israeli 
Defence Forces against an alleged Syrian 
nuclear installation. According to some 
reports10, back-door in firmware installed 
in microchips controlling air defence 
systems was used to insert malware similar 
to the Suter airborne network attack system 
to neutralize Syrian radars by misleading 
their Identification Friend or Foe (IFF) 
systems to identify Israeli aircraft as 
“friendly”. Supposedly, the malware was 
activated by an electromagnetic pulse sent 
from an Israeli EC-130h Compass Call 
electronic warfare aircraft. None of the 
parties involved has confirmed any of the 
allegations contained in the reports on 
Operation Orchard, however should they 
become verified, it would have meant 
taking electronic warfare to a much higher 
level. There is no doubt, though, that 
cyber has become another component of 
warfare or perhaps the “fifth dimension 
of warfare” after land, sea, air and space. 
Therefore, let us now examine how the 
law of armed conflict (LOAC) applies 
to cyber activities amounting to de	 facto 
cyber warfare.

Ius in bello11  aspects in 
cyber context

 NATO Member Nations confirmed 
in Wales Summit declaration12 that 
international law, to include IHL, applies 
in cyberspace, therefore let us now 
examine some of the practicalities thereof. 
Due to complexity and extensiveness of 

the matter, it is impossible to describe all 
the aspects of IHL application to cyber 
warfare, therefore this part of the article 
will focus on the most important (from the 
author’s standpoint) ius	in	bello issues, such 
as combatant status in cyber operations, 
direct participation in hostilities, military 
objectives in cyberspace and attacks and 
precautions in cyber operations.
 Without going into excruciating 
details, let us consider the principal 
criteria of combatancy, as set forth in 
Article 4 of the Geneva Convention III13, 
bearing in mind that it applies only in 
international armed conflicts, except for 
Article 3 common to all four Geneva 
Conventions, unless parties to a non-
international conflict, by means of special 
agreements bring into force the other 
provisions of the Convention. Obviously, 
members of armed forces, alongside 
with members of militias or volunteer 
corps forming part of such armed forces, 
are combatants, thus they are entitled to 
take direct part in hostilities and enjoy 
immunity for their combatant actions 
that comply with the LOAC. No doubt 
then, that members of armed forces who 
conduct cyber operations amounting to 
armed attacks, enjoy combatant immunity 
if their actions comply with the LOAC.
 Members of other militias and 
members of other volunteer corps, 
including those of organized resistance 
movements, belonging to a Party to 
the conflict, can also be considered 
combatants, as long as they fulfil the 
following criteria:

a) being commanded by a person   
 responsible for his subordinates;
b) having a fixed distinctive sign   
 recognizable at a distance;
c) carrying arms openly;
d) conducting their operations in   
 accordance with the laws and customs  
 of war.

 State practice over centuries 
indicates that the four aforementioned 
criteria apply equally to regular armed 
forces, which by the mere fact of the 
sanctioning of their existence in domestic 
legislation of the state-party to the conflict 
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(rules governing the forming of, drafting 
to, and the functioning of the armed forces 
is an exclusive national prerogative, to 
minimal extent regulated by international 
law) are obliged to comply with the four 
criteria14.
 Application of the four criteria 
listed above to “cyber warriors” might 
pose certain difficulties or require slightly 
different approach than in conventional 
warfare. The criterion of being under 
responsible command does not raise 
doubts and problems in relation to 
members of armed forces who carry out 
cyber activities. Problems arise, however, 
in relation to other groups belonging to 
the parties to the conflict. Every state-
owned or state-controlled or governmental 
institution meets the requirement of 
belonging to the party to the conflict, but it 
is not so clear for example with regards to 
a private company, which was contracted 
to carry out the network attack due to the 
expertise, knowledge and skills possessed 
by the employees of the company. The 
requirement of belonging can be achieved 
through the actual relationship, functional, 
that does not need to be formalized, but 
if such a link actually exists (e.g. in the 
form of a contract, which provides for the 
effective control of  a state over the actions 
of a contractor, similar to the concept of 
de	 facto commanders), the requirement 
of belonging to the party to the conflict 
is fulfilled, with all the consequences, 
to include state responsibility for the 
actions taken on its behalf15. However, 
the employees of such company, unless 
somehow incorporated into the armed 
forces of a state, if conducting a cyber 
attack amounting to an armed attack, 
would be considered civilians directly 
participating in hostilities, who do not 
enjoy combatant immunity16. 
 Even if a cyber attack fulfils the 
criteria of an armed attack, i.e. it is 
reasonable to assume that it will cause 
injuries or death to persons, or damage or 
destruction to objects, in most cases, the 
attack will be carried out from a remote 
location, without direct contact between 
the attackers and the attacked. Therefore, 
the need for the combatants engaged in a 
network attack to distinct from civilians 

by wearing a fixed distinctive sign 
(or uniform) ceases to be so essential, 
especially in situations in which a network 
attack is carried out from a military vessel 
or facility, for which there is a separate 
requirement of marking (e.g. warship or 
military aircraft)17. Other ways of making 
cyber combatants distinguish themselves 
from civilians, e.g. by using IP addresses 
easily identifiable as belonging to military 
of a belligerent state, could be required in 
order to ensure compliance with LOAC.
 Similar question marks arise with 
regard to the requirement to carry arms 
openly. In cyber operations, the mean of 
warfare is not the weapon as we know 
it, but rather the computer systems or 
software which, by their design or use, 
are capable of bringing consequences that 
would qualify 
a cyber action as an armed attack (i.e. 
injuries, death, damage or destruction). If 
computer systems can qualify as weapons, 
then the obligation to carry arms openly 
has fairly limited application in cyber 
operations18.
 Moving on to the next topic, military 
objectives in cyberspace, let us start with 
recalling one of the principal obligation of 
the belligerents, i.e. to distinguish between 
the civilian population and combatants 
and between civilian objects and military 
objectives and to direct operations only 
against military objectives19. In order to 
distinguish between the categories, the 
belligerents need to know what (and who) 
falls into the category of lawful military 
objective, as well as what (and who) is 
protected from attacks. 
 By default, civilians (both individual 
persons and civilian populace) and civilian 
objects are protected from direct attacks 
(cannot constitute an object of direct 
attack). LOAC considers as civilian every 
person that is not a combatant. Civilians 
enjoy protection from attacks unless and 
for such time as they take direct part in 
hostilities20. I case of doubts, civilian 
status is to be presumed, until determined 
otherwise. The matter of combatants and 
direct participation in hostilities has been 
briefly discussed above, therefore, let us 
now move on to the definition of military 
objective and civilian objects.

 Similarly to civilians, civilian 
objects have been defined as all objects 
which are not military objectives. Military 
objectives “[…]are	 […]	 those	 objects	
which	 by	 their	 nature,	 location,	 purpose	
or	 use	 make	 an	 effective	 contribution	 to	
military	action	and	whose	total	or	partial	
destruction,	 capture	 or	 neutralization,	 in	
the	circumstances	ruling	at	the	time,	offers	
a	 definite	 military	 advantage.”21 The 
definition is two-fold: first part describes 
the immanent features of a military 
objective, the other requires the existence 
of a definite military advantage offered 
by destruction, capture or neutralisation 
of the objectives and both parts of the 
definitions need to be fulfilled in order for 
a particular object to constitute a military 
objective. In other words, if an object 
is military by nature (e.g. a tank), but 
its destruction offers not a definite, but 
only potential or indeterminate military 
advantage, this particular object does not 
constitute a military objective22. 
 What does constitute lawful military 
objective for cyber operations? Obvious 
answers to this question shall not be 
examined, enough to say that: 

a) combatants (to include participants   
 in	levee	en	masse in international   
 armed conflicts), members of  
 organized armed groups and civilians  
 who take direct part in hostilities are  
 undoubtedly lawful objects of attack  
 and can be targeted, as long as  
 their capture or neutralisation offers  
 a definite military advantage; 
b) military objects by nature   
 (fundamentally military and  
 designed to contribute to military   
 action, to include military  
 computers and military cyber   
 infrastructure23), use (to include civilian  
 objects used for military purposes,   
 e.g. school converted to a command  
 post or civilian server farm used by the  
 military to launch cyber attacks against  
 the adversary, thus no longer immune  
 from attack), location (geographical  
 area of particular military  
 importance, e.g. designated staging   
 area of a military unit or a mountain  
 pass constituting the most convenient  
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 military supply route) or purpose   
 (intended future use, e.g. a stock of   
 computers or servers, of which there  
 is intelligence indicating that they   
 had been purchased for the purpose  
 of a military cyber centre), can   
 be lawfully targeted as long as their  
 total or partial destruction, capture or  
 neutralisation offers a definite military  
 advantage.
 
 Doubts arise with regard to dual-
use objects and critical infrastructure 
(nowadays to a large extent owned 
by private sector, and in vast majority 
operated by civilian entities). There seems 
to be a general consent that in cases of 
large-scale conflicts, transportation and 
communications infrastructure, as well as 
lines of communication (evidently dual-
use objects) become inevitable for the 
functioning of modern militaries’ logistic 
and resupply systems, thus constituting 
military objectives. The requirement is, 
though, that – in line with Additional 
Protocol I – they made effective 
contribution to the military effort of the 
adversary24. Similarly, power grid or power 
stations – if providing the necessary power 
to military installations of the adversary – 
can be considered lawful targets, as long 
as:

1) decreasing the morale or well-being of  
 the civilian populace is not the  
 sole purpose of the attack against such  
 objects; and  
2) the impact on the populace is   
 proportionate to anticipated military  
 advantage gained from cutting-off the  
 power provided to adversary’s military  
 installations25.

 Except for the position presented 
in the U.S. law of war manuals26, there 
seems to be a general consensus that 
objects which contribute to the enemy’s 
“war-sustaining	 effort”, or in other 
words “economic	 targets”, such as stock 
exchanges, banking systems (to include 
central banks), should not be considered 
military objectives and thus not targeted 
in military operations meant to damage/
destroy/severely disrupt the functioning 

thereof, as the military advantage offered 
by attacking such objects would be too 
indirect and the connection between 
economic institutions and the military – 
too remote27. 
 Dual-use objects in cyberspace could 
include social networks, if used for military 
purposes. Simple propaganda spreading 
via social networks would be insufficient 
to target them28, however organising 
resistance movements, recruiting 
fighters, collecting financial support for 
an organised armed group, transmitting 
intelligence or encoded orders via social 
media, might become such contribution to 
the military effort of the enemy that would 
be sufficient to consider the particular 
account (not the whole social network, 
of course) a lawful military objective. 
Analogously, the whole Internet cannot 
be considered a lawful military objective, 
as shutting down the whole World-Wide 
Web to disable few websites would be 
considered as potentially disproportionate 
in terms of predictable incidental losses 
(collateral damage) caused by disrupting 
the functioning of emergency response 
systems, medical facilities, etc. highly 
relying upon the Internet29.
 From the perspective of attacker, 
whether conventional (kinetic) or cyber 
means are used to target particular 
military objective (to include dual-
use object) might be a mainly “cost-
effectiveness” or “economy of force” 
dilemma (more about the economy of 
force aspect in the concluding part of this 
article), however from a legal (LOAC 
in particular) standpoint, it might be 
in fact a matter of obligations under 
Additional Protocol I Articles 51 and 57, 
in particular the obligation to choose the 
means and methods of attack that ensure 
the discrimination (distinction) between 
military objectives and civilian objects, 
between combatants and civilians 
as well as to choose the objective – 
amongst a number of objectives offering 
similar advantage – attack on which 
is expected to raise the least collateral 
concerns.  Similar discussions pertain 
to the existence (or non-existence) of 
the obligation to use precision guided 
munitions (PGMs)30. 

 One could argue, that it is the 
obligation of the persons in charge of 
planning an attack to choose the mean 
or method that allows to eliminate 
the possibility of collateral damage 
(“incidental	 loss	 of	 civilian	 life,	 injury	
to	 civilians	 and	 damage	 to	 civilian	
objects”31), thus the choice between 
kinetic and cyber means and methods 
might seem obvious. It needs to be 
highlighted, though, that LOAC does not 
require elimination of collateral damage, 
rather avoiding or minimising, and “Zero 
Civilian Casualties” is a policy constraint, 
not a legal one. For policy reasons 
belligerents may choose not to employ 
offensive cyber means and methods 
and – similar to the dilemma between 
“dumb” and “smart” bombs (PGMs) – if 
all feasible precautions are taken, the 
use of kinetic means, to include “dumb” 
bombs will be perfectly lawful, despite the 
availability of cyber means or PGMs at the 
time.
 Having said that, though, it should 
be highlighted that on many occasions 
the use of non-kinetic means and methods 
(to include cyber), even if eventually 
resulting in kinetic effects, be it direct 
or indirect32, offer far more possibilities 
to avoid collateral damage and from that 
perspective increasing use of electronic 
warfare (EW), information operations 
(INFO OPS), psychological operations 
(PSYOPS) and strategic communications 
(STRATCOM) activities to achieve certain 
operational effects should be assessed as a 
positive trend.

Conclusions. The future of 
warfare?

 The four fundamental principles of 
LOAC are:

1) Distinction, requiring always to  
distinguish between the civilian  
population and combatants and 
between civilian objects and military 
objectives and to direct operations 
only against military objectives. 

2) Proportionality, requiring to refrain 
from attacks that “are	expected	to	
cause	incidental	loss	of	civilian	life,	
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injury	to	civilians,	damage	to	civilian	
objects,	or	a	combination	thereof,	
which	would	be	excessive	in	relation	
to	the	concrete	and	direct	military	
advantage	anticipated”;

3) Humanity, prohibiting to cause 
superfluous injuries or unnecessary 
suffering;

4) Military necessity which permits 
measures which are actually 
necessary to accomplish a legitimate 
military purpose and are not 
otherwise prohibited by international 
humanitarian law;

 Although so far there hasn’t been 
as single case of a purely cyber armed 
conflict (conducted solely in cyberspace 
or solely with the use of cyber means 
or methods), there is no doubt that 
cyber becomes a major component of 
contemporary military operations and 
cyberspace is being called the fifth 
dimension of the fifth domain of warfare33. 
Let us therefore spare the final words 
of this article to conduct a theoretical 
analysis of the possible advantages offered 
by cyber warfare, in terms of compliance 
with the four fundamental principles of 
LOAC and the operational aspects.
 As the example of STUXNET 
clearly indicates, cyber tools can be 
designed to “target” very specific types 
of software or hardware, to search for 
particular data strings in the source code 
or certain configuration of hardware. One 
can design malware that infects billions 
of workstations, but affects only a few 
of them, e.g. those that control particular 
critical infrastructure element or weapon 
system. Computer viruses, as opposed 
to “real” viruses that could be used as 
biological weapons (biological weapons 
are indiscriminate by nature) can “select” 
what systems are targeted. From that 
perspective, cyber tools could be the most 
discriminate means or methods of warfare 
ever designed.
 If it is possible to design malware 
in a manner that it affects only very 
specific systems, software or hardware, 
without affecting all the others, it may 
result in practically eliminating collateral 
damage or minimising it to an extent 

not achievable by conventional means 
and methods. If there is a possibility to 
remotely “fry” the circuits of a target 
acquisition radar deployed to a city, 
town or village, there might not be a 
need to drop bombs, artillery shells or 
fire missiles on that target, avoiding the 
risks of misfire, failure of the weapon 
guidance systems, unexploded ordnance, 
explosive remnants of war, injuring or 
killing by-standers or transients in the 
target area, damaging near-by buildings 
by fragments of shockwave, etc. From 
that perspective, cyber tools could be the 
most proportionate means or methods of 
warfare ever designed.
 If it is possible to remotely “fry” 
the circuits of an enemy weapons system, 
and the requirement to use physical 
force, kinetic means is eliminated, it is 
possible to disable, cripple, suppress or 
deny the enemy’s military capabilities 
without affecting the soldiers. There 
would be no need to kill or injure enemy 
combatants, even to an extent that is 
considered “necessary suffering”. From 
that perspective, cyber tools could become 
the most humane means or methods of 
warfare ever designed.
 Finally, one could argue that cyber 
means or methods could be the ones that 
are to the largest extent compliant with 
the principle of military necessity. Clearly, 
they are not prohibited by LOAC, and they 
might be all that is required to achieve 
the expected military advantage, without 
recourse to kinetic actions.
 Science - Fiction? Perhaps for now, 
however growing use of cyber means 
and methods in armed conflicts to come 
should be expected. Otherwise nations 
would not be pursuing to obtain offensive 
cyber capabilities and some nations openly 
admit to doing so34.
 Finally, let us consider possible 
advantages of cyber warfare from an 
operational perspective. In the author’s 
opinion, two biggest advantages are 
related to the economy of force and 
minimising the risk to own forces. The 
(alleged) use of cyber means in Operation 
Orchard described above might serve as a 
perfect case study for such considerations. 
Traditionally, suppression of enemy air 

defence (SEAD) missions were conducted 
by highly specialised air force units 
(called Wild Weasels in the U.S.), trained 
to detect, bait and provoke enemy surface-
to-air assets to reveal their positions and 
activate their target acquisition radars, 
which in turn could be targeted with anti-
radiation missiles, e.g. AGM-45 Shrike 
or AGM-88 HARM. Such missions were 
highly risky, with not only a millions-
of-dollars-worth aircraft at stake (not to 
mention the cost of the missiles), but also 
the lives of the aircrew.
 Let us imagine that the same effects 
(namely degrading enemy air defence 
capabilities) can be achieved without 
putting the aircraft and the aircrew at 
risk – simply by introducing specialised 
malware to the network controlling air 
defence systems. Costs of developing 
such malware would be significant, yet 
irrelevant compared to the cost of a single 
SEAD sortie, assuming that the mission 
goes well and both the aircraft and aircrew 
return intact. Risk to own forces would 
be minimal, if not zero. Examples of 
Operation Orchard and Russian cyber 
activities against Georgian air defence 
systems in 2008 seem to confirm both 
the efficiency of cyber means used 
against enemy air defence systems and 
the existence of technical capabilities to 
introduce malware into the systems. 
 Cyber means and methods – 
relatively cheap compared to state-of-the-
art conventional weapon systems – may 
contribute to levelling the technological 
gap between the strongest militaries and 
the weaker ones, in a manner similar to the 
use of asymmetrical tactics against high-
tech militaries in Iraq and Afghanistan. 
It may offer an advantage not only to the 
militaries of less-developed nations, but 
also to terrorist organisations or organised 
armed groups in non-international armed 
conflicts. Yet again, there is no need 
to demonise cyber warfare, as it may 
be perfectly lawful, if used properly. 
Conventional means and methods, even 
those, which lawfulness is not questioned 
and are not indiscriminate by nature, 
may be used unlawfully. A perfectly 
discriminate mean of warfare, such as an 
assault rifle, may be used indiscriminately. 
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Does it render assault rifles unlawful? 
 Analogical approach should be 
adopted to cyber means and methods 
of warfare, as they can offer significant 
progress in the way wars are waged and 
– more importantly – they can constitute 
a great deterrence measure, similar to 
nuclear weapons, mere existence 
of which is the best reasons not to 
use them in an armed conflict.  ■
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1. Introduction

 The notion of health it is like 
many other notions of everyday life - we 
intuitively know its meaning but when 
it comes to delimiting and defining its 
scope, we experience difficulties. Thus it 
seems natural to stick to the obvious and 
define health as the lack of illness in a 
living organism. In the special case of the 
corporate life the lack of illness implies 
the assumption of the employees’ existing 
performance. Health management would 
therefore be a logical consequence on the 
operational level in that it should maintain 

people physically fit for work. A company 
could thus be seen as healthy if it has 
healthy employees.
 In this paper a vertical health 
space will be defined. It is assumed 
that this vertical health space consists 
of four levels, which are increasingly 
harder to access and grasp the deeper 
they are analysed. It can be compared to 
an iceberg which only makes parts of the 
factual level visible. The relational level 
follows under the water surface, which 
in turn is borne by the level of systemic 
laws. At the bottom of the iceberg the 
level of the ethos serves as foundation 

or as determination of the system, a 
sort of unalterable deep structure of the 
system. A comprehensive health of a 
system emerges on all four levels from 
the bottom up. A profound healthy system 
has a strong ethos, systemic laws are 
considered, on the relational level one 
employees experience appreciation and 
on the factual level all the resources 
can be found that are needed for a vital 
viability. Whether a system is profoundly 
healthy or on which level it is ill can be 
analyzed with the method of systemic 
constellations, which is increasingly used 
in the context of consulting.

Prof. Dr. Georg Müller-Christ,
University of Bremen,  
Specialist field: Sustainable Management 
 

■

Vertical Health Space of Systems  
and Its Analysis by Means of  
Systemic Constellations

 This paper investigates the topic of health in organizations 
taking a systemic perspective. It proposes an order which models 
health on four levels of a system: on the factual level, the relational 
level, the level of systemic laws and the level of the ethos. Each of these 
levels needs different resources and has its own health logic. Especially 
the levels of the systemic laws and of the ethos, which are relatively 
new, will be elaborated in more detail. The paper concludes with an 
example which demonstrates how the levels of health can be analyzed 
within a system through a method of systemic constellations and how 
helpful information can be obtained even from the depths of a system.
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2. Self-positioning of the 
observer

 My attempt to draft an advanced 
concept of systemic health is based on 
two insights, which have developed from 
research - teaching and consulting in 
matters of sustainable management. I have 
conceptually developed a link between 
sustainability and health by means of a 
concept of resources require a vital inflow of 
resources (Müller-Christ, 2014). The second 
insight evolved during numerous systemic 
constellations with the aim of understanding 
the actual being of systems better 
(phenomenological approach). Systemic 
constellations visualize systems with a great 
consolidation of space and time and thereby 
stir completely different creative and 
analytic processes of understanding, both in 
the case of the participants of constellations 
and in my case as a constellation guide. 
I implement systemic constellations as a 
method of research-based learning and have 
made the experience that we can make 
completely new and different observations 
and develop hypotheses if we open ourselves 
to the three-dimensional stereogram of 
systems. Systemic constellations elicit the 
flash of inspiration (abduction) and enable 
the development of hypotheses, which 
would not have emerged through merely 
inductive and deductive processes (Müller-
Christ, 2015a).
 These three affine approaches to 
systems – sustainability, health and 
resources – analyzed through the method 
of systemic constellations have gradually 
enabled me to take a profound look 
at the invisible part of systems, which 
has lead to the following concept of a 
multidimensional health space of systems. 
My further research work with this model 
will aim at better understanding the 
individual levels and their interaction by 
frequently employing the model organized 
through insights in constellations. 

3. Sustainability, health and 
resources: the conceptual link

 An elaborate explanation of the 
theoretical and conceptual link between 

sustainability, health and resources can be 
found in Müller-Christ (2014). Here it will 
be outlined in a few explanations. Health 
is conceived as a transactionally operated 
equilibrium between the mental, physical 
and systemic protection, defense and 
compensatory mechanisms of the organism 
on the one hand and the potential morbid 
influences of the physical, biological and 
social environment on the other. Health, 
sustainability and resources are conceptually 
combined as described below:

• Health is the cause of a high potential for  
 problem-solving;
• Health emerges through a transactionally  
 operated equilibrium in the exchange  
 relationships of resources;
• The appropriate regulation of the  
 equilibrium results from the rationality  
 of sustainability;
• To obtain a high potential of problem- 
 solving, the necessary resources need to  
 be constantly reproduced;
• These resources are both tangible and  
 intangible;
• The intangible resources moderate the  
 access to the tangible resources;
• Both tangible and intangible resources  
 are dissipated through their use;
• To reproduce the resources, the  
 autonomies of the resources sources  
 need to be considered.

 The conception of resources and health 
will be elaborated on. The solution-oriented 
approach of systemic consulting indicates 
that a system mostly bears all the resources to 
solve its problems. These resources, however, 
need to be made available by suitable means. 
For the development of the vertical health 
space it is therefore crucial to expand the logic 
of argumentation by the following aspect: 
each level of the health space needs specific 
resources to be in balance.
This will be later elaborated on later.

4. The vertical health space: 
Modelling of the health levels 
of a system

 For a long time organizational theory 
and consulting experience have dealt with 

the fact that actions carried out by the 
actors of a system are not solely borne by 
the formal and visual role expectations. 
The development of an organizational 
theory can be basically understood as a 
way into the depths of systems, which 
has then increasingly yielded abstract 
semantics such as corporate culture or 
corporate identity. After many years full 
of discussions on the effects of corporate 
cultures, especially the consulting scene 
is moving on and even talks about the 
body, spirit and soul of a system today 
(Gerhard, 2014). And the popularity of 
the “Theory U” by Carl Otto Scharmer 
indicates that a transition of systems 
presupposes a profound knowledge of the 
latter (Scharmer, 2009). The notion of 
“U” has been transferred to the model and 
implies that a health-oriented perspective 
of systems requires profound observation 
and healing own system from time to time.
 The model in Fig. 1 shows the 
proposal of structuring which underlies 
this paper. It expands the notion of 
“U” of the “Theory U” by a distinction 
which has most notably emanated from 
the experiences I made with systemic 
constellations. The level of systemic laws 
can be found under the relational level, 
which is valid for all social systems and for 
those which still haven’t been sufficiently 
accounted for by the consulting culture. 
Violations on the level of systemic laws 
cannot be healed on the relational level 
by calling for more communication and 
appreciation. Each level follows own 
health logic, which can only be pursued 
on the respective level. In order to keep a 
system healthy on all levels, the managers 
and owners need to be familiar with the 
logic of each level. Then they are not only 
aware of when they violate this logic and 
burden the system, but also how they can 
invest in the level-specific health. In the 
end, every level needs its own resources 
to stay in balance.
 The boundaries between the levels 
in the following model of a vertical health 
space are not to be considered clear-cut. 
They instead have an area of overlap 
where two logics operate simultaneously, 
which are hard to differentiate within the 
consulting and leadership context.
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4.1 Factual level

 On the factual level all the 
transformation processes from input to 
output take place. A company generates 
products or services, a university develops 
and imparts new knowledge, a hospital 
treats people and a parliament resolves 
new laws. It is the task of the managerial 
board of these elements of social systems to 
optimize these processes on the factual level 
in view of functionality and efficiency: the 
aim (purposes of the institution) is to be 
achieved with the existing means so that 
either the costs are covered or profits are 
yielded while staying in the frame of the 
laws.
 On the factual level a system is 
healthy if it succeeds in continuously 
adapting its input-transformation-output-
processes to the changing conditions. For 
this purpose, rules and roles need to be 
refined and employees have to keep on 
learning new things. Organizational and 
human resource development is a relevant 
topic of this level as well as technical 
optimizations, innovation management and 
strategic advancement. 
 From the perspective of resources 
the factual level has a high degree of health 
if all tangible and intangible resources 
are available to a sufficient extent. There 
is illness on this level if a system is 
hindered from outside or inside to shape 
its input-transformation-output-processes 
sufficiently functionally and efficiently 

because for example essential resources are 
missing.
 The more complex the factual level 
gets, the more the input-transformation-
output-processes depend on successful 
human collaboration, the bigger the 
intersection of the factual level and the 
relational level will be. The factual level 
will then be pulled into the depth of 
the system and majority of the input-
transformation-output-processes will be 
operated invisibly on the relational level.

4.2 The relational level

 On the relational level of a system 
people refer to each other horizontally 
and vertically just as people refer to 
principles, strategies, departments, basic 
assumptions or other abstract entities. 
Indeed precisely systemic constellations 
show that also abstract entities refer to 
each other in that their effect and self-
conception are made dependent on which 
other principle they refer to (Müller-Christ, 
2015b). On the relational level the space 
gets a new significance as the content of the 
relationships constitutes the in-between of 
the partners. If the space of the employees 
is filled with appreciation and respect, 
we talk about a healthy relationship in 
specialized contexts, if the space is filled 
with humiliation and resentment, the 
relationship is considered to be sick. This 
in between has different manifestations 

depending on whether it has to do with an 
employee of a level (horizontal) or with an 
employer-employee relationship (vertical).
 Health on the relational level is 
influenced from three sides. On the one 
hand it can be assumed that an efficient 
factual level minimizes the disturbance 
potential from the surface of the system. 
If relationships between people still don’t 
function well it is not so much due to 
the role pattern of the organization, but 
due to the personalities of the executives 
and employees. Especially organizational 
constellations constantly show that the role 
models of the system bring their personal 
history and suffering into the institution 
and generate friction losses, which are not 
caused by the system (Bischop, 2010). The 
more complex the tasks in the system get, 
the more important it is that the employees 
are technically and socially competent 
enough to manage these tasks and to be 
willing to reflect themselves and to develop. 
The notion of burnout is often used to 
describe the problem on this level while the 
concept of coaching is increasingly seen as 
an approach to solution.
 Majority of research and ideas of 
work and organizational psychology based 
on the Human Relations Movement can be 
located at this level. If the focus lies on the 
individual, all kinds of conflicts are mostly 
relational conflicts that can be resolved 
through an increase in respect and trust. 
An increase in appreciation seems to be the 
health logic of this level and the approach 

Figure 1

Health levels 
of systems  
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to solution consistently implies an increase 
in communication and respect towards the 
individual and relevant entities.
 My assumption is that the 
psychologically oriented organizational 
theory and the consulting culture still 
aren’t sufficiently aware of the two aspects 
regarding the relational level:

1. Also the inhuman elements of a system 
are interrelated. Organizations are traversed 
by principles that are full of tension or 
even internally contradictory. People deal 
with areas of tension that are invisible to 
them in very different ways. Organizational 
theory and the consulting scene address 
the logical areas of tension of a system 
only very hesitantly because it demands 
a high degree of ambiguity tolerance of 
all parties involved, i.e. to be able to 
bear incompatibilities and manage trade-
offs. This also applies to researchers and 
consultants.
2. Relationships of people within a system 
are also characterized by the way of dealing 
with the systemic laws. Violations at this 
lower level have a significant effect on 
the relational level and cannot be healed 
at that point. Instead, only symptoms will 
be cured. 

 The assumption that there is a level 
of systemic laws, which operates under the 
relational level, is still relatively new to 
organizational theory and consulting. As 
it is difficult to conceptually extrapolate 
this level and hardly possible to conceive 
it with conventional tools for analysis, 
theory and practice are likely to stagnate 
at the relational level. By incorporating 
the level of systemic laws, theory and 
practice leave the comfort zone and face 
the inconsistencies and incompatibilities of 
the social life.

4.3 The level of systemic laws

 There is a striking difference between 
recommended courses of action derived 
from systemic theory and those derived 
from the systemic laws. The systemic 
theory has conceptually originated from 
the research area of ecological systems 

and attempts to explain what conditions 
of survival natural systems have. These 
are then transferred and adapted to social 
systems. A prominent example is the 
theory of autopoietic systems. All insights 
of systemic theory were mainly created 
through researchers’ observations and 
measurements. 
 For about 25 years organizational 
constellations have made it possible to 
not only investigate social systems from 
the exterior but to understand these from 
within taking the perspective of the 
elements of the system. Only from the point 
onwards when elements of a system could 
describe and evaluate their own position 
as appropriate or inappropriate through the 
representatives in a systemic constellation 
was it possible to recognize systemic laws 
at a much deeper located level. This insight 
has especially emerged in constellations of 
organizations that didn’t function well and 
had a lot of conflicts. These organizational 
constellations revealed the following 
patterns, which by now are recognized as 
laws of social systems (cf. Bischop, 2010 
or Varga von Kibed/Sparrer, 2009 for a 
detailed discussion). The first three laws 
refer to the basic forces, which govern 
the impact force and direction of the 
contributions to the system. The fourth 
law has been recently added from own 
observations and the theoretical penetration 
of systems.

1. The right of affiliation

 People need to affiliate to such a 
social system in order to survive. In turn, 
being excluded from such a social system 
is life-threatening. For this very reason, 
when an individual is being excluded from 
a social group, the human brain reacts 
in the same regions where it also senses 
pain. Affiliation to a group is constantly 
conveyed through words and gestures, 
exclusion occurs with the same rituals.  Not 
only do people belong to a system, but also 
to its history, principles, basic assumptions 
and other intangible elements have a right 
of affiliation. If these are excluded, there 
are always individuals who are linked to 
these excluded intangible elements and 
fight against their exclusion.

 There are three different intensities 
of affiliation to social groups: the 
mere not-being-excluded, the factual 
affiliation and the more intense affiliation 
(Varga von Kibed/Sparrer, 2009). People 
and abstract entities react to exclusion 
in different intensities depending on 
how intensive the affiliation has been 
experienced before.

2. The right of recognition and   
 appreciation

 Each contribution to a system wants 
to be seen and acknowledged in order 
to regenerate. Organization consultants 
frequently observe that unexpressed 
recognition and appreciation reduces 
and weakens people’s willingness to 
contribute to the success of a system. But 
also unexpressed negative feedback (see 
law number 10) confuses and curbs the 
system. All contributions to a system can 
be acknowledged, including competence, 
behavior, management, responsibility, 
engagement, ideas and many more. Sincere 
recognition is conveyed through the 
inherent attitude, which can be read from 
a statement. All individuals are able to 
immediately read purely instrumentalized 
appreciation and reject it for being artificial 
and insincere. On the other hand, the ability 
to accept appreciation is an aspect of self-
appreciation. 

3. The right of balance between give   
 and take

 It is one of the profound systemic 
legitimacies that every system urges a 
compensation of taking and giving. Social 
systems cannot efficiently function in 
the long run if too many contributions 
are taken from participants, which they 
aren’t compensated for. Or too much is 
given without an adequate amount of 
taking which balances the system again. 
The balance cannot be measured but 
is perceived very subjectively by the 
participants. Engagement in organizations 
is conventionally compensated through 
money, non-cash benefits, possibilities of 
development, appreciation, concealment, 
security and other possibilities of need 
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satisfaction. A permanent situation 
of having to give too much cannot be 
compensated by money. The underlying 
question of the right of balance is about 
who or what is more important than me and 
therefore receives more?

4. New: the right of maintenance of   
 polarities

 Every system is full of polarities 
which in part appear as continuum and as 
logical dilemmas. These areas of tension 
are sources of energy of all systems as 
they urge a compensation and by doing 
so develop the system. If logical areas of 
tension are ignored and not considered in 
what their contribution to the advancement 
of the system is, they will again appear 
as interpersonal conflicts and lead to 
substantial frictional losses at the relational 
level. Polarities and areas of tension 
cannot be solved but only managed. All 
systemic solutions have to be developed 
and implement while maintaining the 
polarities. Conflicts disappear after they 
have been solved while polarities still 
exist energetically after they have been 
overcome.

 Laws 5-8 describe the laws 
according to which time, money and 
attention are distributed within a system 
whenever there is a situation that not 
all can be equally taken care of. These 
priority rules contradict each other and 
cannot be followed simultaneously. They 
constantly produce tensions and dilemmas 
of the fourth systemic law, which can 
only be overcome with a good eye for the 
management of the trade-offs (cf. Müller-
Christ, 2014 for a detailed discussion of the 
constructive management of contradictions 
and the derivation of polarities).

5. The ones who have been there first  
 have priority over those who come  
 later 

 Those who have been a part of 
the system for longer, take priority over 
those who come later. This law can be 
found within the seniority principle, which 
describes that those having paid dues for a 

longer period of time towards the survival 
of the system take priority over younger 
ones.  This law works like the queuing 
principle: people perceive it as unfair when 
others who haven’t been waiting as long are 
taken care of before them.  In practice this 
law collides often with the following one.

6. Higher responsibility and higher   
 commitment for the system take   
 priority 

 When people cooperate in social 
systems they will require someone guiding 
them sooner or later. Good guidance leads 
to a higher commitment for the system, 
which in turn should be honoured to achieve 
willingness from those involved. Priority 
becomes apparent when money, time, 
importance and appreciation are distributed. 
Excessive distribution of these items can 
outbalance the system. The discussion about 
manager salary can be interpreted as an 
indication of violations against the system 
law number 3. However, great effort at 
times on a certain level requires appreciation 
through giving priority. 

7. More competence and more 
knowledge take priority

 More knowledge and more 
competence lead to a better contribution 
to problem solving in order to maintain the 
system. If this competence and knowledge 
is not given priority, people tend to not 
provide it any more to its full efficacy for 
the survival of the system. 
There are also priority rules within 
categories of knowledge: experience shows 
that the knowledge to guide is preferred 
over knowledge in a special field when 
it comes to organisational parts with a 
significantly higher amount of guidance. 
Often, new managers have to work with 
employees who have been working longer 
for the company. Hence, they fight over 
priority laws, because not only do they 
take the ones who have been there first 
priority over the ones who came later, but 
also because at the same time competence 
and knowledge take priority over less 
competence. This logical area of tension is 
often ignored, and is therefore a reason for 

massive mortifications in the system. 

8. A new subsystem takes priority over  
 the old system

 Just like a baby takes priority over 
other family members because of its need 
of protection, newly founded units in 
companies or newly integrated principles 
or employees are given priority over a 
certain period of time, until they can make 
their full contribution to the system. After 
that, system law number 5 takes over again, 
which gives priority to the ones who have 
been there first. 

9. The whole system takes priority over  
 an individual or a subsystem 

 A system can only give priority to 
a single element over a short period of 
time. Too much consideration for intrinsic 
values and the autonomy of subsystems 
would imply that in a social system more 
importance is being attached to the means 
than to the purpose. Therefore, fewer 
purposes would be fulfilled than possible 
and maybe relevant for the systems 
survival.  For that reason the whole system 
takes priority over a single element. 

 The following three laws refer to the 
direction of balancing a system, from the 
health’s perspective to healing conditions. 

10.  Expressing and appreciating facts is  
 the basis for every solution

 This systemic principle refers to the 
experience, that the systems own forces 
to balance can only be activated when 
the imbalance in its specific occurrence 
is being expressed and in its suchness 
appreciated. Even negative feedback that 
has not been expressed can strain a system 
a lot. 

11.  Creating balance is the foundation  
 for every recovery

 Systemic debt is not comparable 
to an ethical debt where the perpetrator 
has to bear the blame because his acting 
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causes another person to suffer. Systemic 
debt has to be understood as debts, as a not 
yet received compensation, meaning that 
more was taken than given. Debts urge for 
redemption and not repaid debts strain the 
system. Unlike within the economic system 
a debt does not have to be compensated 
in the same currency and same amount. 
For the compensation of a systemic debt 
different rules apply: the debtor defines 
the compensatory payment. He can even 
accept the creditors admission of guilt as 
compensation so that the systemic debt is 
not compensated adequately. 

12. New: compensations need to take  
 place over a longer period of time 

 Because polarities and areas of 
tensions are ever present, trade-offs need 
to be balanced constantly. This balance 
should not always burden the same, that 
means a system has to activate an inner 
accounting for compensation acts in order 
to equally distribute compensations over a 
longer period of time to each element of the 
system.

4.4 The ethos’ level

 The notion that every system has 
something like an ethos finds expression 
in various ways in science and consulting 
work. It is found in thoughts of business 
culture, in descriptions of body, mind 
and soul of organisations, in concepts of 
system theories of an unchangeable deep 
structure of systems, in “theory U” with 
the question of the systems source, in the 
Spiral Dynamics approach with value-
oriented memes or open in assuming 
that there is a purpose for systems. All 
these paraphrases indicate that there is 
an information unit in the system that 
shows the pithy purpose of establishing a 
system, the initial purpose or the systems 
essence. This information unit is referred 
to as ethos and it is located on the lowest 
level of a system. It is being assumed that 
the ethos of a system is working steadily; 
it sends information to the system telling 
it if its behaviour is working for or against 
the ethos. 

 Being located on the lowest level of 
the system also points out that the ethos is 
“fundamental”. Many people who conduct 
systemic constellations know about the 
origin of a system and then transfer the 
ethos into the will of company founders. 
Eventually, they try to control the effects 
of the ethos through making company 
founders more visible, e.g. through putting 
up a picture of them, visible for everyone. 
The systems origin in this case is broached 
on the relational level and the systems 
ethos becomes the founders’ ethos. This 
way the ethos can certainly be made visible 
in many family oriented companies.  
 When a system is not harked back 
to the founding person’s idea, the ethos 
has to be seen as a systems information 
unit that is reliable on people. I 
conducted a systemic constellation for 
a big northern German water district, in 
which the district was wondering, why 
smaller water districts did not accept its 
cooperation offer. It turned out it was not 
the obvious assumption, i.e. the smaller 
water districts were afraid of the big water 
districts power. The added element of the 
ethos of the water economy recognised 
its own wish for purity. The hypothesis 
was constructed that the cooperation 
request of the big water district involves 
something that defies the ethos of the 
water branch. And indeed, the client 
agreed immediately. A planned effect 
of his cooperation request was to lower 
quality standards for drinking water. The 
ethos of the water economy, described 
as pure water, seemed to obstruct the 
cooperation request. 
Using the element of the ethos in certain 
systemic constellations that I conducted 
myself multiple times showed an ethos 
that was not well.  At times it appeared to 
be snappy and often weak. A hypothesis 
was constructed saying that through 
an increased profit orientation through 
companies in the acquisition economy 
or similar – the increased economisation 
of non-profit organisations (the profit 
orientation) was cut off from its ethos.  
When a system loses access to its sources, 
to its initial idea, to its soul or its ethos, 
it will cause a kind of disorientation. 
After some time people in the system 

can’t answer the question of what a 
system stands for any more and a diffuse 
ambiguity arises. 
 Ill health on the level of the ethos 
is difficult to diagnose. The difficulty is 
comparable to the search for the causes 
of people’s depression and burnout 
symptoms. It shows there is a strange 
weakness in the system, which finds 
expression in a grievous communication 
culture of the elements. A company loses 
its willingness for innovation and change 
when it is lacking the information for a 
good direction. More profit is an empty, 
sheer quantitative course of direction that 
leads to arbitrariness for the choice of 
means: it is only being done what is profit 
relevant in the short term through higher 
yield or lower expenses. 
 Many companies want to regain a safe 
direction through a new vision. A coherent 
vision can only be deducted from the ethos 
of the organisation, its source and only thus 
express a deep connectivity. Also, it can be 
deducted from a profit orientation and then 
carry the information on how the system 
can dissociate from other systems to work 
a market more successful than others. These 
visions are often saturated with superlatives.

4.5 Health at all levels

 The following graphic shows four 
levels of a system with its health logics and 
relevant sources. The model’s conceptual 
idea lies in the connection of resources, 
levels and the concept of health. 

1. Every level is healthy, when the relevant  
 resources can be returned sufficiently  
 and permanently (sustainability). This is  
 a necessary condition. 

2. The level is healthy, when it is possible  
 to balance strain and resource supply.  
 This is the sufficient condition. 
 
- The factual level of an institution is  
 healthy, when all tangible resources are  
 supplied sufficiently to be combined  
 with the purposes.  Background is the  
 purpose-means-thought. Purposes can  
 only be accomplished, when the  
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 necessary means are sufficiently  
 available. This includes physically  
 healthy staff. 
- The relational level is healthy, when  
 people use an appreciating approach  
 towards each other to be able to work  
 together on all coordination processes  
 and system occurrences without having  
 to solve relational problems. There is  
 enough respect and trust to appreciate the  
 value of the counterparts in their  
 suchness. 
- The level of systemic laws is healthy  
 when people’s and principles’  
 contributions are subjectively adequately  
 balanced or when people stand on  
 systemic favourable places because  
 rules of priority have been minded. An  
 important resource of the level of  
 systemic laws is the knowledge of  
 the systemic laws and the mindfulness,  
 which enables system participants to  
 avoid violations against system laws  
 in order to see every contribution for  
 the system’s success to control a  
 balanced compensation. 
- The level of the ethos is healthy when  
 the entire system is aware of a clear  
 source of sense and meaning and all  

 actions of the system are carried out with  
 the orientation of the source. An  
 important resource to identify the source  
 is the presence or “presencing”, how  
 Scharmer (2009) calls it. Mindfulness is  
 the ability to foresee effects, presence  
 the ability to be connected to the origin. 
 
 At this point the assumption, that 
every system is connected with every other 
system through its ethos is only suggested 
but not further explained. The system’s 
purpose, its soul or its deep structure is 
coordinated with the whole. 

5. Systemic constellations as 
analyses method for health 

 To conclude, the first example is 
supposed to show how the vertical health 
space of systems was appointed to conduct 
knowledge in a systemic constellation. It 
is assumed at this point that the method of 
systemic constellation is generally known. 
A good illustration of this method can be 
found in Gerhard, R. (2014) und Rosselet, 
C./Senoner, G./Lingg, H.K. (2007).  
At this point it is only mentioned that 

systemic constellations are a kind of scenic 
representation of a system in the manner, 
that people are positioned for elements in 
a room. The deputies receive information 
through a kind of representing perception 
about the element that they represent and 
therefore depict the original system in 
striking resemblance. Depicting this close 
to original is working even if the deputies 
are concealed positioned: they don’t know 
which element they are representing and 
are therefore reliant on their physical 
perception. 
 The system pictured in this 
example was the fusion of three evangelic 
congregations to one congregation. The 
organisational consultant who supervised 
the new congregation was present at 
the constellation. The fusion itself 
was conducted seven years ago by a 
project consultant. However, the new 
congregation did not come together as a 
community, there were many conflicts 
despite several coaching processes and 
further organisational consultations. 
This raised the following question: Was 
it possible that the community’s health 
was stricken on very different levels and 
appreciation as well as communication 

Figure 2

Resources of vertical health space 
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weren’t the crucial resources for the 
recovery of the system?  
 The following format for the 
analysis of the system’s health was chosen: 
the three health levels were positioned 
as a triangular health space. Deputies 
for the three original congregations 
(congregation A, B, C) as well as the 
fused congregation (congregations D) 
were invited to take up a concealed 
position in the room. The deputies did 
not know which congregation they 
represented and where which health level 
stood. It was their task to find a place 
within this multilevel health space, led by 
the representing perception. The elements 
of the health and ethos were so-called 
free elements, which were allowed to 
move within this positioning uncalled. 
It was their task to very closely observe 
the distinctions in their perception, when 
the other elements moved or spoke. The 
constellation was conducted on 21 May 
2015 at the University of Bremen with 

students majoring in business psychology.  
 The resulting picture of the system 
is illustrated in fig. 3. It shows, that all 
four congregations chose recognisable 
different places within the health space 
and also still held a clear identity. They 
did not become a unit within the last 
seven years. 
 The attending consulter, who is 
familiar with the system and is supposed 
to continue counselling, rated the image 
quality of the picture of the structuring on 
a scale from 1-10 with the factor 8-9 as 
coherent. The utility of the structure and 
the gained insight on the health space of 
the system was rated by the consulter on 
a scale from 1-10 with the factor 9. 
 Out of the many observations that 
were made the following ones were 
especially worth mentioning: 

1. The four congregations were looking  
 for a place in the health triangle  
 without noticeably taking each other  

 into consideration (7-9 on the clarity  
 scale up to 10).
2. The factual level perceives the  
 congregations as reproach. 
3. The relational level wishes for all  
 congregations to be closer to each other  
 and closer to itself. 
4. The ethos neither has a relation  
 to the relational level nor to the fused  
 congregation. 
5. The health as well has difficulties with  
 the fused congregation D and believes  
 to not belong to the system. 
6. Congregation A is well positioned next  
 to the system level, doesn’t want to  
 go to the factual level and appreciates  
 eye contact with the relational level.
7. Congregation B feels reluctant towards  
 the relational level and is attracted by  
 the system level. 
8. Congregation C wants to be protected  
 by the factual level, which wants to do  
 exactly that. The ethos beside itself  
 doesn’t notice congregation C. 

Figure 3

Structure picture of fusion about 
three evangelic congegations
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9. Congregation D stands slightly outside  
 of the triangular line and thinks C wants  
 to block its view to the factual level and  
 isolates itself from the system level. 
10. The system level would like to have the  
 ethos next to itself. 
11. Health as a free element is in a constant  
 search movement and eventually  
 occupies an observing position outside  
 the system. 
12. The ethos checks its relation to all  
 congregations. The relation to  
 congregation A perceives the ethos as  
 “friendly”, like involved in a  
 conversation.
13. The ethos explains in the debriefing that  
 it had feelings of guilt towards the  
 factual level several times during the  
 constellation. 
14. The relation to C is described the ethos  
 as “lousy”, condescending.  
 Congregation C feels uncomfortable  
 with the ethos. 
15. The ethos’ relation to C was “nothing”,  
 trivial. Congregation D perceived it as  
 neutral.
16. The factual level feels “unmasked” by  
 the ethos, the system level needs the  
 ethos and feels “empty” when losing  
 sight of the ethos, the perception of  
 the relational level differed depending  
 on where the ethos stood.
17. Health tests its relation to all  
 congregations. It overreacts because of  
 the fused congregation and can no  
 longer stay there. “I have no place in  
 there”.
18. The congregation A is frightened when  
 confronted with health. 
19. Congregation B thinks the health is  
 very important. 
20. Congregation C felt health could give  
 something.
21. The fused congregation felt both it  
 takes something away from the health  
 and also needs something from health. 
22. The health notices that the factual level  
 need something from her, the relational  
 level want to attract health but knows  
 they are not going to match. 
23. The deputy for the factual level does  
 not preserve the health check and has  
 to sit down, but can retake the position,  
 although with a bigger distance to the  

 other health levels. The system law  
 level reacts with the perception of  
 carrying the burden alone. 

 The following hypotheses have been 
developed from the observations made in 
the debriefing:

Hypothesis I:
 Despite being already fused for 
seven years, the congregations still perceive 
themselves as self-contained. They feel 
attracted to different levels of the health 
space, with no congregation explicitly 
being connected to the relational level. 
Every congregation has its specific “health 
problem”.  

Hypothesis II:
 The ethos has the closest connection 
to the system law level. This is coherent 
with the health space model, in which the 
ethos is the supporting force for the system 
law level.  

Hypothesis III:
 The fused congregation is cut off 
from its ethos or has not found access to it 
yet. 

Hypothesis IV:
 The factual level has to carry the 
fusion on its own for a long time and breaks 
down, when the topic health is looked at 
closer. 

Hypothesis V:
 The congregations are less engaged 
with the relational level, but presumably 
receive the most suggested solutions 
for this level from the organisational 
consulting. 

Hypothesis VI:
 Congregation C struggles with a 
problem on the factual level, congregations 
A and B are busy with different injuries on 
the system law level. 

Hypothesis VII:
 The pure process consulting to 
fusion the congregations for economical 
reasons has cut them off from their 
ethos. 

 Other Hypotheses are conceivable and 
are influenced through prior knowledge of  
the specific facts or of organisational theory.  

6. Conclusion

 The value of constellations consists of 
the possibility to discover hypotheses that do 
not deduce from normal deductive thinking. 
They are constructed in a constellation in 
a kind of space-time-compression through 
relating very different contexts, which are 
usually not perceivable in the same room at 
the same time. The structure images stick in 
the involved parties memory for a long time.  
When a number of involved people of a 
system gained new knowledge of their own 
system through a constellation, they often 
tell how fast they engaged in a discussion 
process over change arrangements because 
they share a mutual structure picture as 
starting point. 
 The value of constellations also 
consists in the ability to visualise abstract 
models- like the here discussed vertical 
health space. Especially the fact that you 
can visualise non-humane elements in 
constellations and their through perception 
produced information -which is usually only 
developed through complex interpretation 
processes from people standing outside- 
make constellations a very useful tool for 
the system analysis. There is no faster way 
of depicting and analysing complex systems 
in a realistic and action stimulating manner 
then through conducting constellations. The 
special challenge is in that respect that the 
results of systemic constellations are currently 
only accepted by people who already 
experienced the power of the analysis and the 
effects. When people hear or read the stories 
of the of the insights constellations gain (like 
some might in this article), many of them 
question the credibility of the information. 
These doubts usually immediately 
dissipate when those people follow a 
constellation about their system.  ■ 
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Introduction

 During WWI the US Military 
Intelligence Division adopted the 
concept of collection, collation and 
dissemination as a part of an internal 
operational process but without any 
sense of interoperability and sequence 
among these notions.1 Years ago in 
September 1926, publication of the US 
combat intelligence regulations offered 
to military intelligence specialists a 
more systematic methodology in terms 
of understanding and exploiting the 
combat intelligence environment,2 but 
still there was not any direct mention 
of the intelligence cycle concept as it 
is known nowadays. It was not until 
1948 when two instructors from the US 
Command and General Staff College 
in their masterpiece Intelligence is for 
the Commanders introduced a four-
step cycle process under the name 
“intelligence cycle” based on the US 
Army tactical combat intelligence 
experience and lessons learned during 
WWII.3

 Nowadays, there is a rich 
literature dealing with the scope and 
use of the intelligence cycle not only 

in military terms but also in the civil 
and business field, however, one can 
argue that the implementation of the 
cycle in its traditional form is not any 
more valid due to the complexity of 
the contemporary environment resulting 
mainly in an increasing necessity for 
more intelligence products in real time. 
This observation has led a number of 
theoretical analysts and practitioners 
alike to conclude that the holy gospel of 
the intelligence community is a flawed 
model and as Mark Phythian noted in his 
Understanding the Intelligence Cycle “…
in the final analysis, the continuing use of 
this dated, heuristic device may be doing 
more harm than good”.4 Furthermore, 
in the aftermath of the 9/11 attacks, it 
appeared that beside the unbridgeable 
gap between academic theories and 
practitioners’ experiences there was no 
of harmony of the cycles’ internal process 
or to put it simple “the cyclical pattern 
did not describe what really happened.”5  
Therefore, it is essential to adopt a 
more critical and timely approach to the 
intelligence cycle and move forward by 
reconsidering a number of principles and 
variables in terms of its functionality and 
expected outcome.

 The aim of this essay is to provide 
an adequate level of understanding of 
the intelligence cycle in relation to 
the contemporary intelligence work 
and manifest its effectiveness from a 
pragmatic point of view. Moreover, 
this paper will examine the usability 
of the intelligence cycle in contrast 
with its ubiquity, in its classical four 
steps form as a mechanism of producing 
accurate and credible intelligence and 
will identify any possible breaches and 
vulnerabilities. In order to achieve this, 
the whole intelligence cycle process 
will be critically analyzed through the 
lens of what is considered as today’s 
major challenges for its functionality 
starting from its nature and the modern 
information age down to the bureaucratic 
policies and the intelligence risks 
and oversights. At the last part of this 
essay special mention will be given to 
counterintelligence and covert action and 
their relation with the cycle respectively. 
Parallel to the aforementioned attempt 
this essay will also offer suggestions 
and recommendations in order to correct 
and improve the cycle’s efficiency 
and productivity wherever possible. 
For the purpose of this essay several 
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conditions have been adopted in advance 
- definitions, terms and fundamental 
principles with regards to intelligence 
and intelligence cycle are those accepted 
by NATO and, all approaches and 
arguments are basically in relation and 
reference to their military context.

Intelligence Cycle in the 
Contemporary World

The Nature of the Cycle

 From a holistic point of view, 
intelligence is a chaotic environment and 
generally speaking this umbrella term 
is used to describe a system which is 
dominated by great uncertainties and 
unanticipated developments and therefore 
one can claim that intelligence is not a 
real science under the narrow definition 
of the term.6 On the other hand the 
implementation of the intelligence cycle 
creates a contradiction since a simple 
scientific model is used as the primary 
means of describing and enabling such 
a dynamic field as that of intelligence. 
In other words the concept of the cycle 
cannot capture the continuously variable 
nature of the intelligence environment in 
the same way as a scientific tool cannot 
fully describe the human behavior or 
the genesis of civilization, and “like all 
models, it is a simplification of a more 
complex reality”.7 Consequently, this fact 
explains why even the best intelligence 

platforms and methods will always be 
exposed to big failures and moreover 
this fact raises the need to manage our 
expectations in terms of risk and quality 
of the expected intelligence outcome. 
 Another problem with the nature of 
the intelligence cycle that makes things 
even more complicated is the impact of 
the intelligence product to the intelligence 
environment. That means that the product 
which is produced at the end of the cycle 
returns to the intelligence environment 
as it has been used by the respective 
requesters as means of promoting and 
implementing their political or military 
plans to the system in which the product 
was created. Thus, there is a dynamic 
relation between intelligence environment 
and intelligence product where the first 
formulates the latter and vice versa. In 
addition to that and taking into account 
two more facts, first that the final 
intelligence product is developed in order 
to cover the requirements set by the 
customer and second that intelligence 
is fundamentally predictive in nature, 
one can easily concludes that it is 
impossible for the cycle to provide the 
type of intelligence originally asked by 
the consumers and therefore, the cycle 
process is “susceptible to being wrong 
when events finally run their course”.8

Decision-makers and Direction

 Another prominent challenge 
for the effectiveness of the cycle is 

the problematic connection identified 
between the worlds of intelligence and 
intelligence consumers.9 Part of this 
disconnection usually arises from the 
fact that the latter – that is the hierarchy 
that is actually the main initiator of the 
cycle’s process, does not provide its 
intelligence staff with clear guidance 
and clarification in terms of what kind 
of information is needed and what 
kind of questions need to be answered. 
Furthermore, differences in mindset and 
perspectives as well as organizational 
and bureaucratic barriers make things 
even worse and what really happens 
in most of the cases is that consumers 
are not sharing with managers their 
main worries and intentions as they 
erroneously believe that the intelligence 
system runs autonomously alongside 
with its ability to predict any future 
problems. As a result, intelligence 
managers are forced to perform their 
duties outside their normal professional 
framework since they do not have 
time to wait – otherwise the cycle 
process will be terminated before it 
even starts, and therefore they have to 
make decisions based on their personal 
assumptions and experiences so as to 
fill the intelligence gaps created by this 
problematic relationship.10

 Despite the fact that this friction 
point has been equally acknowledged 
by both sides and several initiatives 
have been undertaken the problem 
still remains unsolved, though it is not 
difficult to distinguish the two functions 
in terms of roles and responsibilities. 
Intelligence staffs develop unrefined 
data into polished intelligence based on 
critical information required to protect 
national security and interests – also 
known as intelligence requirements 
(IRs), initiated by the consumers. In 
addition to this, intelligence experts put 
all information gathered in context and 
draw conclusions, assessments and other 
supportive material for the consumers 
to make right decisions, some or all 
of which may lead to more IRs, and 
thus continuing the intelligence cycle 
process.11 Besides, the context of those 
conclusions encapsulates the current 
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situation as well as the most probable 
future development without expressing 
any policy judgments. Practically 
speaking this distinction does not often 
apply, mainly because of the acquired 
inclination of intelligence consumers 
to interfere with the process as a result 
of their anticipation to influence the 
expected outcome, but this issue will 
be analyzed in the next paragraph. 
Nevertheless, the distinction is still 
important but what is more crucial is 
that the intelligence community must 
remain politically unattached especially 
if it wants to maintain its reliability and 
impartiality. Paul Pillar presented it in a 
simple way in his Intelligence, Policy, 
and the War in Iraq: “When intelligence 
analysts critique one another's work, 
they use the phrase "policy prescriptive" 
as a pejorative, and rightly so”.12

 Going back to the initial problem 
one possible solution could be redefinition 
of this problematic relationship in a way 
that could bring the two sides closer 
or as it is described by S. Marrin to 
implement “a more seamless integration 
of intelligence information and processes 
into the policymaking”.13 However, if 
this redefined relationship becomes too 
close it may leads in one of the most 
imminent danger of intelligence which is 
its politicization, where senior figures of 
authority are using different methods of 
influence from the “direct pressure” to the 
“house line” and from “question asking” 
to “cherry-picking” and “shared mindset”, 
in order to manipulate the intelligence data 
in support of their political objectives.14  In 
one of the most characteristic examples 
of the recent past the G.W. Bush 
administration repeatedly used selected 
pieces of raw information in order to 
obtain public support and acceptance for 
its decision to go to war with Iraq.15 
Amazing in this case was that the US 
government had already predetermined the 
possession of weapons of mass destruction 
(WMD) by Iraqis so it decided to go to 
war first and then seek for evidences 
in support of this political dictate. 
However, no matter what the role of the 
US statecraft was and its real motivation 
behind the US military intervention in Iraq 

this case has left behind a negative feeling 
in peoples’ hearts and minds with regard 
to the intelligence synergy in favor of this 
political plot. Finally, there will always 
be an unanswered question concerning 
theoretical relevancy between intelligence 
independency and accountability to policy.        
 Last but not least, it has been 
scientifically proven that it is quite 
difficult to persuade people to accept 
reality and especially when reality is too 
painful the denial syndrome becomes 
even bigger. As noted by R. Heuer: “This 
tendency of people to perceive what they 
expect to perceive is more important than 
any tendency to perceive what they want 
to perceive”.16  The same happens even 
more often in case of high level officials 
mainly because of their personality, their 
social status and their ambitions where 
in most cases they already have in their 
minds the type of intelligence product they 
want to hear. This behaviorism problem, 
also known as the Cassandra’s complex, 
was clearly described by Germany’s pre-
World War I Chief of the General Staff, 
Field Marshal Count Alfred von Schlieffen 
in D. Kahn’s An Historical Theory of 
Intelligence: “The higher commander 
generally makes himself a picture of friend 
and foe, in the painting of which personal 
wishes provide the main elements. If 
incoming reports appear to correspond 
with this picture, they are accepted with 
satisfaction. If they contradict it, they 
are discarded as entirely false”.17 Yet, 
and in relation to this phenomenon in 
many cases intelligence experts are driven 
into specific assessments based on the 
customer’s desires and believes of what 
the final product should be like. The more 
powerful and prestigious the intelligence 
customer is, the more likely it is for the 
producer to harmonize his final conclusion 
in line with what the intelligence outcome 
is expected to be.18

The New Operational Environment 
(Revolution in Military Affairs 
&Information Age)

 On September 1981, the four-step 
model of the intelligence cycle as well 
as its definition within the respective 

intelligence doctrine was fully adopted 
by all NATO member states. Since then, 
things have dramatically changed in 
the geopolitical and technological field 
which encompasses a wide range of 
new challenges for the global security, 
and therefore for the intelligence 
community, such as the dissolution 
of the Eastern bloc, the introduction 
of the Revolution in Military Affairs 
(RMA) and the information age, the 
prevalence of the expeditionary – 
humanitarian wars and, the raise of 
terrorism and religious fundamentalism. 
All these developments have created a 
new operational environment which is 
basically characterized by the post-Cold 
War period and the raise of the so called 
non-traditional threats. Nevertheless, it 
is quite remarkable that the intelligence 
cycle remains unaltered in its principles, 
structure, and doctrine, whilst it is 
still “largely viewed through a defunct 
NATO versus Warsaw Pact prism”.19 
Undoubtedly, nowadays the traditional 
politico-military objective of destroying 
the opponent completely by using 
all available means is no more valid 
since contemporary warfare is based 
on the fundamentals of humanitarian 
interventions (peace-building and 
peace-support operations) where the 
primary objective is re-establishment 
of the defeated nation through political, 
social, economic and infrastructure 
development.20

 In addition to this, the concept 
of this new operational environment 
requires an increasing number of 
intelligence support systems as it is 
expected to deal with non-conventional 
factors where power, time and space 
have acquired a different gravity. At the 
same time intelligence consumers have 
raised their demands and they want to 
know what is happening right now in 
every single detail within their area 
of interest. Thus, today’s intelligence 
and sequentially the intelligence cycle 
process is not just a mean to determine 
the level of the existent threat or to 
assess the opponent’s most probable 
course of action. It is also about mapping 
and understanding a more complex 
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environment to include adversary’s 
culture and mentality, indigenous 
populace perspectives and lifestyle and 
myriad of other variables all of which 
are composing the so called situational 
awareness.21 Having this in mind, it 
seems that the traditional model of the 
intelligence cycle has to fight hard in 
order to find its own place under the new 
operational concept where immediate 
action has to be taken within limited 
time in an unpredictable and continuous 
changeable theater.22 That is, the cycle 
model as it appears today cannot capture 
the current trends and dynamics of the 
modern world and, as A. Dupont put it: 
“The discrete functionality implied in 
the separation of the intelligence process 
into collection, collation, analysis and 
dissemination reflects the concepts, 
practice and organizational dynamics of 
an earlier era. What will distinguish the 
successful practitioners of twenty-first-
century intelligence is the ability to fuse 
and integrate all elements of the process 
to provide seamless support for policy-
makers and operational commanders”.23

 Another factor that has caused 
problems within the intelligence cycle 
process is the impact of the information 
age which was boosted by the 
revolution in information technology 
as it was applied to military affairs 
through RMA, particularly after the 
1991 Gulf War.24 Despite the fact that 
RMA was subject to serious criticism 
whether it should be concerned either 
as a revolution or an evolution, it is 
undeniable that precision munitions and 
technological equipment, high-speed 
data processing and multi-dimensional 
reconnaissance assets as well as 
foundation of information age military 
systems have significantly transformed 
contemporary battlespace. Thus, today 
more than in any previous era, accurate 
and timely intelligence is critical for 
the accomplishment of a mission.25 
Additionally, information age has 
altered consumers’ way of using the 
information since they do not only want 
to know, but they are expecting to be 
informed on what and how they should 
deal with the information.26

 From the military point of view, all 
kinds of operational forces from small 
land units up to Joint Forces Commands 
need to have access to large databases 
in every detail as they are required to 
investigate and study every aspect of 
the adversary in order to identify his 
vulnerabilities and his capabilities. If 
one estimates the number of things 
a small unit needs to know before, 
during and after the conduct of an 
operation, then it is easy to understand 
the magnitude of data occurred at the 
highest echelon of command. Thus, it 
is still a small portion if compared with 
the data that the average policymaker 
needs to know and the intelligence data 
needs to be known grows larger as 
the chain of hierarchy goes higher.27 
On the other hand overabundance of 
information exists today, makes it easy 
for an experience analyst to comment 
on many topics even without access 
to classified information.28 Of course, 
this remark does not have a positive 
meaning since information abundance 
limits both intelligence collectors 
and analysts’ efforts from focusing 
in the designated points of interest in 
a timely manner, not to mention the 
consequences on the intelligence cycle 
process as information overload can 
seriously affect intelligence products in 
quality and quantity. Allied intelligence 
staff has concluded that the ability 
to manage large amount of databases 
based on effective IRs in order to 
produce timely and reliable intelligence 
in its correct context is the decisive 
element to a successful campaign and 
moreover, allied commanders are highly 
encouraged to undertake all appropriate 
measures so as to perform in accordance 
with this guidance.29

Complexities with Collection and 
Dissemination

 The increased needs for 
intelligence products in combination with 
the modern technological achievements 
have offered new capabilities for 
collection outside the narrow box of 
“the just gathering” information which 

was mainly based on “huminters” thus, 
it would not be a hyperbole to say 
that our era is dominated by smart 
machines which literally absorb huge 
amounts of raw data from every aspect 
in real time. This fact has triggered 
dysfunctionality within the second stage 
of the cycle given that it has remained 
one-dimensional and ambiguous to 
some extent since its development. To 
put it simply, collection assets have 
overwhelmed the cycle’s ability to 
manage and digest the incoming data. 
Moreover, modern collection assets 
have generated a series of unknown 
pathologies and vulnerabilities such as 
cyber-attacks, information operations 
(INFOPS), electronic interceptions 
and deceptions to include physical and 
fiscal limitations in contrast with the 
conventional methods of collection.30 
In an attempt to mitigate this issue 
NATO introduced an integrated 
intelligence system known as the JISR 
system (Joint Intelligence Surveillance 
and Reconnaissance) which connects 
applications and IRs with collection 
assets and databases and manages the 
whole process in direct support of 
planning and preparation at all levels. 
What need to be mentioned here is that 
JISR acts complementary to the second 
step of the cycle process in a way similar 
to a synchronization matrix in order to 
assure access to intelligence data and 
provide time sensitive information and 
threat awareness to friendly forces.31 On 
the other side of the coin intelligence 
staff conservatives argue that there is no 
technical device which can supersede the 
perspicacity of a human being and there 
is no machine which can substitute an 
insight human mind.32 Besides, technical 
collection is getting harder and harder 
to be obtained since the adversary has 
learnt what to avoid and how to remain 
undetected by using primitive methods 
and simple technologies in their daily 
kinetic and non-kinetic activities. 
Therefore, human assets still retain a 
key role in the collection process not to 
mention the cost effective comparison.33

 As it is described in cycle 
handbooks, one should expect to see a 
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close contribution and support among 
collection, analysis and dissemination 
phases since they are theoretically 
operating at the same dimension through 
vertical and horizontal interaction. 
Nevertheless, due to a series of 
constraints which will be explored in 
the following paragraphs it seems that 
dissemination is badly damaged due to 
indefensible organizational fears and 
system abnormalities. In addition to 
this, many intelligence think tanks have 
concluded that despite the systematic 
efforts to modernize the cycle steps in 
accordance with the current demands 
not too much attention has been given 
to the dissemination phase. No matter 
how clear the direction received from 
the decision makers is and sequentially 
how efficient the intelligence plan 
is, no matter how well processed the 
information is in terms of collection 
and analysis, if the final product does 
not reach the appropriate user then the 
entire cycle architecture will miss its 
purpose.34

 Unfortunately, as it appears today 
there are quite a few limitations. First of 
all there are serious constrains resulting 
from the internal authoritarian structure 
and lack of decentralization and 
allocation of sources. Yet, the dominance 
of the intelligence bureaucracies is a fact 
related to the existent governmental 
model of public management. As 
a result, intelligence experts are 
overlapped by “pen pushers” whose only 
care is formalities and protocol while in 
parallel, due to their less recognizable 
position inside the system they cannot 
communicate directly with the decision-
makers which means less influence in 
support of their products.35

 A second impediment occurs 
from the existence of classification 
and sensitivity regulations to data 
accessibility and information sharing. 
Intelligence staff argue that classification 
on one hand it protects sources while on 
the other it denies opponent’s deception. 
No doubt those are serious concerns to 
be taken into account and by no means 
access to information or sources should 
be characterized by levels of security 

and given to individuals on a need to 
know basis. However, study reports and 
real life examples have shown that one 
of the most common practices among 
intelligence services is the catachrestic 
use of classification and prioritization. 
Additionally, differences in perception, 
lack of standardization procedures, 
national caveats and personal egos 
have created a mosaic of “intelligence 
cultures” each of which operates, 
communicates and produces based on 
its own criteria and priorities resulted in 
what is known as “health intelligence” 
and “disease intelligence”.36

 Another serious barrier in terms 
of dissemination is that the handling 
of information is also influenced, if 
not driven, in several cases by non-
traditional players such as international 
and non-governmental organizations. 
This is something that is completely 
outside of the operational boundaries 
of the cycle. As a result, military 
intelligence was forced to establish a 
new model of relationship with civilian 
organizations under the term of Civil-
Military Operations (CMO) in an attempt 
to facilitate and consolidate kinetic and 
non-kinetic support between the two 
communities. Besides, the Knowledge 
Development (KD) initiative established 
a cross functional process between the 
civil and the military hierarchy in order 
to secure integration of the information 
acquired in a comprehensive and 
common accepted way.37 Last but not 
least is what J. Ferris and M. Handel call 
the “Schwarzkopf syndrome” as noted by 
A. Dupont in Intelligence for the Twenty 
First Century, where the unexplained 
trend to wait for one more moment 
just to increase the chance of getting a 
higher value information and therefore, 
to add more accuracy and perfection to 
the final product undermines the whole 
effort as it may lead to unnecessary 
delays and loss of decisive action.38

Counterintelligence and Covert 
Action

 For decades counterintelligence 
(CI) was covered by a cloak of darkness 

and mystery and for many people CI 
was regarded as a supplementary mean 
of collection mainly targeting a specific 
enemy group, that of spies. But CI is 
much more than this. CI represents a core 
mission of the intelligence set,39 focuses 
on protection against harmful activities 
of outside intelligence entities and 
therefore is passive in nature, however, 
information collection which entails an 
offensive mission, still remains one of 
its primary means in order to identify, 
exploit and eradicate any possible threat 
from terrorism, espionage, sabotage 
and subversion (TESS).40 Besides, CI 
is also responsible for physical security 
to include administration control 
of personnel, installations and other 
sensitive governmental components.41  
Thus, due to its dual nature and scope 
CI means a variety of activities from 
collection and analysis to espionage 
investigations and from clandestine and 
disinformation operations to recruiting 
and running human sources.42 From this 
point of view, one can easily conclude 
that CI needs cannot be served by 
the traditional clockwise cycle model 
which leads to one-dimensional results 
either named threat assessments or risk 
evaluations reports. CI requires the 
implementation of a different philosophy 
in thinking and acting and therefore, 
a convenient solution could be the 
establishment of an autonomous model, 
a system which will work in support 
of a broaden intelligence system while 
in parallel it will offer flexibility and 
freedom of movement for CI activities.43

 Another critical intelligence 
function, though controversial, is that 
of covert actions. For many scholars a 
covert action is the third core mission 
of the intelligence set,44 while some 
place covert actions close to Special 
Forces operations45 and others assume 
that the covert action is a subsidiary 
function of intelligence.46 One way or 
another, all observers agree that the 
conventional intelligence cycle process 
cannot support covert action due to the 
fact that the latter is a concerted secret 
intervention of one nation into another 
nation or nations’ affairs in order to 
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achieve an important strategic objective 
through enabling political, military, 
social and economic power.47 Yet, cover 
action will always be brought to our 
attention through randomly authorized 
and unauthorized disclosures and 
therefore this excessive statecraft tool 
will remain insufficiently studied.47

Conclusion

 Intelligence has always been far 
from what is desired, like war itself,49 
and for sure it is not a perfect game.50  
Today intelligence requires more than 
a traditional deterministic cycle model 
which works in the same way for 
all objectives without allocating any 
responsibilities for completing steps,51 
not to mention that it was introduced 
half a century ago when the existent 
environment, circumstances and needs 
were much different. In other words, the 
cycle model has been proven too static 
and too rigid and the overall process 
has become the tail that wagged the dog 
since it cannot capture the increasing 
complexity of the new era lead by 
RMA and intelligence consumers’ 
contemporary demands. Thus, it is 
outdated and cannot fulfill the modern 
expectations not to mention that both 
counterintelligence and covert action 
have been neglected if not completely 
ignored. 
 Nevertheless,  intell igence 
principles have remained unaltered 
and therefore, the cycle model can be 
still valid in its concept as long as 
the application of the phases within 
the whole process are redesigned in 
order to perform as a series of multi-
supplied overlapping steps with vertical 
and horizontal interaction among them. 
Additional efforts for reorganization 
and changes in terms of intelligence 
organizational structure as well as 
the development of a standardized 
methodology would facilitate information 
sharing and establishing a common line 
of communication and understanding. 
After all, the main characteristic of 
the cycle process was, is and will 

remain the production of accurate 
intelligence in a timely manner.  ■ 
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2012 2015

Pieces of content shared on Facebook 684478 4166667

Hours of video uploaded to YouTube 48 300

Apps downloaded from the App Store 47000 51000

Photos shared on Instagram 3600 1736111

Tweets sent via Twitter 100000 347222

Why Bother With 
Information Management?
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Information Overload

 Before I develop on the Information 
Management (IM), I would like to make 
you familiar with a notion of Information 
Overload which is linked to IM. Every 
day in private life we are bombarded with 
ads, emails, articles, tweets, status updates 
and many other forms of messages that 

our brains were not designed to process. 
Have you ever thought of the amount of 
messages and information received by 
an average consumer in a day, a week or 
a month? The report1 from 2009 proved 
that an average American consumed 34 
GB of information daily which is an 
equivalent of 100000 words or listening to 
a constant monolog for 12 hours.  Taking 

into consideration the fact that since 2013 
the global internet population has grown 
by nearly 20% – from 2.4 billion to 3.2 
billion people (according to DOMO2 – 
www.domo.com), I would like to show 
you how much data is generated on the 
Internet every single minute of the day 
and the progress it made during the last 
three years:

MAJ Jacek Lashmann,
JFTC Information Knowledge Management Officer
 

■

How often do you face a situation when you have too much information which 
is not organized in any useful way? Has it helped you to make decisions? 
I will refer to these questions further in a text.

Source: FB, Twitter, YouTube, Apple, Instagram



The infographic below illustrates how much 
individuals are exposed to information overload
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 Unfortunately in business we are 
heading in the same direction. Due to new 
projects, tasks and new areas of interest 
on a daily basis any organization produces 
new documents, by different authors, 
in different formats. Those individuals 
collect, create or generate lots of data 
from different sources. Then information/ 
document is processed, shared, used, 
re-used and saved in different locations, 
until it is archived or disposed of. 
 Now I want to refer to my questions 
posed at the beginning of this article: How 
often do you face a situation when you 
have too much information, not organized 
in any useful way? Has it helped you 
to make decisions? The answer is very 
simple – of course NOT. Having too 
much information vastly disorganized is 
like not having any!

What Impact Disorganized 
Information Has? 

 Day by day an organization 
produces more information. This 
information accumulates and behaves 

like soft sand, slowing down business 
processes, delaying critical decisions 
making. People spend too much time 
and work on maintaining information, 
instead of focusing on the essence of 
the business. Below you will find some 
military examples related to disorganized 
information which in fact depicts lack of 
Information Management:

“There	 is	 an	 amazing	 amount	 of	
information	 available	 but	 it	 may	 not	 be	
where	 you	 think	 it	 is	 or	 it	 is	 so	 buried	
within	the	software	applications	that	it	is	
difficult	to	find”	(NRF	10)

“The	air	component	commander	was	not	
receiving	the	information	he	needed	when	
he	needed	it”	(NRF	11)

“If	I	do	not	know	that	there	is	information,	
then	I	do	not	miss	it,	important	information	
should	be	announced”	(NRF	12)

“Information	 is	 the	Fire	and	Manoeuvre	
of	 this	 (the	 Afghan)	 conflict”	 Major	
General	Flynn	J2,	ISAF

Lack of IM may have a huge impact on 
military operations resulting in:

1. Loss / damage of equipment or  
 inability to defend against litigation   
 (financial impact).
2. Loss of life caused by „Friendly Fire”  
 incidents or targeting errors.
3. Loss of prestige, bad press and loss of  
 public support what may lead to  
 mission failure.

 We live in the age of information 
overload not only in a private, but as 
well in a business life, that’s a fact 
that: “…the data keeps growing with no 
signs of slowing3”. Now the question 
is – what can we do about it? We have 
to implement Information Management 
to our business in order to get maximum 
value from information. Implementation 
of IM should be aimed at its three main 
components:

1. People.
2. Processes. 
3. Technology.

Source: 
www.domo.com
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I am not going to develop on this, since it's 
a topic for another article. 

Information Management

 Nowadays NATO operates in the 
Age of Information in which information 
is the primary resource, and therefore a 
key enabler for the conduct of NATO's 
missions, operations, projects, programs. 
Efficient and effective management of 
information is a critical success factor for 
achieving NATO's goals and objectives4. 
 What is Information Management? It is 
a discipline that directs and supports handling 
of information throughout its life-cycle 
ensuring it becomes the right information 
in the right form and of adequate quality to 
satisfy the demands of an organization5. 
In simple terms: IM is the ART of getting 
the right information at the right place 
at the right time and in the right form.
 According to NIMP6, the key 
objectives of Information Management are:

a) to support the achievement of  
 Information Superiority primarily  
 within an information sharing  
 networked environment (where  
 Information Superiority is a state of  
 relative advantage in the information  
 domain achieved by getting the right  
 information to the right people at the  
 right time in the right form whilst  
 denying an adversary the ability to do  
 the same7);
b) to support the effective and efficient use  
 of information resources in the conduct  
 of a NATO mission; and
c) to support the identification and  
 preservation of information of  
 permanent value to NATO.

 In practice the role of IM is to support 
decision making and staff efficiency.
 We have to remember Information 
Management in NATO is not conducted in 
isolation, it supports NATO's missions by 
the application of the IM principles as set 
out in the NIMP8:

(a) Information is a Corporate Resource  
 and shall be managed as such to  
 support NATO in all areas of activities  

 by organizing and controlling  
 information throughout its life-cycle;
(b) Information Ownership and  
 Custodianship. Every information shall  
 have an originator, and clearly defined  
 ownership and custiodianship assigned  
 throughout its life-cycle;
(c) Leadership and Organizational  
 Structure. Management of information  
 is a fundamental responsibility, which  
 shall require executive leadership,  
 top-level involvement and creation and  
 maintenance of an effective  
 organizational structure. 
(d) Information Sharing. Information  
 shall be managed with an emphasis  
 on the “responsibility-to-share”  
 balanced by the security principle of  
 “need-to-know”, and managed to  
 facilitate access, to optimize  
 information sharing and re-use, and  
 reduce duplication, all in accordance  
 with security, legal and privacy  
 obligations;
(e) Information Standardisation.  
 Information shall have standardized  
 structures and consistent  
 representations to enable    
 interoperability, cooperation  
 and more effective and efficient  
 processes;
(f) Information Assurance. Information  
 shall be protected to maintain a  
 given level of confidence in protection  
 of communication, information and  
 other electronic systems, non- 
 electronic systems, and the information  
 that is stored, processed or transmitted  
 in these systems with respect to  
 confidentiality, integrity, availability,  
 non-repudiation and authentication; 
(g) Information Needs shall be determined  
 as part of the planning and architecture  
 processes to meet intended activities  
 and effects. 

Tangible Benefits Of 
Information Management

 The best way to show benefits of 
implementation of Information 
Management is to present tangible effects 
that impacted specific headquarters. For 
instance a NATO HQ had conducted 

analysis which indicates what benefits had 
been achieved, with no new technology, by 
the implementation (lasting 4 months) of 
electronic distribution: 

• At International Staff paper consumption  
 reduced from 400 to 350 tons per year.
• International Military Staff – paper  
 consumption reduced from 100 tons to 1  
 ton/year
Thanks to the implementation of portal 
technology in NATO HQ:

• Time to produce a Military Committee  
 brief (CHOD staff) cut from 6 man  
 days to 4 man/hours.
• Time to produce a Military Committee  
 brief (Permanent Session) cut from 1  
 man day to 2 man hours.

 Now it is high time to move from 
„BIG NATO” to the Joint Force Training 
Centre and to demonstrate two examples 
from our own backyard:

1. Firstly, I will focus on staffing and  
 tasking tools.
a) Before Tasker Tracker (electronic staff 
 coordination system based on SharePoint 
 2007) was implemented at the JFTC 
 in November 2011, Staff Coordination 
 Sheets – SCS – (hard copies) had been 
 used for staffing and tasking purposes. 
 The old system suffered from the 
 following drawbacks:
• Loosing track of documents;
• Only one division/ staff element could 
 have the document at one time to 
 provide input/ to process;
• Hard to see who made comments;
• Documents sometimes sat for days/ 
 weeks on someone's desk, while the person 
 responsible was on TDY;
• Difficult to archive;
• Hard to find old SCSs;
• Comments had to be copied by hand to the  
 electronic version of document;
• When each division/ staff element was 
 done with a document, it had to go back 
 to Central Registry and had to be signed-in/ 
 signed-out by the next person;
• Difficult to update instructions as 
 requirements changed;
• Paper intensive environment;
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b) The use of tasker tracker at the JFTC 
 eliminated all the above mentioned issues. 
 Staffing and tasking is carried out in an 
 electronic form which brings the following 
 benefits:
• Tasker's status is fully transparent;
• Tasker's progress can be easily tracked;
• Electronic processing significantly 
 accelerates staffing and tasking within the 
 entity;
• When someone is editing a tasker, at the 
 same time another person can use it in read 
 only mode;
• Easy access to comments and inputs 
 provided by stakeholders;
• If one checks-out a tasker and they are 
 out of office for a long time, functional   
 administrators can unlock it;
• System ensures permanent access (at least 
 in read only mode) to tasker;
• Any changes to taskers, like editing 
 instructions, adding documents or links can 
 be implemented at any time of the product 
 development stage;
• A stakeholder can use subtasking 
 function to delegate tasker to subordinates 
 or subtasking can be done across 
 organization as well;
• It is easy to archive and retrieve taskers;
• Saves paper and time.

I have listed only the most important features 
of the Tasker Tracker, there are many more. 
It is just to demonstrate how big progress can 
be made by the implementation of a piece of 
software. Of course it is not a perfect tool, it 
has some imperfections, which in many cases 
are caused by users, but I must admit that so 
far there is no better tool in NATO for staffing 
and tasking.

2. Sharing document tools.
a) Since the beginning of the JFTC the 
 personnel had been using drives to 
 share documents with cooperates. It had 
 an immense influence on JFTC personnel 
 and their work. It resulted in difficulties in 
 finding documents which caused confusion 
 and frustration among the personnel. 
 Besides, it significantly deteriorated 
 efficiency of the staff. To make a long 
 story short - there was wrong information, 
 in a wrong place, in a wrong time and in 
 a wrong form. Weak points of shared drives 

 were the following: 
• Drives contained hundreds of duplicates, 
 triplicates, quadruplicates etc. of the same 
 document. Existence of duplicates caused a 
 lot of confusion and consumed disk space;
• There was no versioning, so when finding 
 multiple versions of a document, it was 
 very hard to determine which one was the 
 most current;
• Because of there was no file naming 
 convention, files had been named in 
 various ways without any rule; this caused 
 a lot of trouble in searching and retrieving 
 documents. We had analyzed a real life 
 example from the past, taking into account 
 a staff member who dealt with staffing 
 and final preparation of correspondence on 
 a daily basis. To do this job they had to 
 spend an average of more than 30 minutes 
 per day in order to search for the most 
 current document. It consumed around 3 
 hours of their work weekly only for 
 searching, which equaled to 150 hours per 
 year, which could be more than 19 working 
 days. To sum up, yearly this person must 
 have spent at least 3 weeks on searching 
 documents;
• Due to the fact that there was no folder  
 naming convention, every folder had 
 been named in a different way, without any 
 consistency, following no rules.
• Permission management was not perfect 
 either as compared to solutions utilized in 
 the Document Handling System (DHS).
b) The Document Handling System (DHS) 
 was installed at the JFTC in September 
 2013.  It radically improved collaboration 
 among the staff, even though the system 
 has many more imperfections than the 
 Tasker Tracker, in particular the search 
 engine has to be enhanced. The DHS has 
 the following features: 
• Supports a life cycle of a document, 
 including document expiry;
• Web Distributed Authoring and Versioning 
 (WebDAV – check-in/ check-out) which 
 prevents overwrite conflicts, it allows 
 a resource/ a document to be occupied 
 by one user only at a time. One user cannot 
 overwrite another user’s edits; the person 
 who opened the document first has the edit 
 rights. Furthermore, the WebDAV can 
 display who last edited the file, which is 
 very useful for administrators and support 

 teams;
• Permission management at different levels 
 (library, folder or document)
• Versioning of documents (including major 
 and minor versions);
• Roll-back, to “activate” a prior version in 
 case of an error;
• history of a document trail, to permit the 
 reconstruction of who did what to a 
 document;
• Supporting workflows;
• Use of metadata;
• Document templates;

The above mentioned examples present 
that the Implementation of Information 
Management had measurable benefits.

Why Should We Bother With 
Information Management? 

Information Management will help us to 
do our jobs better! Thanks to IM we are 
more effective and efficient. Instead of 
working harder, we can work smarter! 
There is another vital factor, which 
encourages to the implementation  
of IM - the cost of doing IM  
is nothing compared to the pain of not 
doing it!!!     ■

1 The New York Times, http://
www.nytimes.com/2009/12/10/
technology/10data.html?_r=0
2 Data Never Sleeps 3.0, https://www.
domo.com/blog/2015/08/data-never-
sleeps-3-0/
3 How Much Data is Created Every 
Minute? https://www.domo.com/
blog/2012/06/how-much-data-is-created-
every-minute/
4 Primary Directive on Information 
Management (PDIM), p. 1-4
5 Ibid, p. 1-4
6 NATO Information Management Policy 
(NIMP), p. 1-1
7 Ibid, p. 1-1
8 Ibid, p. 1-1
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“It is better to give, than it is to receive”, the NATO Spouses Club of Bydgoszcz strongly believes 
this to be true.   And with the local charity, Szlachetna Paczka, the club is able to put these words into 
action for the fourth year.  This year the NATO Spouses Club of Bydgoszcz will assist four families 
for the Christmas holiday.  The Spouses Club will 
donate food, clothing, school supplies, new furniture, 
and a new washing machine.  You must be wondering, 
“How is the NATO Spouses Club able to do this?” 
All through the year, the Spouses Club raises the 
funds by selling raffle baskets, coffee mugs and beer 
steins, and this past June the Spouses Club hosted 
a Silent Auction during NATO’s International Day 
celebration. Although many of the NATO Spouses 
Club members do not speak Polish well – if not at all, 
the members know that it is not necessary to speak 
the language in order to help others.  ■ 

To quote the Spouses Club’s newsletter, “Coffee Talk”, one of the club’s many “past adventures”, 
was a visit to a local botanical garden.  The spouses had a privilege of a guided walking tour 
of the Hellerówka Gardens in Bydgoszcz.  In addition to fresh air, warm breeze, and sunshine, 
the ladies enjoyed watching many lovely flowers, and culturally themed gardens.  The day was 
concluded with tea, coffee, and cake served by the proprietor.  It was a very wonderful day!  ■

NATO Spouses Club of Bydgoszcz
joins

 Szlachetna Paczka’s
“Team of Heroes”

NATO Spouses Club of Bydgoszcz
goes to Hellerówka

NATO Spouses Club’s Corner



In Retrospect 
Life at JFTC
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 In accordance with the reassurance 
measures, France deployed a Leclerc tank 
battle group in Drawsko Pomorskie training 
camp from 20 April till 5 June 2015. On 
24 May, a delegation of 10 JFTC’s and 3rd 
NSB’s officers and NCOs responded to 
the invitation of the French SNR and took 
advantage of this occasion to pay a visit and 
receive static and dynamic presentations of 
this unit on the spot. 
This autonomous unit was composed of 
a Leclerc MBT squadron, a VBCI AFV 
platoon, an engineer platoon, a forward 
artillery observer element including the 
requested support elements (maintenance, 
logistics and signals). This represents 270 

soldiers and about 90 vehicles including 
15 Leclerc MBTs, 7 VBCI AIFVs and 14 
VBL LAVs.
 This deployment was fully dedicated 
to training together with our Polish partners 
and this battle group was fully integrated 
into the Polish 15th Mechanized Brigade 
layout. Furthermore this deployment 
gave the opportunity to improve tactical 
cooperation with Polish, US and Canadian 
troops also deployed in this training area. 
Final focus of this multinational combined 
training was the execution of exercise 
PUMA 15.
 This visit was organized during 
the training period of the unit and 

thus, the NATO delegation received 
detailed static presentation of all 
French equipment, before a dynamic 
tactical combined shooting training 
sequence executed by a Leclerc platoon 
supported by an infantry VBCI platoon.  
VIPs from the team were then invited 
to perform a shooting sequence on 
board of a Leclerc main battle tank. Of 
course all targets were destroyed, as a 
confirmed evidence of the excellence of 
NATO crews and of this effective last 
generation MBT.
 Having shared good military 
experiences, the NATO delegation happily 
returned to Bydgoszcz.

JFTC Delegation at French Presentation 
in Drawsko Pomorskie
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 Hundreds of people wearing national 
colors, fifteen national stands offering 
food, beverages, small giveaways and 
tourist information, various presentations 
of different cultures, loud music and 
attractions for children – all these marked 
the 9th International Day at the Joint Force 
Training Center (JFTC). 
 Members of the JFTC, the NATO 
Communication and Information Agency 
Squadron Bydgoszcz, the 3rd NATO 
Signal Battalion, the JFTC Support Unit, 
the Allied Command Counterintelligence 
and the JFTC National Support Elements 
together with their families celebrated this 
special event on 29 May. While adults 
were enjoying the day discovering national 
cuisines, cultures and customs, children 
were having lots of fun in the playground 
set up especially for this occasion. 
 Again, the Bydgoszcz NATO family 
created a fantastic opportunity for building 
strong relations between its members, 
presenting the beauty of diversity within 
the Alliance and for spending joyful time 
among colleagues and friends. Wonderful 
weather, fantastic food, great company and 
all the attractions contributed to a great 
success of this beautiful JFTC’s annual 
tradition.

Annual International Day at JFTC
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 On 14 July, the Bydgoszcz French 
Contingent (Joint Force Training Centre, 
NATO Communication and Information 
Agency and 3rd NATO Signal Battalion) 
commemorated the Bastille Day. The 
celebration started in the morning by a 
flag-raising ceremony, led by the JFTC 
Commander, Brigadier General Wojciech 
Grabowski, and was attended by all JFTC 
personnel. Several Polish and German 
officers were decorated with French 
National Defence Medals. 
 The official event was followed by 
a small reception, accompanied by the 
Bydgoszcz Military Band.
 Later the French Senior National 
Representative, Colonel Charles Sevin, and 
the French contingent hosted international 
community and representatives of 
Bydgoszcz authorities at a diner and a 
dancing party in one of local restaurants. 
Beautiful show of fireworks concluded the 
evening.

2015 Bastille Day at the JFTC
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 Slovakia commemorates adoption of 
its modern constitution on 1 September, this 
year it is celebrated for 23rd time. I would 
like to point out some milestones concerning 
this event.
Czechoslovakia had emerged as a sovereign 
state at the end of World War 1 in 1918. It 
was briefly split during World War 2, before 
coming under Soviet rule in 1948. In 1968, it 
became a federation consisting of the Czech 
Socialist Republic and the Slovak Socialist 
Republic.
Communist rule in Czechoslovakia was 
brought to an end in 1989 as a result of the 
Velvet Revolution. 
Following negotiations between Slovak 
and Czech leaders, the way was paved 
for disbanding of the feder-ation. The 
constitution was adopted on 1 September 
1992 which meant establishment of the 
Slovak Repub-lic as a sovereign and 
democratic country.

In November 1992, the federal parliament 
of Czechoslovakia voted to dissolve the 
country on 31 December 1992. 
Thus, the Slovak Republic and the Czech 
Republic officially became separate 
countries on 1 January 1993. This event was 
named the Velvet Divorce.
 On the 22 September, we celebrate 
the Slovak Armed Forces Day. Let me 
highlight a few points from histo-ry.
The year 1848 is well-noted in history as 
a peak moment in nationalist sentiments 
in Europe. From March 1848 through 
November 1849, the Habsburg Austrian 
Empire was threatened by revolutionary 
movements. Much of the revolutionary 
activity was of a nationalist character: the 
empire, ruled from Vienna, included Austrian 
Germans, Hungarians, Slovenes, Poles, 
Czechs, Slovaks, Ruthenians (Ukrainians), 
Romanians, Croats, Italians, and Serbs, all 
of whom in the course of the revolution 

attempted to either achieve autono-my, 
independence, or even hegemony over 
other nationalities. This revolutionary 
fever included Slovaks, fighting for the 
independence together with all Slavic 
nations in Austro-Hungarian Empire or if 
you wish, the Habsburg Monarchy.  The 
victory of Slovak volunteers against the 
Emperor’s units in Brezova pod Bradlom 
battle in 1848 is considered as the starting 
point for further independence and freedom 
movement which led to the Independent 
Slovak State. Honor, patriotism, willingness 
to serve the nation is the message which 
reminds us of the heroes of the 1840s and 
which is still fresh today. Therefore, we 
celebrate this respective day as the Slovak 
Armed Forces Day.
 General, Ladies and Gentlemen, 
allow me to congratulate all Slovak people 
on these historical occasions and wish them 
all the best for the years to come. 

Slovak Constitution Day  
and Slovak Armed Forces Day

Speech given by Colonel Miroslav Fazik,  
Slovak Senior National Representative
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 On 23 September the JFTC Senior 
National Representative of Germany, Colonel 
Klaus-Peter Kiser and all German soldiers 
invited everyone to attend a German-Polish 
Military Music Corps Concert at the City of 
Bydgoszcz Culture Centre.
 A great performance given by German 
“Heeresmusikkorps Neubrandenburg” 

and Polish “Orkiestra Wojskowa w 
Bydgoszczy” created an unforgettable 
evening. After enjoying some concert 
pieces by the German orchestra under 
the direction of Lieutenant Colonel 
Christian Prchal followed by some 
concert pieces of the Polish orchestra 
under the lead of Lieutenant Colonel 

Krzysztof Matraszek the event ended 
with the highlight of playing some 
concert pieces together and was finally 
closed with national anthems of both 
nations.
 A word of thanks goes to both 
national music corps for unforgettable 
atmosphere that they created.

German-Polish Military Music Corps Concert 2015

 Honorary Consul of the Federal 
Republic of Germany PhD Jarosław 
Kuropatwiński, the JFTC Commander 
Brigadier General Grabowski and the JFTC 
Senior National Representative Colonel 
Klaus-Peter Kiser together tapped the 
barrel and officially opened Oktoberfest 
2015 at the Joint Force Training Centre. 
The event has already become a JFTC 
tradition.
 The German Oktoberfest has been 
an integral part of the JFTC since 2009. 

This year again everybody had a good time 
dancing, swinging and having Weißwurst, 
Leberkaes, pretzels, beer and a lot of other 
German delicacies.
 Well over 300 guests were happy to 
enjoy tasty morsels prepared by six German 
chefs who had arrived from Germany 
especially for this occasion. No wish and no 
stomach remained un(ful)filled. Besides the 
Bavarian specialties and the beer served, the 
“Heeresmusikkorps Neubrandenburg” and 
Krzysztof Polanski, the DJ really rocked the 

tent. Everybody was dancing, laughing and 
simply having a good time.
 Great atmosphere during the event 
again showed that the Oktoberfest was a 
great opportunity for the JFTC Staff to meet 
and celebrate comradeship together. We are 
now looking forward to the next Oktoberfest 
and another chance to present Bavarian 
culture and promote solidarity.
 Words of special thanks go to the 
JFTC Support Unit whose support to the 
event made it possible and successful.

Oktoberfest at Joint Force Training Centre
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 Generals, fellow soldiers, ladies and 
gentlemen!
 On the 3rd of October 2015 the 
Federal Republic of Germany commenced 
the 25th anniversary of German reunification 
marking the end of the post-war era. The 
division of Germany into four sectors and 
separation that resulted in founding two 
German states eventually substantiated the 
"cold-war epoch". 
 People of one nation were divided for 
forty years in two different political systems - this 
had shaped the German image. The Berlin Wall 
- the symbol of German division - not only had 
divided the Germans since August 1961 into two 
blocks but also Europe as a whole. It all started 
with the people of the German Democratic 
Republic and their will to reform the state and 
with the brave and peaceful revolutions in Poland 
and Hungary. Next was the temporary opening 
of the Hungarian border with Austria for the 
citizens of the German Democratic Republic on 
19 August and permanently on 11 September 
1989. With these steps the historical options for 
amendments within the European order had 
finally been created. 
 Now if we take a look back in history, the 
year 1989 was the most important year on the 
path to German unity. Many events especially 
ones in the East-European countries had leveled 
the path to signing the "4 Plus 2 Treaty" in 
Moscow on 12 September 1989 and to the 
voting on the Unification Treaty in both German 
parliaments on 20 September 1989. These two 
rounds of voting officially completed the act.
 In the margins of the CSCE-Foreign 
Secretary Conference in New York on 1 October 
1990 the four victorious powers announced their 
residual rights and responsibilities for Berlin and 
for Germany in general to be suspended.

 On 2 October 1990 on the occasion of 
the upcoming unification of the two German 
states US President George Bush addressed the 
Germans with the following message: 
"Today the German nation enters a new era, 
the era of "Unity and Justice and Freedom", as 
laid down in the national anthem. As we are 
looking forward into the future with great hope 
and confidence I would like to tell you on behalf 
of all Americans: May God bless the people of 
Germany."
These words of the president once again 
stressed the close and future-oriented friend- and 
partnership among both nations and the people.
 Stressing the supporting role of the four 
victorious powers it is also the supporting role 
of the people of Central and Eastern Europe 
and also their actions which must be highly 
appreciated.
 I would like to point out here that among 
other things it was the decision by the central 
committee of the Hungarian Socialist Labor 
Party (USAP) of 11 February 1989 to abandon 
the monopoly of power of the communist 
party and take a change towards a multiparty 
system. This was then followed by the "Iron 
Curtain" being removed by replacing the barbed 
wire fences with regular guards securing the 
Hungarian-Austrian border.
Without this step taken bravely by Hungary alone 
we would have missed one essential piece of the 
puzzle known as German unity.
 The love of freedom of the Polish people 
which came to an end by the late 1980s along 
with restructuring the Republic of Poland and 
the establishment of Solidarność headed by later 
President Lech Wałęsa as their figurehead as well 
as the strikes conducted all across the country 
emerging from the Gdańsk shipyard - all this 
sent a strong signal to the people of the German 

Democratic Republic. Without Poland forging 
its way from communist dictatorship to freedom 
followed by the domino effect in the Warsaw 
Pact the German reunification would presumably 
not have been possible at all or not at this point in 
time.
 The German-French friendship started 
by reconciliation and was sustained by Federal 
Chancellor Konrad Adenauer and President 
Charles de Gaulle was also an important aspect 
in this regard. Without the partnership grown 
between Germany and France and without 
the USA advocating the German reunification 
for political and historical reasons convincing 
Prime Minister Margaret Thatcher of a step such 
important for Europe would have been much 
more difficult.
The security situation in Europe and of its partners, 
be it in the Alliance or bilaterally, has significantly 
changed since 9/11, 2001. International terrorism 
has moved into the limelight of the world public. 
Political tensions on the outskirts of Europe and 
the problems with the refugees fleeing from 
Africa call for a united European Union with 
the USA as a strong ally at its side so as to 
be able to cope not only with these but also 
with future challenges. Unified Germany will 
continue fighting for freedom and democracy 
side by side with all friends and partners now 
and in the future.
Finally, I would like to once again express my 
gratitude to our European and transatlantic friends 
and partners who considerably contributed to 
paving the way for German unity. Our daily 
business here at the JFTC and in other NATO 
units is a visible sign of this strong partnership 
and also a guarantor for our common freedom 
- especially against the background of today's 
unsteady times also regarding the events in the 
Ukraine. 

German Reunification Day

Speech given by Colonel Klaus-Peter Kiser, 
German Senior National Representative
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 It has already become a tradition that 
every year in November the Joint Force 
Training Centre’s family celebrates the 
Polish Independence Day. The actual date 
of this national day falls on 11 November, 
however, the JFTC staff commemorated it on 
6 November. As it has been done for the last 
couple of years, a military ceremony and an 
official event were accompanied by the Polish 
Independence Day Run. 
 The official event was opened by 
Brigadier General Wojciech Grabowski, the 
JFTC Commander. He awarded winners of 
the Run, which had taken place earlier that 
morning, right after the military ceremony. 
The women’s rivalry winner was Captain 
Paulina Sandomierska, the second to cross 
the finish line was Warrant Officer Beata 
Szczepanska and Ms. Katarzyna Terebus 
finished the competition as the third. 
Amongst men, Captain Robert Żal turned 
out to be the best one. He was followed by 
Warrant Officer Radosław Pawłowski and 
Major David Blazquez. They all received 
medals and memory statuettes from the JFTC 
Commander.
 During the second part of the ceremony 
the NATO Bydgoszcz family had a chance to 
learn more about history of Poland. Colonel 
Wojciech Czerwiński, the Headquarters 
Support Division Head and at the same 
time Polish Senior National Representative, 
highlighted the most important moments for 
the country and its citizens and then invited 
all international guests to taste Polish cuisine 
during a small reception.

Polish Independence Day
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 On 11th November at the Starofarny 
Cemetery of Bydgoszcz, the French 
contingent from the JFTC and the 3rd 

NSB commemorated the anniversary of 
the armistice which ended the First World 
War and which also in France is the day 
of homage to all the killed in action, both 
civilian and military, that perished on the 
forgotten battlefields or more recently died 
fighting in the Middle East.
 Colonel Sevin, French SNR, chaired 
the ceremony which gathered about 40 
persons, military men, representatives of the 
city, students in charge of the maintenance 
of the graves and families. This year, and 
for the first time, it was honored with the 
presence of Polish and German military 
detachments.
 The day before, a French delegation 
went to Gdańsk to participate in the 
official ceremony organized by the French 
embassy at the French Military Cemetery 
where more than 1,100 French soldiers 
were buried.

French Contingent Commemorated 
11 November

Photo: H. Pietkiewicz
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 On Friday 13 November afternoon, 
the French military contingent welcomed 
all the NATO community for the 2015 
“Beaujolais nouveau” tasting event. It has 
already become a good tradition at the Joint 
Force Training Centre. 
 Among 130 militaries and civilians 
gathered in the dining facility to share a 
good moment, there were representatives of 
JFTC and also NATO Communication and 
Information Agency, Host Nation Support 
Unit, National Support Elements, 3rd NATO 
Signal Battalion, Bydgoszcz NATO Force 
Integration Unit, Military Police Centre 
of Excellence and Multinational Corps 
Northeast NE Szczecin. 
 After a brief lecture on the origins 
of this tradition in the welcome address 
given by Colonel Charles Sevin, the French 
National Senior Representative, the whole 
NATO community shared a good and 
friendly moment tasting the new wine, 
famous cheese and charcuterie from the 
Hexagon. In the background one could 
listen to French music and watch a movie 
presenting know-how related to production 
of Beaujolais.
 No doubt that all participants enjoyed 
this moment and are already looking 
forward to meeting again at the end of 
November 2015.

Beaujolais Nouveau est Arrivé 
at the JFTC
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 On 15 November 2015, on the 
occasion of this year's Remembrance 
Day, for the first time an ecumenical 
commemoration along with a wreath-laying 
ceremony was carried out at the catholic 
garrison church in Bydgoszcz .
 It was highly appreciated by 
Colonel Klaus-Peter Kiser, Senior national 
Representative at the Joint Force Training 
Centre (JFTC) and the entire German 
community that highly-esteemed guests, 
fellow-soldiers from various nations and 
sizable French and Polish detachments 
had followed the invitation to this 
commemoration ceremony. Besides the 
German Honorary Consul, PhD Jaroslaw 
Kuropatwiński, also catholic priest Zenon 
Surma and evangelic pastor Marek Laskot, 
as well as two bishops, His Excellency 
Jan Tyrawa and His Excellency Mirosław 
Wola participated. The City of Bydgoszcz 
was represented by the deputy mayor, Mr. 
Łukasz Niedźwiecki. Altogether the event 
gathered around 60 people.
 Still under the impression of the 
terrorist acts in Paris of 13 November 2015, 
all speakers expressed their sympathy for the 
French nation and stressed the meaning of 
peace and freedom for all the people in the 
world.

 In the course of the ceremony it 
became very evident that the public mourning 
day is a day of silently commemorating all 
victims of war and violence and at the same 
time it is a day of contemplating about how 
we react to war, violence and terror today. 
What is more, however, this day should 
also motivate us to contemplate about what 
we can actively do today to promote peace, 
freedom, justice and humanity locally and 
globally. The moment of contemplation 
and silent commemoration that German 
soldiers and the German community shared 
was supported and augmented by friends 
and fellow soldiers from various nations 
represented at the Joint Force Training 
Centre. 
 COL Klaus-Peter Kiser expressed his 
special gratitude to the Polish participants 
for the joint event and said: "…that it must 
never be allowed again that peoples inflict 
on others what nations of the world had to 
endure during National Socialism".
He continued that "…this darkest of all 
hours of our common history must be 
our obligation to take action and that the 
German-Polish relations today are at their 
best in the entire history." 
Consul Jaroslaw Kuropatwiński revisited 
this idea of reconciliation in his speech 

not only by summarizing the dark hours 
of German-Polish history in Bydgoszcz 
during the national-socialist tyranny using 
the example of "In Autum 1939" but also 
by pointing out that "we today can consider 
ourselves lucky to live in a different Europe 
and that the Polish and the German people 
are NATO allies now who also closely 
cooperate within the EU."
 In a very personal speech 
His Excellency Bishop Jan Tyrawa 
commemorated his mother who had 
been abducted by National Socialists and 
also stressed that apart from the military 
victims also and in particular the civilian 
population had suffered. His Excellency 
Bishop Mirosław Wola further invited all the 
nations of the world to commonly pray for 
these civilian victims as well.
 The subsequent reception served as 
an opportunity for sharing these thoughts 
during personal conversations and it was 
generally found that this commemorative 
ceremony had a very positive symbolic 
meaning and thus contributed to 
international understanding. All participants 
agreed that the Remembrance Day 2015 
should be treated as the event that started 
a new tradition celebrated every year in 
Bydgoszcz. 

Remembrance Day 2015
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 More than 250 representatives from 
6 schools and organizations visited the Joint 
Force Training Centre (JFTC) on 1 December. 
It was the second time when the JFTC invited 
local schools and student organizations to 
participate in the Open Day for Schools within 
its compound. This time the centre hosted 
two groups – children from primary schools 
and youth attending junior high schools, high 
schools and universities.
 The guests had a chance to meet with 
JFTC officers to talk about the centre, its 
history, current challenges and plans for the 
future. They also received in-depth information 
regarding the JFTC mission, structure, 
place within NATO as well as its activities 
– training events, exercises, experiments, 
The older group was additionally presented 
with simulation tools the Bydgoszcz NATO 
training centre uses during its training events 
to enhance NATO soldiers’ skills and abilities 
therefore to strengthen forces of the Alliance.
 Yet again, the success of the event was 
in great part due to the JFTC guests – pupils 
and students from Bydgoszcz Primary School 
No. 48, Primary School in Niemcz, Żołędowo 
Junior High School, High School No. 6 from 
Toruń as well as European Law Students’ 
Association Chapter in Toruń and Kazimierz 
Wielki University. Members of the younger 
group, with dozens of hands permanently 
raised up waiting for their tour to ask a 
question, were very interested in the officers’ 
everyday life and work in Bydgoszcz. The 
older students asked more precise questions 
on soldiers’ careers as well as the centre’s 
mission, putting it in a broader context of 
the current world’s situation. This showed 
a big interest of the Open Day for School’s 
participants in both military topics as well as 
nowadays global issues and laid a foundation 
for vivid discussions.
 Open Days for Schools are now 
becoming an integral part of the JFTC’s 
Program of Work. The centre is looking 
forward to hosting another group of students 
in late spring 2016.

The Second Open Day for Schools  
at the JFTC



Citadel Bonus 15 Exercise, Opening Ceremony


