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COURSES AND TRAINING
WIT-SICA TABLE TOP EXERCISE
The C-IED COE hosted a two day initial planning conference from 23-
24 January 2018 for the 2018 WIT-SICA Experiment. The planning 
participants included three members from the C-IED COE, along with 
a participant from the NATO Emerging Security Challenges Division, 
the NATO JCBRN Center of Excellence, and a member of the Slovak 
General Staff.  

The planning conference discussed a broad range of topics, but 
focused mainly on the WIT-SICA Experiment objectives, practical 
details, planning considerations, experiment design, initial scenario 
scripting, participants, the resources required, the experiment 
structure, experiment timeline, and the way-ahead.  At the 
conclusion of the planning, the group developed a draft document 
that describes the details in the previously mentioned topics.  The 
WIT-SICA Experiment planning is continuing throughout 2018, and 
will conclude with a final report immediately following Toxic Valley 
2018.     
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ANALYST NOTEBOOK COURSE; CIED COE
From March 12th to 16th and from March 19th to 23rd, the ANUC (Analyst's 
Notebook Users Course) course was carried out in the facilities of the C-IED 
COE. The ANUC is a course that allows knowing in detail and depth the tool 
to analyse deeper the information provided. 

Each course was attended by 15 students from the Spanish Administration 
and who were very satisfied with the training given. This course is of high 
interest not only for the depth contained but also for the quality of the 
teacher who teaches it.

JORD MULTI YEAR PROGRAM
During 29 Jan-1 Feb 2018 a Mobil Advisory Team (MAT) made up 
of C-IED COE personnel with the support of a representative from 
Irish Defense Forces, conducted the next event of the NATO C-IED 
Defense Capacity Building (DCB) project in support of the Jordanian 
(JOR) Security Forces. 

The MAT took part in several meetings and active discussions 
in Amman, Jordan. The main goals of this visit were to learn the 
current status of JOR National C-IED Policy, identify the JAF Lessons 
Learned of the past events, identify how the C-IED COE can support 
the JAF C-IED curriculum, and refine the COE POW 2018 regarding 
the project’s events.

The MAT was able to meet with representatives from the JOR Armed 
Forces (JAF) Royal Engineer Corps (REC), Public Security Directorate 
(PSD), and the National Center for Security and Crises Management 
(NCSCM). Ultimately, the main objectives of the MAT were achieved; 
however, the real outcome will be recognized by the end 2018.
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WIT 18.1 ROUMANIA
The first iteration of WIT VNCF 2018 took place between 19 February 
and 09 March in Râmnicu Valcsea, Romania. 

The course was hosted by Romanian Engineering, EOD and NBC 
Defence Training Centre/Romania, as part of the VNCF WIT Training 
2017-2018 Executing Agent Agreement. 

The course has duration of three weeks, with the first week focused 
on theoretical lectures covering overall IED exploitation subjects, 
including make-up and type of IEDs, forensics, photography, 
terrorist tactical design 
and the WIT process in 
latus sensus. Second and 
third week represent 
the practical phase of 
this course, through 
which the instructors 
help developing the skills 
needed for WIT operators.

Students pass through a complete incident battle rhythm, starting 
with receiving of the task, being deployed to incident site and 
conducting the scene investigation, producing WIT reports and 
finalizing next day with a briefing for the TF Commander. 

VNCF instrument has proven again being a very powerful tool to 
fulfill the NATO Operational requirements. The program allows 
nations to join in an international pool all the needed trainers (and 
related knowledge) filling the existing gaps in most nations without 
too much burden to each one.
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C-IED Annual Discipline Conference has been held in C-IED COE, 
MADRID 27–28 Feb 2018. Different presentations were made. 
Presentation ACT JFT: Global Programming as well as the new 
adaptation of the NATO Command Structure and the new BI-
SC Directive 75-10 about the “Mobile training Solutions” Policy; 
C-IED COE (DH): DAP 2016 Overview; SHAPE J3 (RA): Operational 
Requirements; presentations about current and future training 
opportunities and miscellaneous and finally the revision of the 
Training Requirement Analysis (TRA).
The Discipline Alignment Plan (DAP-18) will be the official report of 
the ADC’18.

From 5-9 April 2018 the C-IED Staff Officers Course (CSOC) was 
conducted in the C-IED COE in Madrid. This was the first of three 
iterations in 2018. The CSOC is becoming more and more known 
in the C-IED community of interest and it is well appreciated. One 
indicator for this is that 34 man and women applied for the course 
that has 24 seats.  

The course covers an understanding 
of IED threats within the operational 
environment and an understanding 
of operational headquarters 
capabilities, requirements and concepts for countering IED networks 
in theatres of operation. Basically the course teaches the students 
the basics to work in a tactical/operational level HQ and become the 
commanders C-IED subject matter expert.

This CSOC training audience had a good mix of students working in 
the field of engineer, EOD, maneuver, and intelligence. This resulted 

ANNUAL DISCIPLINE CONFERENCE; CIED COE

CSOC 18.1; CIED COE 
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BIFEC EGYPT 18.1; CIED COE
From 16 to 26 April 2018, the C-IED COE hosted the 2nd iteration of 
Basic IED Field Exploitation Course (BIFEC) for 15 Egyptian officers, 
within the C-IED COE premises in Hoyo de 
Manzanares. Being funded by the NATO 
Science for Peace and Security program, 
this course has been developed to meet 
the training and deployment requirements 
for approved NATO partners and non-
NATO country members of governmental and non-governmental 
organizations. The course objective was to provide an overview of 
the execution of C-IED field exploitation. 

Throughout 2 weeks, the C-IED COE instructors taught the students, 
the basis of how to conduct a field investigation of an IED event, how 
to gather and assess the information coming from such an event and 
how to prepare the reports, for 2 purposes: to assure the immediate 
intelligence to a task force and to feed the judicial procedure with 

in a course where students did not 
only learn from the briefings of the 
course, but also learned from each 
other. All together 26 students 
attended this event (23 participants 
and 3 observers).
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RECCE NGIC WRT ASIFC; CIED COE
The C-IED CoE hosted two personnel from the National Ground 
Intelligence Center (NGIC), USA, and two personnel from the 
Engineer Research and Development Center (ERDC), USA, from 16-
19 April 2018.  The meeting was conducted in order to facilitate 
initial planning and a range reconnaissance for the Attack Scene 
Investigation Forensic Course (ASIFC) to be held at the C-IED CoE 
from 10-14 December 2018.  

The group of participants had deep discussions on a range of 
subjects but they focused on four main topics. The group developed 
a draft class schedule, developed a list of required explosive and 
ammunition, conducted a walk-through of the range, and identified 
logistical requirements from the CoE and NGIC.  

proper collected evidences, in order to make possible to prosecution 
and conviction of the perpetrators.

Egypt is facing nowadays a real and high IED threat within national 
territory, mostly posed by the terrorist organizations linked to ISIS. 
By supporting Egyptian personnel to acknowledge the importance 
of organizing and conducting an efficient exploitation process, C-IED 
COE continues to contribute to the building of a strong and credible 
Egyptian C-IED capability.

WIT 18.2; Netherlands
The second iteration of WIT VNCF 2018 took place between 23rd 
April and 09th May in Soesterberg, Netherlands. The course was 
hosted by Dutch Armed Forces EOD Organization (NLD EODD), as part 
of the VNCF WIT Training 2017-2018 Executing Agent Agreement. 
The course has duration of three weeks. After the delivery of the 
theoretical foundations of the exploitation in the first week Second 
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JORD C-IED CIAC; AMMAN, JORDAN
The C-IED COE conducted a C-IED Awareness Course (CIAC) at the 
Jordanian (JOR) Armed Forces (JAF) Royal Engineer Corps (REC) HQ 
and training facility in Zarqa, Jordan, 
on 22-26 April 2018. The course 
was conducted under the umbrella 
of “Comprehensive Package for 
strengthening Jordanian C-IED 
defence capabilities” project funded 
by NATO ESCD SPS.
The course was organized, led and 

and third weeks were fully practical, allowing students to perform all 
the roles within a WIT team (Team leader, scribe, Photographer and 
collector). Students pass through a complete incident battle rhythm, 
starting with receiving of the task, being deployed to incident site 
and conducting the scene investigation, producing WIT reports and 
finalizing next day with a briefing for the TF Commander and his 
staff. 
VNCF instrument has proven again being a very powerful tool to 
fulfill the NATO Operational requirements. The program allows 
nations to join in an international pool all the needed trainers (and 
related knowledge) filling the existing gaps in most nations without 
too much burden to each one.
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run by a Mobile Training Team (MTT) consisted of three personnel 
from the C-IED COE. The MTT members were experienced Subject 
Matter Experts and were able to 
cover the comprehensive C-IED 
approach.
The CIAC training audiences were 
inter-agency officers from various 
JOR military, law enforcement, and 
security organizations, a mixture of 
senior officers, officers and NOCs. 

The attendees were well motivated 
and open minded for discussion and 
for sharing their opinion regarding 
the JOR national C-IED efforts.
The CIAC exposed the JOR attendees 
to the way NATO conducts C-IED 
operations and facilitated them 
working together. The instructors 
emphasized that IEDs are not only a 

military problem, that extensive intelligence can be collected from 
properly exploited IEDs, and the importance of developing a joint, 
interagency approach and mindset to the problem. The course was 
seen as a success by all those involved and will lead to closer future 
collaboration between JOR security organizations as well as between 
JOR and NATO.

ATNOC 18.1; CIED COE
According to the POW 2018 of the CIED COE, the 1st iteration of 
Attack the Network Operational Course was conducted in the period 
of 7-11 May 2018. The strength of the course is the balance between 
lectures, recap sessions, syndicate work and discussions, but also 
the comprehensive and well-developed Practical Exercise focused 
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From the 21st to the 25th of May, 2018, a new iteration of the Attack 
the Network Interagency Analysis and Exploitation Course (ATIX) was 
held at the C-IED COE facilities in Madrid, Spain.
During those five days, eleven lecturers and twenty attendees from 
different military and law enforcement organizations (as USAREUR, 
E U R O P O L , 
L o n d o n 
M et ro p o l i ta n 
Police, ESP 
Guardia Civil, 
ESP Cuerpo 
Nacional de Policia) discussed about how to operationalize the IED 
exploitation process, its products and analysis in order to support 
Attack the Networks activities by using both military and law 
enforcement techniques and procedures.
As a result of the fruitful discussion, some challenging aspects were 
identified as well as the need to focus on them, in order to improve 
the performance of the C-IED activities that our forces carry out in 
different Theatres of Operations.

ATIX 18.1; CIED COE

on the joint operational level. We received 25 students from CAN, 
CZE, ESP, FRA, GBR, NLD, NOR, SWE and TUR. The Course also had 
the great support from JIDO with one briefer and two mentors from 
USAEUR.
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The C-IED CoE hosted seven personnel for the SCI-298 Research 
Task Group.  The group discussed a broad list of topics, but focused 
mainly on scenario development in order to assign specific IED 
scenarios to specific identification and neutralization technologies 
for C-IED.  The group identified a total of six scenarios and eight 
scenario characteristics.  

The scenarios and characteristics will be used to as an overall 
approach to link technologies to events.  The group will complete 
scenario developments over the next couple of months, and during 
the 4th meeting each participant will conducted an overview of 
their respective topics.

From 4-8 April 2018 the C-IED Staff Officers Course (CSOC) 18.2 
was conducted in the C-IED COE in Madrid. The course teaches the 
students the basics to work in a tactical/operational level HQ and 
become the commanders C-IED subject matter expert.

This was the second of three iterations in 2018. In total seven 
colleagues from the C-IED COE attended the course and accomplished 
the requirement for a C-IED COE member to have completed the 
CSOC. 24 students completed the 
course successfully.

Compared to the usual training 
audience of the CSOC, the training 
audience this iteration had more 
NCOs and younger attendees than 

HOSTING SCI-298, IDENTIFICATION (ID) AND 
NEUTRALIZATION METHODS AND TECHNOLOGIES; CIED 
COE 

CSOC 18.2; CIED COE
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During the 18th until 21stnd of June 2018, the Analysis of Needs 
for trainings or "Training Need Analysis (TNA)" was carried out in 
the Centre of Excellence against Improvised Explosive Devices, 
in Hoyo de Manzanares (Madrid). The event was conducted with 
participation from all branches of the C-IED COE and external Subject 
Matter Experts (SME) from the USAREUR, NMIOTC, EOD COE and the 
Requirement Authority 
from SHAPE.

The purpose of this 
analysis was to analyze 
existing training 
requirements in detail 
the Department Head 
(DH) figured out with 
the Requirement 
Authority (RA) during the Annual Discipline Conference (ADC’18) 
held in C-IED COE in February, design possible solutions for these 
training requirements and plan the way ahead until a final solution 
is established.

Leading this event is one of the duties of the C-IED COE as a 
responsible Department Head to find solutions for gaps in the C-IED 
discipline related E&IT.

During this TNA, several conclusions were reached out regarding the 

TNA18-21 JUNE; CIED COE

normal with lower rank. Also two representatives from the Guardia 
Civil attended the course with less military experience. This made 
the learning curve for the ‘average’ student very high. Also it showed 
the necessity to implement a general briefing with the introduction 
of an operational HQ. This is planned for future courses.
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search for solutions of two of the latest training requirements of the 
NATO that emerged during the past ADC’18. It involves the creation 
of two possible courses ("WIT T3" and the "WIT Supplement in 
maritime environment").

During the first semester of 2018, two editions of the ANUC 
(Analyst’s Notebook Users Course) were conducted at the NATO 
C-IED CoE premises in January and in June, with the aim of providing 
to the students the assessment of a professional training for the 
data investigation and analysis solution “IBM i2 Analyst’s Notebook” 
software.

The course is addressed to all the Military, Law Enforcement 
members and civilians involved in and dealing with investigation, 
information and intelligence activities. 

The final selected students for both editions were from the NATO 
LANDCOM (Land Command. Izmir, Turkey), from the NATO JALLC 
(Joint Analysis and Lessons Learned Centre. Lisbon, Portugal), from 
the NATO C-IED CoE (Counter Improvised Explosive Devices Centre 
of Excellence), from the CAF JCET TF (Canadian Armed Forces 
Joint Counter Explosives Threat Task Force), from the Belgium 
Intelligence Battalion, 
from the Swedish Counter-
Intelligence Battalion, 
from the EDA (European 
Deference Agency), from 
the JDEAL (Joint Deployable 
Exploitation and Analysis 
Laboratory), from the 
Spanish Armed Forces 

ANUC; CIED COE
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C-IED COE has led the DOMEX Awareness Pilot Course in the “San 
Marcial” Spanish Division HQ, in Burgos, where is located a DOMEX 
Polygon with different scenarios for training those capabilities 
focused in the exploitation and analysis of physical and digital 
documents .
From June 4 to 8, 
2018, the C-IED 
COE organized in 
Burgos a course 
on techniques of 
research, collection, analysis, and initial processing and exploitation 
of information extracted from digital media, mobile and smart 
telephones and other physical documents, known as "DOMEX 
Discipline" (Documents, Media and Cellular telephone Exploitation)

This Course has been sponsored by NATO and the European 
Defense Agency (EDA), and the main purpose was to increase and 
homogenize the knowledge of military and police experts (Level 1 
Exploitation Enablers) in the collection, initial processing, analysis 

DOMEX AWARENESS PILOT COURSE

Intelligence Centre, from the 
Spanish National Intelligence 
Centre and from the Spanish 
Guardia Civil and Spanish 
National Police.

Due to the always yearly high 
demand of applicants and, 
in order to reach the largest 
possible number of students, the CoE is planning to call a 3rd edition 
next December 2018. 
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and exploitation of the evidences that brings 
together the DOMEX discipline, everything in a 
tactical environment using elementary tools and 
software, and ready to be integrated in the upper 
level (Level 2 – Laboratory).
Instructors and SME were made up from a 
multidisciplinary team consisting of members 
of the NATO School of Special Operation Forces 
(NSHQ), the NATO C-IED COE, Guardia Civil and the "San Marcial" 
Division Intelligence cell. In addition, a civilian company "on Retrieval” 
provided a special collaboration in all the technical aspects of the 
course, as a reference company in data recovering.
This course completes others taught in the NATO CoE C-IED as the 
"WIT Course" ("Weapons Intelligence Team" - Evidence Collection 
Teams).  It was one of the recommended background requirements 
for the 21 students from eight different countries of NATO and the 
EU, who in cooperation with the Mentors Team have stablished the 
foundation and basis for what the DOMEX Course will be in future 
editions.
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COURSES AND TRAINING
C-IED COE participation or supporting

From the 4th of February to the 1st of March, 2018, a Mobile Training 
Team (MTT) of seven members coming from the NATO Counter IED 
Centre of Excellence (C-IED CoE), Hungary, Ireland and Romania 
were deployed to the Kingdom Of 
Jordan under the umbrella of the 
project “Comprehensive Package 
for strengthening Jordanian C-IED 
defence capabilities” sponsored by 
NATO Science for Peace and Security 
Program (SPS). 

The MTT delivered for four weeks the second iteration of an 
Improvised Explosive Devices (IED) Basic Search and Clearance Course 

to a group of 20 Jordanian military 
personnel composed by Officers, 
Non-commissioned Officers (NCOs) 
and enlisted personnel with 
different backgrounds, with the 
purpose of introducing the training 
audience to NATO concepts related 
to the basic search and clearance 

of IEDs as a part of the fight against the IED threat.

During the course the attendees took theoretical and practical 
lessons that provided them with additional knowledge on the matter, 
thus improving their capability to fulfil their tasks in a demanding 

IED BASIC SEARCH AND CLEARANCE COURSE FOR JORDAN 
ARMED FORCES; JORDANIA
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environment according to the challenges and problems of different 
clearance situations. The course was also a good framework to 
exchange experiences between the MTT 
and the attendees and to get a better 
understanding of each other’s procedures 
and techniques. 

The MTT enjoyed cooperating with their 
Jordanian comrades during those four 
weeks and were impressed by their level 
of professionalism as well as their hospitality and friendship. 
This positive atmosphere facilitated the MTT’s job and as a direct 
consequence the results of the course were exceptional.
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Based on current cooperation between EOD CoE and C-IED CoE, 
we had been invited to support the EOD CoE’s activity. C-IED CoE 
contributed with a SME providing lectures for the EOD Staff Officer 
Course that takes place in Trencin/SVK on 12 - 21 Feb 2018 at EOD 
CoE’s facilities. The lectures were given on 13th of February focused 
on the “C-IED Concept and Doctrine” according to AJP 3.15(C) as a 
main topic. Along with this topic we present two additional lectures 
related to the course with title “EOD Role in C-IED” and “Impact of 
IEDs on NATO Operations”. 

LECTURES ON “C-IED CONCEPT AND DOCTRINE”, EOD COE

One member of the COE C-IED took part in the NMIOTC 14000 
Course Maritime Improvised Explosive Device Disposal (M-IEDD). 
This course let the attendee to increase the knowledge about M-IEDD 
operations on-board vessels and other maritime infrastructure 
in support of C-IED or other Maritime Operations. It was also an 
opportunity to improve the knowledge and coordination between 
COE C-IED and NMIOTIC in order to find a solution for the new 
Operational Training Requirements.

MIOTC COURSE 14000“MARITIME IMPROVISED EXPLOSIVE 
DEVICE DISPOSAL (M-IEDD)
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The Course Director of the C-IED COE CSOC course visited the GBR 
C-IED Capability Course in Shrivenham, UK. The designed Training 
Audience is “those employed in 
a C-IED role or involved in the 
development and contracting 
for individual C-IED solutions”, 
but were only two military 
attendees at the course. 
The majority of the course 
attendees existed of students of the Cranfield University study 
Forensics & Explosives. Also 6 UNMAS personnel and 2 Police 
Officers attended the course. For the University students this course 
is one of the modules to achieve their mastership.

The course can be more 
described as a C-IED awareness 
course. There is a small practical 
exercise (war game on platoon 
level) in this course as well as a 
live demo of explosives and static 

shows of conventional ammunitions, IEDs, vehicles and equipment. 
The course explains the NATO doctrine of C-IED and how it is 
implemented in the GBR Defense Forces. The UK Defense Academy 

CIED CAPABILITY COURSE; UK DEFENSE ACADEMY 
SHRIVINGHAM 
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Cyber Security is something that NATO must be aware nowadays. 
C-IED Center of Excellence systems are not out of the loop in this 
issue. 
COE CIS tasks are also focused to hardening system security. Thus, 
collaboration with the Spanish National Authority and some training 
has been held by its personnel recently. 

Nevertheless, the protection of Servers and Computers configuration 
are permanently highlighted by NATO authorities since cyber threat 
incidents are progressively increasing within the NATO boundaries.

Needless to say that knowledge in this matter for all COE CIS 
personnel must be updated regularly. Thus, two members of CIS 
team attended the NCIA Compusec I Course. This is a training that 
focuses in computer security.

This course, turned to be a well-organized training in which a group 
of tools and NCIRC step-by-step procedures were given to LAN 
system administrators to protect NATO LAN computers and servers. 

The disciplines learned in this course are among others, antivirus 
Server configuration, Data Lost Prevention System, Mail checking, 
Virtual system management or hardening security on Computers 
and servers. 
 

COMPUSEC-COURSE 

C-IED Capability course is a course that is suitable for personnel that 
not have C-IED as a primary task, but who should have C-IED in close 
consideration in their work (i.e. planners, current ops personnel). 
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C-IED CoE participated in the Initial Planning Conference (IPC) for 
Toxic Valley 2018.  The IPC was held from 6-7 February in Bratislava, 
Slovakia.  
A total of 10 nations participated in the IPC, and the group discussed 
a broad range of topics which covered an overview of Toxic Valley 
2017, along with a Lessons Learned presentation, the organization 
and responsibilities for TOVY18, and the WIT-SICA Experiment. 

The WIT-SICA Experiment planning will continue throughout 2018, 
and the next milestone for the experiment is going to be conducted 
at the TOVY18 MPC from 11-12 April 2018 in Bratislava, Slovakia.  
     
The WIT-SICA Experiment will be led by the NATO Counter Improvised 
Explosive Device 
Centre of Excellence 
(C-IED CoE), in close 
collaboration with 
the Joint CBRN 
Defense Centre of 
Excellence in Vyskov, 
Czech Republic, and 
the Slovak General 
Staff CBRN J-9. 

The experiment will be conducted from 17-21 September 2018 at 
the Zemianske Kostoľany Training and Testing Center in Slovakia, 
leveraging the infrastructure and capabilities provided by Exercise 
Toxic Valley 2018. 

EXERCISES
IPC TOXIC VALLEY 18; SLOVAKIA
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On 22th February was carried out the IPC meeting of interoperability 
level 1&2 trial. In this gathering we could establish the firsts step to 
perform these activities.

This trial consist in perform a three different scenarios of terrorists 
attacks in Spain. The scenarios are RCIED vehicle, Drone attack, and 
wet scenario where the different and international WIT teams collect 
evidences and start with custody chain. After that, every evidence 
have to arrive to level 2 facilities and start to develop technical 
reports  in order to obtain data of the authors. 

The purpose of this exercise is to highlight the different difficulties 
of coordination in these two levels. We need to know if different 
NATO countries could act and work together in order to develop an 
investigation, and besides we need to locate the different problems 
of transport and coordination, fixing it in order to carry out when 
NATO will require to do it in a real case in the future.

LEVEL 1 & 2 TECHNICAL EXPLOITATION INTEROPERABILITY 
TRIAL, IPC; C-IED COE

The exercise NORTHERN CHALLENGE is a Multi-National Bomb 
Disposal Exercise, which takes place at the Icelandic Coast Guard 
facility in Keflavik, Iceland. This year the exercise is scheduled in the 
period from the 16th of September 
to the 27th of September 2018. The 
purpose of Northern Challenge is to 
train response to real-life terrorist 
incidents involving improvised and 
military explosive devices, similar to 
those that have occurred in recent 

NORTHERN CHALLENGE 2018 IPC; ICELAND 
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missions. Harbor security and facility protection are factors that 
will be incorporated into this year´s edition of Northern Challenge. 
As the terrorist threat evolves 
and changes so, will the exercise 
try to foresee and challenge 
the participants in future IED 
problems around the globe.
The initial planning conference 
(IPC) was conducted from 12 to 
16 of March 2018. During the 
conference there have been discussed the organizational aspects 
needed for carrying out the exercise. The main planning conference 
will take place from 28 May to 1 June 2018.

The Harbor Exploration and Clearance (HEC) exercise CUTAWAY 
2018, scheduled and conducted by COMFRMARFOR/MW, it took 
place from the 3rd to the 13th April 2018 in French territorial waters 
and on land. 
The areas were located in Toulon approaches and military harbor, 
then in Port-Vendres approaches and civilian harbor.
The exercises focuses on improving command staff expertise on 
HEC procedures as well as on the training of a multinational MCM/

EOD expeditionary force in the 
field of HEC in a semi-permissive 
environment, in order to progress 
operational capability and 
interoperability.
It was created to explain and 
provide detailed instructions to 

CUTAWAY 2018 – HARBOUR EXPLORATION AND CLEARANCE 
(HEC) EXERCISE 
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C-IED CoE participated in the Mid Planning Conference (MPC) for 
Toxic Valley 2018.  The MPC was held from 11-12 April 2018 in 
Bratislava, Slovakia.  
A total of 8 nations participated in the MPC, and the group discussed 
a broad range of topics which included the final details of Toxic Valley 
2018, along with a SICA-WIT Scenario presentation, the organization 
and responsibilities for the SICA-WIT Experiment, and the funding 
allotments for each of the participating organizations and Nations. 

MPC “TOXIC VALLEY 2018”, BRATISLAVA, SLOVAK REPUBLIC

exercise participants and supporting commands. 
A CIED COE NCO, from the defeat the device Branch provided 
support in the Lessons learned process of the Exercise, during 9th 
to 11th march, acting as observer to overall planning and tactical 
phases and providing inputs when appropriate.

MAIN PLANNING CONFERENCE (MPC), EXERCISE 
NORTHERN CHALLENGE; ICELAND
The exercise NORTHERN CHALLENGE is a Multi-National Bomb 
Disposal Exercise at the top of Europe which takes place at the 
Icelandic Coast Guard facility in Keflavik. This year the exercise is 
scheduled to start at the 16th of September and continue to the 
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27th of September.
The purpose of Northern Challenge is to train response to real-
life terrorist incidents involving improvised and military explosive 
devices, similar to those that have occurred in recent NATO missions 
and of those to be expected in future missions. 

IEDs in a maritime environment have proven to be a serious threat 
in various mission areas. The exercise area offers the opportunity to 
exercise maritime IEDD as a supplement to land based IEDD. During 
the 2017 iteration they provided 315 land tasks and 100 maritime 
tasks.

The aim of the exercise is to provide a unique possibility of pre-
training mainly for IED teams serving, or being deployed, for 
international missions.
C-IED COE has supported this exercise in the past and will continue 
to support it for the 2018 iteration with subject matter expertise in 
various areas of the Counter IED domain.

During 29 Jan-1 Feb 2018 a Mobil Advisory Team (MAT) made up 
of C-IED COE personnel with the support of a representative from 
Irish Defense Forces, conducted the next event of the NATO C-IED 
Defense Capacity Building (DCB) project in support of the Jordanian 
(JOR) Security Forces. 

The MAT took part in several meetings and active discussions 
in Amman, Jordan. The main goals of this visit were to learn the 
current status of JOR National C-IED Policy, identify the JAF Lessons 
Learned of the past events, identify how the C-IED COE can support 

JORD C-IED DCB; AMMAN

EVENTS



Newsletter June 2018 Counter Improvised Explosive Devices Centre of Excellence

www.ciedcoe.org www.ciedcoe.org

28

TUR ARMY ENGINEERING SCHOOL VISIT, AND ACO FORCES 
STANDARDS VOLUME II DRAFTING WORKING GROUP
TUR ARMY Engineering School’s commander and his staffs were 
updated on 04 JUN 2018. The school commander was invited to 
C-IED CoE, and spoken on possible collaboration between TUR ARMY 
Engineering School and   C-IED CoE.

ACO Forces Standards (AFS) Volume II drafting working group took 
place from 04 to 13 JUN 2018 in Izmir, Turkey. The aim is this event 
to update AFS Volume II which, therefore, SMEs were invited to 
update their area’s requirements. 

The event was hosted by LANDCOM and was led by SHAPE. 19 SMEs 
from LANCOM and 11 SMEs out of LANDCOM has participated the 
event. 

SMEs were divided to groups according to their area of specialties 
(Protection, sustainment, logistic, CIMIC etc.). In these groups each 
SME defined/rewrote his/her areas requirements according to 
SHAPE’s guidance.  The C-IED COE SME rewrote C-IED requirements. 

the JAF C-IED curriculum, and refine the COE POW 2018 regarding 
the project’s events.

The MAT was able to meet with representatives from the JOR Armed 
Forces (JAF) Royal Engineer Corps (REC), Public Security Directorate 
(PSD), and the National Center for Security and Crises Management 
(NCSCM). Ultimately, the main objectives of the MAT were achieved; 
however, the real outcome will be recognized by the end 2018.
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The C-IED CoE participated in the Recce for the WIT – SICA Experiment 
at Zemianske Kostol’any, Slovakia from 12-14 June 2018. 

The Recce covered a brief discussion on the MEL/MIL scripting, a 
walkthrough of three training areas, a visit to the teams lodging and 
mess, the briefing rooms, and a stop at the lodging facility for the 
evaluators.  

Additionally, we held long discussions on the logistical requirements 
for the Experiment.  We focused mainly on transportation concerns, 
access rosters to the training area, and funding of the event.  The 
Experiment is currently on schedule and is projected to meet all of 
the Experiment objectives.

RECCE WIT-SICA; SVK

14TH MEETING OF TEAM OF EXPERTS ON ELECTRONIC 
COUNTER MEASURES FOR RADIO CONTROLLED 
IMPROVISED EXPLOSIVE DEVICES; NETHERLANDS
The 14th meeting of the Team of Experts on Electronic Counter 
Measures for Radio Controlled Improvised Explosive Devices (ToE 
on ECM for RCIEDs) was held in The Hague, The Netherlands, 29th-
31st May 2018.  

The ToE consists of electronic warfare 
subject matter experts from NATO nations 
and non-NATO nations. The ToE is working 
to improve the capabilities in the area 
of electronic countermeasures for Force 
Protection and EOD.

The intent of the group is to harmonize ECM efforts, develop 
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events to share information on national ECM systems, establish 
compatibility between those systems, and standardize testing 
procedures, lexicons, and reporting schemas across the alliance.
 
To accomplish its mission the ToE will share 
information and best practices; engage 
in standardization, interoperability and 
compatibility activities; harmonize material 
requirements; encourage the pursuit 
of multinational acquisition; encourage 
multinational trials on interoperability, 
compatibility and technical exploitation; provide NATO, in particular 
the doctrine community, with subject matter expertise in its area of 
responsibility and liaise and collaborate with the NATO science and 
technology community.

The ToE is divided in three Sub-groups:
Technical Working Group on Effectiveness and Compatibility. 
Technical Working Group on Antennas and Modeling and Simulation. 
Technical Working Group on Electronic Exploitation for RCIED. 

C-IED COE has completed last tests of a research project on 
“Theoretical and Experimental Research into IED-EFP” in La 
Marañosa Testing Center (Madrid-Spain) from 7th to 9th February 
2018. This project co-funded by NATO ESCD and C-IED COE started 
at the beginning of 2017 and will be closed at the end of March 
2018.Theoretical studies, analysis and research are provided by 
the C-IED COE and the Polytechnic University of Madrid staff. 
Project has considered an off-route side attack threat, using non-

LAST TEST SERIES IED EFP-PROJECT 

PROJECTS
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conventional weapons as EFPS that are cheap and easily available 
for those ones that want to attack NATO forces or homeland targets. 
Project has followed at some extent the patterns of terrorist bomb 
makers and has tried to know what the limits and constrains are 
faced on manufacturing this kind of IEDs. 

Innovation has been reached by characterizing several HME 
mixtures and by testing EFPs 
filled with HME. Moreover, a 
special Soft Recovery System 
designed ad-hoc for testing 
in La Marañosa has allowed 
recovering slug/projectiles 
formed by EFPs without any 
deformation. 

Home Made Explosives are being used in our homelands and 
they can be employed to fill EFPs and these could be shot against 
civilians/governmental/military targets, as vehicles or key points in 
critical infrastructures with significant effects. 

Using knowledge found could reduce the cost of future experimental 
trials and will enhance the capacity of the NATO to understand 
homemade explosives effects. Also, the mathematical model could 
provide scientific information validated through experimental 
data and trusted in the design of prototypes.  The goal of this 
research is to know the behavior of IEDs filled with HME and its 
target performances enabling a better understanding of those 
IEDs and how we can mitigate their dangerous effects. Reaching 
that goals C-IED COE has contribute for a better understanding of 
manufacturing EFP filled with HME and its handling, behavior and 
impact performances.
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MEETING BKA-CIED COE; RETIN
Based on common cooperation between Bundeskriminalamt (BKA) 
and C-IED CoE, the project “Explosive Vests – Project 2017” is 
finalizing with the Phase 2 series of tests. 

The German Bundeskriminalamt (BKA) as leader of this project 
was and is supported by the German Army Technical Center 91 
(Wehrtechnische Dienststelle für Waffen und Munition (WTD-91)). 

In order to coordinate and prepare the final tests that are programmed 
in April 2018, a coordination meeting 
took place at El Retin CASR range on 01 
of March 2018, with the participation 
of BKA, C-IED CoE, WTD-91, CASR 
Command, SPN Marines and SP NAVY 
EOD Unit. 

During the meeting there was a detailed discussion for the phase 2 
tests, actions needed, decided in details the program of work and 
technical aspects related to the test solved. 

BKA PROJECT PHASE 1+ “EXPLOSIVE VESTS – PROJECT 2017”
Based on common cooperation between Bundeskriminalamt (BKA) 
and C-IED CoE the project “Explosive Vests – Project 2017” is still 
ongoing with tests series number 1+. 

The German Bundeskriminalamt (BKA) as leader of this project 
was and is supported by the German Army Technical Center 91 
[Wehrtechnische Dienststelle für Waffen und Munition (WTD-91)]. 
With the additional participation of the Federal Police the project 
involves now all law enforcement stakeholders at the country level 
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in Germany. The objective is to collect data on the effects of blasts 
and fragmentation from suicide borne improvised explosive devices 
(SBIEDs).  

The first data collection was conducted at the WTD-91 outdoor 
testing rage in Meppen, Germany on 22-27 June 2017. The second 
data collection was conducted at the German Federal Institute for 
Materials Research and Testing (Bundesanstalt für Materialforschung 
und -prüfung (BAM) testing range in Zossen, Germany on 11-12 
October 2017 and on 12 – 16 March 2018. 

There is also scheduled a test series in Mappen, Germany on 14 
- 18 May 2018. The final data collection will take place in Spain in 
autumn 2018 with indoor test series. 

The final report along with medical assessment will be available to 
the BKA and the C-IED CoE and shareable with NATO nations and law 
enforcement organizations.
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NATO MILENG 2nd ADC; MILENGCOE, INGOLSTADT, 
GERMANY
During the 29th January, the MILENG Annual Discipline Conference 
(ADC) meeting took place in the MILENG COE in Ingolstadt. This 
meeting consisted in assess the adequacy of the E&T Program, 
the current individual and 
collective solutions used 
to satisfy up-to-date NATO 
operational requirements in 
MILENG discipline.

During the event, there 
were no new Operational 
Requirements in the MILENG Discipline, but the TRA (Training 
Requirement Analysis) was revised and updated with the support of 
all the stakeholders’ representatives.

CONFERENCES, SEMINARS AND 
WORKING GROUPS

15TH MEETING MILENG WG; MILENG COE
The 15th meeting of the Military Engineering Working Group 
(MILENG WG) took place in Ingolstad (Germany) hosted by the 
MILENG COE, to enhance Military Engineering capabilities within 
NATO.

The C-IED COE representative participated in the Doctrine and 
Planning Panel (DDP), and in the conference related to C-IED in the 
Support to Force Protection Panel. 

Several panels were organized covering ‘Doctrine and Planning” 
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(DPP), “Infrastructure management” (IMP), “Support to Force 
Protection” (SFPP), “Material’s“ (MP),   “Information Exchange 
Requirements” (IERP) and “Terminology” (TP).

The C-IED COE representative participated in the Doctrine and 
Planning Panel (DDP) where the revision of AJP-3.12 and ATP-3.12.1 
played the most important role and defining next steps to update 
and review these publications. Subjects addressed in the MILENG 
WG were interesting from a pure Military Engineering point of view; 
C-IED was slightly considered, just to provide info about the C-IED 
WG in Mallorca. 

During the Support to Force Protection Panel, a C-IED update was 
provided, recommending participants to collaborate in the revision 
of the STANAG 2637 Multi-Domain Attack the Networks (AtN) where 
the C-IED COE is custodian.

COE CIS AND SECURITY SPECIALISTS MEETING; NATO 
SP COE IN VICENZA, ITALY
The first annual meeting for NATO COE CIS Specialist & Security Officers 
took place in the Italian city of Vicenza from last 30th January to 1st 
February.

Nineteen COEs participated 
in the two-day meeting 
were many aspects about 
NATO Security policies and 
Cyber Defence, among 
others, were treated to get 
a common understanding 
between HQ SACT and 
COEs. Two C-IED COE members attended to this meeting.
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On the 6th and 7th of February a writing session of the NATO biometrics 
programme coordination group to which all the allied nations were 
summoned, took place at the NATO HQ in Brussels to provide their 
contributions in the global development of a framework policy on the 
use and exchange of biometric data outside the context of operations. 
Therefore not only experts, but also legal advisors were convened to 
discuss the subject.

The main objective of the meeting was to study and rewrite the draft 
of Annex C "Biometric Data Sharing" to AlntP-15 (Countering Threat 
Anonymity: Biometrics in support of NATO Operations and Intelligence). 

The meeting was chaired by Mr Robert Weaver, Deputy Assistant 
Secretary General for Counter-Terrorism of the Emerging challenges 
Division. The most controversial aspect was the use of Biometrics 
beyond Operations.

The C-IED COE participated in the C-IED Capability Codes and Statements 
(CC/CS) review meeting held at Allied Command Transformation Staff 
Element Europe (ACT SEE) in Mons, Belgium on 20 February 2018. ACT 
SEE has the lead on the Defence Planning Staff Team for the Capability 
Requirements Review 2020 (CRR20), which supports the NATO Defence 
Planning Process 2021 (NDPP21). 

The C-IED CC/CS meeting was attended by multiple stakeholders from 
different entities. The meeting was chaired by a staff officer of ACT SEE 
and was to finalize the CIED CC&CS.

WRITING SESSION OF THE NATO BIOMETRICS PROGRAMME 
COORDINATION GROUP

C-IED CC/CS MEETING; MONS, BELGIUM
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The TSC 2018 forum brought together E&T specialists from the NATO 
NCS/NFS HQ, NATO and National E&T Institutions and Partner Nations 
to brief and discuss the latest developments across the whole spectrum 
of NATO Education, Training, Exercises and Evaluation (ETEE). 

The main conference objective was to enhance co-ordination of NATO 
E&IT with national programmes IOT achieve full synchronization of the 
ITEP. IOT to achieve that they included to separate conferences into the 
TSC’18 with the NATO Training and Exercise Conference 2018 (NTEC 18) 
and the NATO Individual Training and Education Conference (NITEC) & 
Department Head (DH) Forum 2018.

One of the important, if 
not the most important, 
topic addressed during 
the NTEC was the fact that 
SHAPE and ACO is pro-
actively searching for, and 
encouraging nations to 
share their exercises and 
training plans with the rest of NATO in order to seek mutual benefits 
and help in bridging gaps that nations presents. That was stimulated by 
splitting the audience in to several syndicates seeking to identify where 
NATO and Nations can mutually support each other's training programs.

NITEC includes briefs to nations and DHs on delivery of the ITEP. An item 
was a status briefing of the current NATO catalogue for E&IT that include 
details on the NATO Training Management System (electronic Individual 
Training and Education Programme (e-ITEP) and the Education and 
Training Opportunities Catalogue [ETOC]) with all the planned updates 
for the latest version 4.0. The new e-ITEP (developed by RAYTHEON) 

TRAINING SYNCHRO CONFERENCE; BUDAPEST, HUNGARY
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is going to be a tool in the future, that gives DHs and ETFs a chance 
to spread, exchange and manage information in the training area (and 
in the relevant disciplines). New/next e-ITEP will implement a tool for 
automatic analysis of DAPs with key words in support of DH-tasks.

At least they try to achieve the objective of enhancing coordination 
of NATO E&IT with existing and emerging disciplines to achieve more 
efficient and effective NATO offerings.

NATO TECHNICAL EXPLOITATION COI MEETING AND WS; 
SOESTERBERG, NETHERLANDS
Between 27th February and 1st March 2018, a representative from 
of the C-IED Center of Excellence took part in the NATO Technical 
Exploitation Community of Interest Meeting, which held in the 
Sergeant Major Scheick Barracks, Soesterberg, The Netherlands. 

The aim of the meeting is to support NATO (and other organizations 
in a second priority) in the provision of expertise to the development 
of Technical Exploitation related initiatives.

The role of the C-IED CoE in that meeting is relevant in order to 
maintain itself as a stakeholder in Technical Exploitation, along with 
coordinate the collaboration of both Technical Exploitation & C-IED 
communities, to avoid the overlapping of activities, and to provide 
excellence in Technical Exploitation expertise.

WS 1 EOD UNMUM SPECIFIC TRAINING MODULES; KILDARE, 
IRELAND
In September 2017, Explosives Ordnance Disposal United Nations 
Military Unit Manual (EOD UNMUM) was signed by Department 
of Peacekeeping Operations-Department of Field Support Under 
Secretary General (DPKO-DFS USGs), in nine month turnaround 
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from commencement to delivery as part of UN development of IED 
Survivability Capability Development project related doctrine. The 
Office of Military Affairs (OMA) was centrally involved with United 
Nations Mine Action Service Hard Quarter (UNMAS HQ) by leading 
the development of this Working Group (WG). Two Work Shops (WS) 
were required: November 2016, chaired in Ireland and February 
2017 in Canada.

This project which was 
part of the wider UN IED 
Survivability Capability 
Development Working 
Group, including the 
development of the 
IED Threat Mitigation 
(TM) Military and Police 
Handbook, signed by USGs DPKO/DFS in December 2017 and the 
IEDD Standards, led by UNMAS with OMA in coordination and overall 
leadership to make the three products coherent and aligned.

As a follow on from this EOD Manual, UN Member States (MS) 
expressed their desire for the UN to formalize programs of 
instruction (training courses) which can be used bilaterally by MS to 
build capacity in IED TM. 

It was proposed by MS that the UN build on this initiative to elaborate 
a series of courses in line with recently developed IED TM doctrine. 
The objective is to have a repository of “UN Approved” courses 
which MS can use when training bilaterally needed. The courses will 
be based to a large extent on existing training currently undertaken 
by UNMAS in Mali and in Somalia. 
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Training is mandatory for the Integrated Training Service in the 
DPET/DPKO. To this end, Integrated Training Centre / Department 
Peacekeeping Training (ITS/DPET), requested OMA leadership 
to count on the IED Survivability project manager, and his IED 
Survivability Team, to continue developing the training related 
materials.

DAT POW SECURITY AND COUNTER TERROR EXPO; LONDON
The C-IED COE attended the yearly DAT PoW Workshop to present the 
projects being developed during the year 2018: the COE introduced 
the WIT Training and the Fictitious 
Training Threat Network, which are in 
development by the C-IED COE. The 
Workshop was held in the framework 
of the Security & Counter Terror Expo 
(SCTX) in London.

ANTIDRONE TECHNOLOGICAL SEMINAR; MADRID 
Two C-IED COE members attended the C-UAV Technological Seminar 
organized by the Spanish Ministry of Interior (Technological Centre 
for Security - Madrid) and the SP Association for Promotion of 
Strategic Technologies and Industries (APTIE) and held on 15th 
March 2018.

More than 160 attendees from the Spanish Ministry of Interior, 
Ministry of Defense, Civil Guard, National 
Police, Academia and Industry could 
listen several specialized briefings and 
discussions on Unmanned Aerial Vehicles 
(UAVs) threat with a comprehensive 
approach but focused in technological 
issues mainly as state of art, legislation, 
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protection of critical infrastructures (PCIs), research and C-UAV 
solutions.

Session was split into three blocks
A) State of the art of the C-UAV technology (briefings form Academia 
& Industry), Governmental Research initiatives (SP MoI C-UAV C2 
solution & SP MoD-CONDOR project). 
B) Overview of the UAVs threat (National Centre for Protection of 
Critical Infrastructures, MoD, Industry)
C) Solutions and C-UAVs systems provided and implemented in 
Industry (HORUS X and others) and in the SP Armed Forces (AUDS) 
and DRONE Defender as a portable solution.

Briefers presented new technologies applied on C-UAV (Surveillance 
radar 3,5-10 km in Ku band, low cross sections radar 0,01 m2, 
modular solutions, multiband with  programmed, safety inhibitions 
(public events), new tracking technologies,  thresholds of acoustic 
detectability and others).

Seminar showed clear needs for a deep understanding of this 
cutting-edge threat and for a better coordination in implementing 
C-UAV solutions (portable, mounted, fixed or modular and scalable). 
Costs are also a pressing issue because very cheap UAVs could be 
needed a great investment in a C-UAV system.

To overcome a new and increasing threat as UAVs it could be used 
(individualized or swarming attacks) against a huge number of 
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potential targets, civilian and military too there a need for a strong 
investment in innovative R&D solutions, ample and adapted to risks 
raised. Also urban environment adds constraints for using C-UAV 
systems. Much more effort is required in C-UAV.

2ND WRITING SESSION FOR MULTI-DOMAIN ATN STANAG; 
WASHINGTON, USA
After the celebration of the 18th C-IED WG meeting last December 
2017, it was agreed to celebrate a 2nd Writing Session to refine the 
Multi-Domain Attack the Networks (AtN) STANAG draft that was 
agreed during the 1st writing session hosted by the C-IED COE in 
June 2017. 

According to the Standardization Task received by the C-IED COE, 
the standard have to facilitate understanding and interoperability 
requirements to conduct C-IED activities in the land, maritime, cyber, 
information and air/space domains. The standard will facilitate the 
common understanding, the accurate analysis and fighting against 
threat networks among NATO nations. The standard will also support 
operations in and out theatre and will impact training requirements 
for elements involved in the intelligence cycle and AtN activities.

Twelve experts in Attacking the Networks of NATO nations and 
specific organizations, as well as personnel from the C-IED COE were 
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working in the Writing Session that took place at the JIDO premises 
on 20-23 March 2018.

The aim of the abovementioned Writing Session was to advance in 
the development of the Multi-Domain Attack the Networks STANAG, 
with a view to produce a Draft in time for the 19th C-IED WG meeting 
in Bosnia-Herzegovina 21-25 May 2018.

C-IED COE attended the first day of the JINT WG in March 2018 to 
introduce the Multi-domain AtN STANAG draft that was developed 
by the team of experts during the 1st Writing Session, the Working 
Group was divided into plenary meeting with several speakers in the 
morning and discussion groups for several topics in the afternoon. 
The presentation done by the C-IED COE was focused on the AtN 
STANAG and the collaboration between the INTEL and the C-IED 
communities to develop a useful product for both communities.

JOINT INTELLIGENCE WG; NORFOLK, USA

EDA PT; BELGRADE, SERBIA
The 24th EDA PT-C-IED meeting welcomed by the Chief of General 
Staff of the Serbian Forces and was hosted by Serbian Forces in 
the Topcider Barracks in Belgrade, 19-20 March. For the first time 
Colonel Giner (SWE) chaired this meeting. 

During this 1, 5 day meeting the nations were updated with regards 
to the following key topics such as exercise Bison Counter 2020/21, 
Military Search Cat B project at EDA, Category B projects JDEAL Phase 
II and future European Centre for Manual Neutralization (ECMAN) 
and the Work Programme 2019/20. 

Director of the CIED COE took the opportunity to update the Nations 
with regards to the COE’s POW 2018 activities relevant to EU-nations/ 
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NATO LESSONS LEARNED CONFERENCE 2018, OEIRAS, 
PORTUGAL 
The Bi-SC NATO Lessons Learned Conference 2018, hosted by the 
Joint Analysis and Lessons Learned Centre (JALLC), has been held 
from 20 to 22 March 2018 at the Lagoas Park Hotel, Oeiras, Portugal. 

The aim of this year's conference was to discuss and recommend 
ways and means to potentially improve the Alliance's interoperability 
of Lessons and to assess the impact that the NATO Lessons Learned 
Optimization Action Plan (NLLOAP) has had on the NATO Lesson 
Learned (LL) capability. Accordingly, the conference has covered 
two themes: "Interoperability and Information Exchange of Lessons 
within NATO and with Partners, including lOs, GOs, and NGOs; and 
NATO Lessons Learned Optimization Action Plan assessment and 
adaption. 

This year's conference has followed a different format from previous 
years. The conference themes have been addressed through work 
in three syndicates; each of the Interoperability themes (Procedural, 
Technical and the Human) with a fourth syndicate dedicated to the 
NATO Lessons Learned Optimization Action Plan (NLLOAP). 
The Information Sharing was a topic that cuts across all three 
domains, underpinning the need within NATO to share knowledge 
and experience in order to be more interoperable. In this light, 
conference participants had been asked to consider how NATO' LL 
capability could be improved across all three domains.

EDA. Updates reflected: CIED Interagency Unclassified Situational 
Awareness Tool (CIUSAT phase 2), Fictitious Training Threat Network 
(FTTN) , Technical Exploitation level 1&2 (&3) Interoperability Trial, 
WIT-SICA-experiment during Toxic Valley, Outcome of the Annual 
Discipline Conference 2018: New Operational Requirements and the 
Pilot DOMEX-course.
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The NATO Land Engineering Conference took place between 
21 to 22 March in Izmir, Turkey. The conference was hosted by 
LANDCOM. During conference 
16 MILENG community members 
gave presentations and Wet 
Gap crossing and Freedom of 
Movement were the main subjects 
in these presentations.  In addition 
them deployable infra structures 
were also discussed. The points will be disgusted during 16th 
MILENG Working Group. LANDCOM representative did omit his 
C-IED presentation because of time restriction.

5TH NATO LAND ENGINEERING CONFERENCE; HQ LANDCOM, 
IZMIR, TURKEY

LECTURE CIED CONCEPT AND DOCTRINE (AJP 3.15) 
EODCOE; TRENCHIN, SLOVAKIA
Based on current cooperation between EOD CoE and C-IED CoE, 
we had been invited to support the EOD CoE’s activity. C-IED CoE 
contributed with a SME providing lectures for the EOD Staff Officer 
Course that takes place in Trencin/SVK on 12 - 21 Feb 2018 at EOD 
CoE’s facilities. The lectures were given on 13th of February focused 
on the “C-IED Concept and Doctrine” according to AJP 3.15(C) as a 
main topic. Along with this topic we present two additional lectures 
related to the course with title “EOD Role in C-IED” and “Impact of 
IEDs on NATO Operations”. 

Due to its research and expertise in the whole spectrum of the 
improvised threat along with the fight against it, the C-IED Centre 
of Excellence was gently invited by NATO AIRCOM Headquarters 

ANNUAL ALLIED AIR SENIOR OFFICERS’ FORCE PROTECTION 
SEMINAR; AIRCOM HQ, RAMSTEIN AB, GERMANY
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DEVELOPMENT OF EOD UNMUM SPECIFIC TRAINING 
MATERIALS (STM)
In September 2017, the EOD UNMUM was signed by DPKO-DFS USGs 
in a nine month turnaround from commencement to delivery as 
part of UN development of IED Survivability Capability Development 
project doctrine. 

OMA was centrally involved with UNMAS HQ and UNMAS Somalia 
support by leading the development of this WG. Two WS were 
required: November 2016, chaired in Ireland and February 2017, in 
Canada.

This project which was 
part of the wider UN IED 
Survivability Capability 
Development Working 
Group, including the 
development of the 
IED Threat Mitigation (TM) Military and Police Handbook, signed by 
USGs DPKO/DFS by December 2017 and the IEDD Standards, sent 
last week for USGs approval and signature. 

OMA is in leadership of the whole UN IED Survivability project and in 
coordination to ensure the three products are coherent and aligned 
with the rest of the UN doctrine on IED Threat Mitigation.

to provide briefings regarding the threat from Unmanned Aircraft 
Systems and the measures to counter the referred threat during the 
Annual Air Senior Officers’ Force Protection Seminar, which took 
place at the Ramstein Air Base from 11th to 12th April 2018.
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2ND AINTP-10 WS WRITING TEAM; NSO GERMANY
Between 7th and 11th May 2018, a representative from of the C-IED 
Center of Excellence took part in the 2nd AIntP-10 Writing Team 
Workshop, which held in NATO School, sited in Oberammergau, 
Germany. 
The aim of this meeting was to contribute to the final writing of 
AIntP-10 (B) “Technical Exploitation” Study Draft 1 in benefit of the 
USA custodian. 

The role of the C-IED CoE in this meeting has been relevant and 
contributed to maintain itself as a stakeholder in Technical 
Exploitation, keeping in mind the importance of Technical 
Exploitation as an enabler for the ATN pillar of the C-IED system; 
furthermore, this collaboration with the Intel community serve to 
avoid the overlapping of activities, and to provide excellence in 
Technical Exploitation expertise.

The CIED COE has participated to the COE NATO LL workshop that has 
been hold in Rome, 23-24 May, inside the premises of the Modelling & 
Simulation COE and the NATO Defense College. This event was a part 
of the “NATO Lessons Learned Spring Week 2018” leaded by HQ SACT 
and SHAPE. 

Lessons Learned representatives from the NATO Command Structure 
LLWG (NCS), COEs and NATO Force Structure (NFS) were invited to 
attend. The main purposes were to provide to all COEs a fully updated 
on the current improvements and achievement after the NATO LL 
Optimization Action Plan (NLLOAP) initial implementation and to 
identify the improvements in COEs contribution to SACT’s aims in LL 
including joint Analysis.

COE-NATO LESSONS LEARNED; ROME, ITALY
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MEETING OF NATO STO RESEARCH TASK GROUP (RTG) SET-
238; UK
The NATO SET-238 “Side-Attack Threat Detection Strategies, 
Technologies and Techniques” Research Task Group (RTG) has held 
its 5th meeting on 23-24 May in the Defence Science and Technology 
Laboratory (DSTL) facilities sited in Sevenoaks-Kent,  London (UK). 

NATO SET-238 RTG objectives are to broadly identify current capability 
gaps in detection technologies and identify promising technologies 
that address detection of side-attack 
weapons in the context of route 
clearance operations. 

During meeting, the Research Task 
Group has discussed threat definition 
and common reference targets’ (8 
different EFPs surrogates), scenarios 
and concealment has been agreed. 
Nations (GER, NLD, SWE, CAN, GBR, 
USA, AUS –not attended-) presented 
the results obtained through tests that 
apply specific detection technologies 
against Side-Attack Threat using standardized configuration. C-IED COE 
presented the recently completed Research project on EFPs using HME 
displaying its aims, phases, main milestones and final results and also 
made an update on EFPs threat around the world.

Promising technologies on assessment are Laser Radar Scanner, 3D 
cameras, Polari-metric MWIR cameras, LIDAR -light detection and 
ranging- radar, Non-Linear Junction Detection, RF signatures, High 
Bandwidth Acoustic Detection and Imaging System and others. Nations 
are carrying out tests using same configurations (EFPs targets with 
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INDIVIDUAL TRAINING & EDUCATION PROGRAMME 
PLANNING BOARD (IPB I)
One member of the COE C-IED took part in the Individual Training 
& Education Programme Planning Board (IPB I). This meeting took 
place in the Stabilization Policing Centre of Excellence (SP COE) in 
Vicenza 29-30 May and it is 
included in the sequence of 
events to programme future 
NATO ETEE activities including 
schedules, required support 
and coordination, in order 
to meet the requirements 

same scenarios in order to understand how cutting-edge detection 
technologies work and performance on detection in Side-Attack 
Threats. In some cases, tests are part of certain national or multinational 
programs.

However, much more work is needed and more tests must be done 
to obtain an acceptable collection of IED data. The climate and light 
conditions, the hiding place, the characteristics of EFP, the location, the 
distances of detection of distance, the angle of shot and the capacity 
to obtain high resolution and discrimination are fundamental factors to 
increase the effectiveness in the detection. In this sense an extension 
of RTG activities until April 2020 has been approved by the NATO SET 
Panel.

Finally, a homogenous and standardized data collection will be populated 
by nations and present promising technologies, scenarios, EFP targets 
and performances in detecting side-attack threats. Moreover, IED data 
collection will help future equipment developments or will help to focus 
deeper research in some technologies.
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SEMINAR ON PROTECTION OF INFRASTRUCTURES 
AGAINST EXPLOSIONS; LISBON, PORTUGAL
On May 23rd 2018 C-IED COE participated in the event with a briefer 
in a Seminar on Protection of infrastructure against explosions 
hosted by the Portuguese Order of Engineers. The main focus of the 
Seminar was the protection of critical infrastructure. 

This event aimed to bring under discussion an area of knowledge still 
little explored in Portugal and to promote in some way the creation of 
a community of interests in this subject that is increasingly relevant, 
both from the point of view of security against terrorist threats and 
the need to mitigate the effects of accidental explosions, especially 
in the economic activities related to the chemical and oil industry.

UNVEX SECURITY & DEFENSE CONFERENCE
C-IED CoE supported the EUROPEAN SUMMIT ON UNMANNED SYSTEMS 
FOR SECURITY AND DEFENSE with one specific briefing related to the 
use of UAS, 30 May. 

The briefing “Unmanned Aircraft Systems (UAS) use by non-state actors 
& counter UAS measures” was presented to the audience at the panel 
C-UAS and protection which was moderated by ESP Brigadier General 
Jose Herrera, Chief of the Concept Development Joint Centre (ESP).

More than 50 attendees from the Ministry of Defense, Guardia Civil 

expressed in the SAGE.

In this IPB I not only was reviewed the main outputs of the IPB II 2017 
and new topics, but also is one of the main opportunities for ACT and 
all the main stakeholders in Global Programming for overviewing the 
main topics regarding the Production Planning Process (PPP).
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NATO STO SCI-286 - 6TH TG MEETING AT FFI; KJELLER, 
NORWAY
On the 5-7 June 2018 at the Norwegian Defence Research Establishment 
Forsvarets forskningsinstitutt (FFI) facility Kjeller, Norway was held the 
6th meeting of the SCI-286 task group, titled “Technology Roadmaps 
towards Stand-off Detection in Future Route Clearance”.  

The objective of this three-year Task Group is to create a roadmap of 
stand-off IED detection capabilities for future mounted route clearance 
operations, suitable for all relevant environments and evolving threats.

The 6th meeting included 16 attendees from: AUS, C-IED CoE, CZE, 
GBR, FRA, ITA, NLD, NOR, SWE and USA.  This Task Group split into three 
sub-groups tasked with creating their own draft future technology 
roadmaps.  Due to almost infinite types, emplacements and methods 
of concealment, there is no single solution for detection. 

Some promising sensor technologies are not mature enough to operate 
with reasonable confidence levels and the systems integration it’s a 
very challenging endeavor that will take several years. 

The overall outcome was the refinement of the development of the 
roadmap, in which the three approaches will be combined to create a 
unified 5, 10, and 20-year roadmap of future IED stand-off detection 
technologies and implementations.

, National Police (Cuerpo Nacional de Policía (CNP), Academia and 
Industry and participants from abroad like the Royal Thailand delegation 
could listen to specialized briefings and discussions on Unmanned Aerial 
Systems, their potential threat and possible C-UAS solutions during this 
panel.
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16TH MILENG WORKING GROUP; MILENG COE 
The 16th meeting of the Military Engineering Working Group (MILENG 
WG) organized by the MILENG COE and brilliantly hosted by the Royal 
School of Military Engineering in Chatham (United Kingdom) from 18th 
to 22nd of June 2018.

116 representatives from different organizations and nations tried 
to enhance Military Engineering capabilities within NATO through 
several panels which cover the following areas of interest: “Doctrine 
and Planning” (DPP), “Infrastructure Management” (IMP), “Support 
to Force Protection” (SFPP), “Material” (MP),  “Information Exchange 
Requirements” (IERP) and “Terminology” (TP). 

One of the main tasks was to update the stage of revisions regarding the 
NATO Publications related to the different panels and other projects, and 
the development of the MILENG Doctrine Architecture and Action Plan 
to encourage custodians of the publications to review some STANAGs, 
and to create a writing plan to present drafts and/or work plans during 
the 17th MILENG WG.

Regarding the Doctrine and Planning Panel (DDP) and Plenary Sessions, 
where The C-IED COE representative was participating, it is possible 
to remark the ratification and promulgation of the AJP 3.12 (Military 
Engineering) Edition “C” version 1 late summer 2018.

The MILENG Defence Planning Advisory Group (DPAG) was focused on 
MILENG CC&CS review and in the development for the next cycle of 
NDPP activities (2019-2023).     
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PRODUCTS AND REPORTS 
January 2018 Monthly Incidents Summary report

February 2018 Monthly Incidents Summary report

March 2018 Monthly Incidents Summary report

April 2018 Monthly Incidents Summary report

May 2018 Monthly Incidents Summary report

June 2018 Monthly Incidents Summary report

Periodical Open Sources C-IED Summaries covering every day from 
January-June 2018

Quick Look Report – UAS attack against Russian Air Base in Syria January 
2018

Articles in Counter-IED Report magazine:

 (Winter 2017/18 edition)
o "Military UAS with IED flavor: Could we call them ‘suicide drones’?" 
o "CBRN Approach to Technical Exploitation; Carpe Diem"

(Spring/Summer 2018 edition)
o "Escaper from Kabul; trends in Technical Exploitation"
o "Flying IEDs’ or the challenge of facing improvised rockets"
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Right at the beginning of the New Year the Swedish military attaché 
visited the CIED COE. The attaché, COL Per Akerblom is normally based 
in Paris and is responsible for France and Spain. He was provided with a 
well appreciated program during the afternoon of the 10th of January. 

The DIRECTOR, with support from branch chiefs and parts of the 
command group, briefed the attaché 
about the duties and responsibilities 
for CIED COE together with the 
ongoing and upcoming projects in 
2018. After that CIED COE presented 
a guided tour in the laboratory with 
a following discussion about the technical threats spreading across the 
world. 

COL Akerblom stated several times that he was satisfied with the visit 
and also impressed with the work that CIED COE is conducting in the 
field of improvises threats.

SWE MA VISIT
VISITS

VISIT OF MAJOR-GENERAL (RET) JAKE THACKRAY (UK), 
DIRECTOR BICES-ORGANISATION
BICES office director’s Mr. Jake THACKRAY (UK) visited the C-IED COE 
on 5th of March. He was provided with a well appreciated program. 
The DIRECTOR, and the CIS Head with 
support from DtD branch chief, briefed 
Mr. Jake THACKRAY about the duties and 
responsibilities of C-IED COE, its process 
of accreditation to BICES LAN and the 
future situation of its Child Domain. 
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After that C-IED COE presented a guided tour 
in the laboratory with a following discussion 
about the technical threats spreading across 
the world.

VISIT ACT COMMODORE; CIED COE 

On 20 March 2018 the NATO SACT DACOS C2DS, Commodore 
GROENNINGSAETER, Arne Morten paid a visit at the C-IED COE, Spain. 
Previously he visited to the COE in 2015. The main reason of his visit was 
to gain accurate information about the COE for making him prepare to 
the forthcoming DACOS hand over – take over action in this summer.
At the very beginning of his visit the Cdre was welcome by the COE 
international staff, and then he was guided by Deputy Director of the 
Center.

During his visit he received a sort tour in the IED laboratory where he got 
some explanation about the newest types 
of the IEDs. Later on the Deputy briefed 
him about the current status of the COE 
and the ongoing projects led, coordinated 
by the C-IED COE. During this briefing the 
Cdre discussed his bottom to up vision, the 

new technical exploitation initiatives, how to involve comprehensively 
the COEs into the NATO forces real life (NCS Adaptation) and how to 
adapt the C-IED COE to visualize coming “Improvised Threat” theory.

 At the end he visited the COE’s lodging which gave him a good impression 
about the provided Spanish Army support. Finally he expressed his best 
feeling regarding the C-IED COE outstanding work and the recognizable 
outcomes it has achieved.
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MEETING DIRECTORATE OF CRIME INVESTIGATION DEP. OF 
CHEM AND PSYCH EXAMINATIONS OF HELLENIC POLICE; 
ATHENS, GREECE
After an official invitation by the Director of Hellenic Police Crime 
Investigation Laboratories the Director of C-IED CoE accompanied by 
two members of the center visited on 13th of June their premises. 
Representatives from different Hellenic Police Divisions related to 
C-IED effort attended and during the meeting they had the opportunity 
to be informed for the actions and events lead by the C-IED CoE or 
participating with its expertise.
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The vision of the COE plans to use a Comprehensive Approach 
to face up the challenge, with the support of not only military 
personnel, but also the contribution from law enforcement, 
police, intelligence community and civilians from research & 
technology industry and Academy. The synergy of all these 
elements will contribute to the identification of terrorist/ 
insurgent networks.

The C-IED COE is the natural venue for all C-IED issues in NATO 
arena. Its director chairs related working groups in NATO and 
the Centre cooperates with the European Defence Agency 
C-IED Project Team, in order to create synergies between both 
organizations.

The C-IED COE mission is to provide subject matter expertise in 
order to support the Alliance, its Partners, and the International 
Community in the fight against IED and co-operate to increase 
security of Allied Nations and also all the troops deployed in 
theatres of operations, reducing or eliminating the threats 
from improvised explosive devices used or for use, in particular 
by terrorists or insurgents. Products and services are focused 
on the analysis of IED information, the investigation and 
development of new material and technology, and education 
and training.
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